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1 PROCEEDINGS 1 without my knowing it, then |, | believe
2 (8:48am) 2 like most consumers, would be rather unhappy.
3 INTRODUCTORY REMARKS 3 The reason people have the gut
4 MS. BURR: Welcome, everyone, to the 4  reaction they doto profiling is that they don't
5 Department of Commerce. Thank you very much. 5 know what is being collected about them, they
6 Good morning. Itisapleasureto be herethis 6 don't have choices, and thisis not good for
7 morning to welcome you all to the Department of 7 developing consumer confidence.
8 Commerce for ajoint workshop sponsored by the 8 As Commerce Secretary, | can tell you
9 Department of Commerce and the Federal Trade 9 that we are holding this workshop to find the
10 Commission on online profiling. 10 facts, to see the great things that profiling can
11 To start out this morning's program, 11 doto help consumers and companies, and companies
12 wewill hear some words from Secretary Daley and 12 target their online advertising and their
13 Chairman Pitofsky. Asyou all know, Secretary 13 marketing.
14 Daley and Chairman Pitofsky have been very 14 We very much appreciate the efforts
15 involved in the privacy issue for a number of 15 of dl of you to be here to help educate all of
16 years, for anumber of years now, and it's an 16 us. Obviously, wewill all bewrestling with
17 issuethat for both of them, | know from personal 17 someextremely difficult issues. | seethisas
18 experience, is very important to them. 18 an opportunity to learn about the technology that
19 So with no further ado, | will bring 19 isbehind profiling. | seethisasan
20 you Commerce Secretary William Daley and Federal 20 opportunity for privacy advocatesto help raise
21 Trade Commission Chairman Robert Pitofsky. 21 awareness about these issues which are so
22 (Applause.) 22 important to the consumers. And | seethisasa
23 REMARKS OF HON. WILLIAM D. DALEY, 23 chance to show us why industry leadership will be
24 SECRETARY, U.S. DEPARTMENT OF COMMERCE 24 better off than Washington intervention.
25 SECRETARY DALEY: Good morning to al of 25 In 1997, when the Internet had about one-
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1 you and welcome to the Department of Commerce 1 third as many people as are connected today,
2 or, assomeof ushopeit will be caled in the 2 thePresident and Vice President put forward our
3 next century, the Department of e-Commerce. 3 government'sfirst policy and just about any
4 Vice President Gore asked the 4 government in the world's policy on e-commerce.
5 Chairmanand | to look into the issue of 5 They wanted the privacy sector to lead and
6 profiling for our government. Thereasonis, as 6 government not to do anything that would mess up
7 weadll know, in thise-world of ours every time 7 thelnternet.
8 thereisanew technology, along with all the 8 In our opinion, this has worked. The
9 good it may bring, consumers also want to know 9 Chairman and | have challenged the industry to
10 how it may affect their privacy. We saw that 10 lead on privacy, and we were teken very
11 onceagain last week. Rea Networks apologized 11 serioudly. The number of web sites with privacy
12 and changed its practices after the New Y ork 12 policies has greatly increased. Many of the
13 Timesreported it was gathering users listening 13 largest advertisers only place ads on web sites
14 habits without notifying them. 14 that contain privacy policies. And the number of
15 Obviously, Americans want to know 15 companiesthat are signing up for seal programs,
16 what is happening online behind their screens 16 like TRUSTe and BBB Online, continues to grow
17 whenall these targeted ads pop up in front of 17 quickly. Obvioudly, we dl hope the same happens
18 them. The adsthemsdves obviously can be good. 18 here
19 Asaconsumer, if I'm online and one site has 19 | know some of you have been working
20 figured out that | like golf courses, possibly in 20 onanew initiative and from what we all hear you
21 or around Chicago, and | get this banner ad about 21 aredefinitely on theright track, and you may
22 agreat golf weekend, that is good. 22 have some announcements later on today. Weall
23 But if someone has been sneaking 23 look forward to hearing them.
24 around me, following every click | make at every 24 Thefact is, as clever asindustry
25 dite, and they share this information behind my back 25 has been to create profiling technology, it hasto be as
2 (Pages2to5)
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1 clever infiguring out how to respect 1 No question, knowing their customer
2 consumers choices. Thismorning Al Westin will 2 isextremely important to every company in
3 show in asurvey the mgjority of Americans are 3 America, but soislistening to your customers.
4 happy about receiving tailored ads. That 4 Andif they are telling you that they want more
5 obvioudy will come as no surpriseto any of us. 5 information about profiling and more choices, you
6 Americans arethe greatest shoppers the world has 6 need to meet those needs. If you do, we will
7 ever seen, and if someone has a bargain these 7 havethetrillion dollar e-economy that will keep
8 shoppers definitely want to hear about it. 8 Americathe envy of theworld.
9 But consumers also want to know what 9 So | hope and | know that positive
10 isgoing oninsidetheir computers. Itis not 10 thingswill come out of this workshop, and then
11 Big Brother that the consumers fear any more and 11 we can report to the American people that their
12 itisnot even big businesses that they fear. 12 privacy will be protected. Once again, | thank
13 They fear businesses that they have never heard 13 youfor joining us at this workshop, and good
14 of having information about them and using it for 14 luck to al of you today.
15 purposesthat they don't even understand. 15 Now it ismy pleasure to introduce a
16 If aweb firm fails to protect 16 real leader on privacy issues. Robert Pitofsky
17 consumers privacy, if they fail to disclose, if 17 was appointed Chairman of the FTC in April of
18 theyfail to give consumers choice, | guarantee 18 1995 by President Clinton. Previoudy he had
19 you that governments will be forced to react. 19 been aprofessor a Georgetown University and
20 Because thistechnology knows no borders, it is 20 counsd to the Washington firm of Arnold and
21 far better for the market to respond than for 21 Porter. Someone who has spent atremendous
22 governments, not only in this country but around 22 amount of timein his entire life, not only as
23 theworld, to be taking unilateral action. 23 Chairman, on the issues of privacy and protecting
24 Let me draw a picture about how 24 the American people, it's an honor for meto
25 concerned the American people are about privacy. This 25 introduce Chairman Pitofsky.
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1 month we will launch an ad campaign for the 1 (Applause)
2 2000 census. By mandate of the Congtitution, we 2 REMARKS OF HON. ROBERT PITOFSKY, CHAIRMAN,
3 have conducted a census every ten years since 3 FEDERAL TRADE COMMISSION
4  George Washington was President. But for the 4 CHAIRMAN PITOFSKY: Good morning,
5 veryfirst time, we need to run paid ads because 5 everyone. | am delighted to be here with
6 fewer and fewer people are willing to fill out 6 Secretary Daey tojointly sponsor this workshop
7 thesurvey. If they do not mail it in, we 7 examining online profiling. Senator Daley
8 literaly haveto hire an army to knock on every 8 continuesto be aleader in advocating United
9 home, every residence in America, to get the 9 Staesinterestsand U.S. consumer interestsin
10 information required by the Constitution. 10 dectronic commerce.
11 The big reason people are hesitant 11 The FTC has been involved in this
12 about the censusis confidentiality and it is 12 areafor alongtime. Starting four years ago,
13 privacy. Americans are afraid that we will do 13 we began to hold some workshops like this and
14 something with the information, even though by 14 forumsand seminarsto try to find out the ways
15 law we cannot share thisinformation that is 15 inwhich eectronic commerce was working and
16 personally identifiable with any government 16 whereitwasgoing. Our concernswereto find
17 agency. 17 out what information was being gathered in online
18 The pointis-- and | will end on 18 commerce, how it was used, what kind of notice
19 this-- privacy isavery big dedl for the 19 wasgiven about use to consumers, and what were
20 American public. We seeit as essential for our 20 their choicesin controlling that kind of
21 freedom. But the benefits of the Internet and 21 information.
22 profiling are enormous benefits for companies. 22 Thisisapromising new medium -- |
23 They can do abetter job of offering the right 23 needn't tell this crowd about that -- perhaps one
24  productsto the right customers. They cando it 24 of the most revolutionary new developmentsin the
25 faster and they can do it cheaper. 25 marketplacein ahundred years. And yet one must be
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1 concerned about seeing to it that this 1 they address the serious concernsthat all
2 marketplace achievesits full potential. We are 2 must have about atechnology that collects
3 awarethat the reason people give who are not 3 information from people when they don't even know
4 currently engaged in purchases online or who 4 theinformation is being collected.
5 limit their purchases isthat they do not think 5 So | look forward to hearing the
6 it'sasecure environment, and we must take that 6 results of thisworkshop and | wish al of you
7 into account. 7 good luck for the remainder of the day. Thank
8 Today we focus on anew aspect of the 8 you.
9 collection of information from people. Thisisa 9 (Applause.)
10 collection by firmsthat have no direct 10 MS. BURR: Thank you, Secretary Daley
11 relationship to the customer and where the 11 and Chairman Pitofsky.
12 customers have no reason to believe that 12 Next I'd like to introduce Peter
13 information isbeing collected. Anexample: If 13 Swire, who servesin the Office of Management and
14 you were surfing the Web and you come across a 14 Budget as the United States Chief Counselor for
15 web page and there are some ads there, 15 Privacy. Thisisarecently created position
16 information is collected that that's an ad that 16 which demonstrates the importance that the
17 you are exposed to, that you saw, and information 17 Clinton Administration places on issues
18 iscollected from which people draw inferences 18 surrounding privacy.
19 fromthisinformation and tailor future ads to 19 Professor Swireis currently on leave
20 the supposed preferences of the viewer -- dl 20 from Ohio State University College of Law and
21 thiswithout the knowledge and consent of the 21 from editorship of the Cyberspace Law Abstracts.
22 person who is doing the viewing. 22 Pder.
23 Not only do they not have notice or 23 REMARKS OF PETER SWIRE, ESQ.,
24 an opportunity to opt out, but they don't even 24 U.S. CHIEF COUNSELOR FOR PRIVACY,
25 know itisgoingon. That seemsto me troublesome and 25 OFFCE OF MANAGEMENT AND BUDGET
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1 thereforerequires careful 1 MR. SWIRE: Good morning.
2 concern and careful review by al of us. 2 What I'm going to talk about in my
3 Maybe thisis a good thing for 3 brief remarkstoday is an attempt to put this
4 consumers. It might be. We are not opposed to 4 profiling workshop in context with some other
5 target marketing if the consumer remainsin 5 recent privacy developments and try to define
6 control of the information that is collected. 6 thisterm "online praofiling” for our use today,
7 Therefore, we want to learn more so we see what 7 and then briefly preview the three panels.
8 thepossible problems are, we know what the 8 | think when historians, if there
9 virtues are of this technology, and we want to 9 ever are any, of the privacy areain American law
10 learn more. 10 and policy look back on when privacy took off,
11 That is the occasion for the workshop 11 thelast few weeks may be a period that they'll
12 that we are conducting today. Our god isto 12 look back on as an historic change in how the
13 develop consumer confidence and balance the 13 United States government and its people have
14 virtues and the possible problems of this kind of 14 looked at privacy. Threeweeks ago the Federal
15 online marketing. 15 Trade Commission made thefinal regulations for
16 | was pleased to learn just in the 16 thechildren'sonline privacy area.
17 last few days that leaders of industry and online 17 In the last few weeks Congress has
18 privacy have agreed to provide consumers with 18 beenfindizing in the financia services areaan
19 more control in the creation of online profiles. 19 historic change that will have pretty much all of
20 We have had good experience to date with self-regulation 20 thefair information practices built into the
21 inother areas of online commerce and 21 financial services modernization that is going to
22 my hopeisthat we will have a good experience 22 goforward. Therewill be new naotice rules and
23 hereaswdll. 23 choicerules, access and security relating to
24 So | look forward to learning the 24 financial services, and new enforcement
25 details of this proposal and seeing the extent to which 25 provisions by al the functiona regulators.
4 (Pages 10to 13)
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1 Then, ten days ago, President Clinton 1 different when Bannerad.comis selecting
2 inan Ova Office ceremony announced sweeping 2 information and using it than when Sellstuff.com
3 medical privacy regulations that will reguire 3 is? I think thefirst point isthat many people
4 patient consent for your medical information to 4 don't redlize that Bannerad.comis collecting
5 beused in awide range of circumstances. 5 that information. Many people might guess that
6 So aswe think of some online 6 Bannerad.com will collect information if you
7 initigtives, financia services, medical, we see 7 click onaste. You then chooseto go to that
8 alot of things happening right now related to 8 dte. Yougoto seewhat the ad takes you to.
9 privacy, and today's workshop looking at online 9 You expect certain things to follow from that.
10 profiling continues that trend. This workshop 10 But amost anybody, except the
11 today was called for by Vice President Gore. He 11 expertsinthefield, is surprised thefirst time
12 invited the Federd Trade Commission and the 12 they redlize that, they go to Sdllstuff.com and
13 Department of Commerce to move forward to try to 13 information about that transaction is going to
14  study the phenomenon of online profiling and try 14 somebody else, is going to Bannerad. And that
15 to seeif there were any appropriate initiatives 15 surpriseleadsto aquestion of what will be done
16 fromthe privacy, if possible, to have a better 16 next.
17 way of handling personal information. 17 The concern that we have for this
18 In thinking about how to define 18 online profiling, for the activities done by
19 "profiling,” 1'd like you to consider two 19 Bannerad.com, isthat thereisalack of
20 hypothetical companies whose names | can usein 20 trangparency on the who and the what of the
21 public because | checked ahead of time and they 21 transaction. On thewho, surfers don't know who
22 have not been used. We have two companies. One 22 isthat third party who's collecting information,
23  is Sdlstuff.com and the other well call 23 acompany they've never heard of. Surfersaso
24 Bannerad.com. 24 don't know the what, what about them is being
25 To define online prafiling, | think much of 25 gathered.
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1 theattention today has been on the 1 So that wetalk in the first session
2 Sdlstuff.com's of the world, what you might call 2 today about cookies and other techniques that
3 first party web sites. Sothat means| go 3 help gather information, many times information
4 online, | go to Sdlstuff.com, and what are the 4 that we applaud. But for now let's point out how
5 rulesgoing to be about how Sellstuff handles my 5 little even a sophisticated surfer typicaly will
6 information? What weve seenis atremendous and 6 find out by looking at those cookies. If a
7 historic self-regulatory effort in this area. 7 sophisticated surfer checks for the cookies and
8 TRUSTeis heretoday, Better Business Bureau 8 getsan dert, they'll learn the name of the
9 Online. Other groups have been working with 9 company that's doing the collection and they'll
10 industry to come up with a set of principles and 10 asolearnthe expiration date, which | usually
11 aset of practices that make sure information 11 set for some number of years after the computer
12 will be handled well when you go to 12 will bejunked. So again, that's all you'll find
13 Sdlstuff.com. That's the company that you 13 outif you do your cookie alert: the name of the
14 thought you were dealing with. 14 company and some distant date of when the cookie
15 Today the focus is on something 15 will expire.
16 dlightly different, on what you might call third 16 Up until today's efforts, until what
17 partiesthat are at aweb site. Sonow | goto 17 1 hopewell be hearing this afternoon, the
18 Sdlstuff.com and there's awhole series of ads 18 surfer would not usually learn more about the
19 upthere. One of the ads might be from 19 what, nor about what kind of datais being
20 Bannerad.com, acompany maybe I've never heard of 20 collected, and under what terms and conditions. So what
21 before, and there are various ways that 21 weseethen asacentra issueisthe
22 Bannerad.com can collect information about me 22 concern about transparency for the Bannerad.com
23 while I'm surfing, and that's the focus of 23 collection.
24 today's workshop. 24 With that, let's preview what the
25 Why is profiling different? Why isit 25 three panels are today and some of what we hope to
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1 accomplish. Thefirst pand today triesto 1 Journd poll, wasloss of persond privacy.
2 explain and explore these third party 2 It'sinthat context that society is
3 technologies, what the Bannerad.com's of the 3 talking about what the structure will be going
4 world can do today and what they're likely to do 4 forward. That leadsto the third panel, which
5 inthefuture. ‘ 5 hasto do with the search for solutions, what
6 The second panel turnsto the 6 oughttobedone. Asannounced in Friday's New
7 benefits and risks of these new technologies and, 7 York Timesarticle, there appearsto be exciting
8 as Secretary Daley and Chairman Pitofsky said, 8 progresstoward having some new and innovative
9 thereare clear and fantastic possible benefits 9 sdf-regulatory solutionsin the online profiling
10 from the ways information can be used online. 10 space. Welook forward to seeing the details of
11 Fromthe sdler's side, it can mean matching a 11 that and we hope they're as good as they seem to
12 product with the products the customer wants, and 12 befromtheinitia reports.
13 the same from the buyer's side, that you'll see 13 So with that, I'm going to close. On
14 just the things youre most interested in in life 14  behalf of the administration, | commend the
15 and not engage with the things that you're not 15 Federa Trade Commission and the Department of
16 interestedin. 16 Commerce for their leadership on these issues,
17 But there's concerns about the risks. 17 and| thank dl of you involved in today's
18 You hear thistalk of -- one conversationa 18 workshop for helping us achieve progress towards
19 technique I've heard often since I've come to 19 amoretransparent and fair trestment of personal
20 Washington, they'll say: Well, let's take that 20 information on the Internet.
21 offline. Let'snot doitinfront of everybody. 21 Thank you.
22 Let'sgo off to the side and offline and discuss 22 (Applause.)
23 what's happening in amore private setting, 23 SESSION I: ONLINE PROFILING TECHNOLOGY
24 thingsthat we don't expect the whole world to 24 MS. BURR: Thank you, Peter.
25 know about for the rest of our lives. 25 I'd like to invite the participants
Page 19 Page 21
1 When you are onlinein your surfing, 1 inthefirst pand to come up to the stage and we
2 sometimes you think you're offline in that 2 will moveright into the program. Thank you.
3 conversational respect. Y ou don't necessarily 3 Just afew housekeeping details as
4  expect every last detail of what you're doing to 4  the pandlists come up. First of al, pandlists,
5 beexposed to lifetime scrutiny in some database 5 what | suggest is you drag your chairs and move
6 from acompany you might not have heard of, ina 6 them over to the side so you'll be ableto see
7 way you haven't perhaps seen. 7 the presentations.
8 That sense of thinking you expect a 8 Throughout the day, on the sides of
9 certain degree of privacy and then being 9 theroom there are cards and pencils for
10 surprised that somebody you never heard of has 10 questions. Those questions will be brought up to
11 al this stuff about you, that's a concern that 11 thetable and we will ask the panelists as many
12 resonates with Americans. 12 of those aswe can. Also, the record of this
13 One of the most compdlling of the 13 proceeding will be kept open through November
14 pollson privacy came from aWall Street Journal-NBC pall 14 30th.
15 earlier thisfdl. It asked Americans: 15 WEe're going to start this morning
16 What do you fear most in the coming century? 16 with two presentations, two demonstrations of the
17 They gavealist of about adozen horrible 17 technology. First wewill hear from Dan Jaye,
18 things: overpopulation, terrorism, global 18 the co-founder and Chief Technology Officer at
19 warming, many other things. 19 Engage Technologies. Engage provides-driven
20 The answer that came in highest, 20 marketing solutions and Jaye is responsible for
21 first or second for 29 percent of al respondents 21 ddivering interactive database marketing
22 wasloss of personal privacy. No other topic -- 22 products and information services.
23 terrorism, global catastrophes, and nuclear harm -- none 23 Wewill next move immediately, and |
24  of those rose above 23 percent. The 24 won't stand up here and talk to you, to Martin
25 biggest fear, according to the Wall Street 25 Smith, the Director of Enterprise Services at
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1 MathLogic, Inc., anintegrated digital marketing 1 understand how many unique visitors have reached
2 solutions provider. 2 that web site, and what are the specia interests
3 Dan. 3 of those visitors so that the site can be made
4 REMARKS OF DANIEL JAYE, CHIEF 4 more compelling. Inaddition, they need to make
5 TECHNOLOGY OFFICER, ENGAGE TECHNOLOGIES, INC. 5 surethat the content and ads that are shown to
6 MR. JAYE: Thank you, Becky, for your 6 thosevidtors are relevant and effective.
7 introduction and for your efforts on behalf of 7 Next I'm going to talk alittle bit
8 the Department of Commerce to find the right 8 about how third party ad networks work and
9 solution that benefits both consumers and 9 exactly how they work and how important they are
10 corporate marketers. 10 tobeing ableto provide advertising
1 I am pleased to stand before you once 11 infrastructure to the thousands of sites on the
12 againto discover our common goals, to respect 12 Internet. It beginswith the web browser. The
13 therights of consumers with regard to online 13 web browser, when it visits a publisher web site,
14 privacy while smultaneously pioneering an 14 for example aweb site like Lycos or Y ahoo, makes
15 industry that benefits al involved. I'm hereto 15 arequest to that web site for aweb page.
16 inform al interested parties about online 16 When that web page comes back to that
17 profiling technology and its implications for 17 web browsser, itisdi spl ayed, but inside the web
18 consumers. 18 pagethere are instructions that tell the web
19 Since | founded Engage in 1995, our 19 browser to get an ad from an ad network. That
20 organization has been completely committed to 20 browser then makes arequest of the ad network
21 providing anovel and valuable technology, a 21 for the ad to be displayed, and the ad network
22 technology that enables the crestion of online 22 then sdlects the appropriate ad based on a number
23 profiles while keeping the identity of the 23 of different considerations, and that ad is then
24 consumer protected and unknown to us. 24 displayed inside the web page.
25 Some of you may be asking, what is 25 At afuture time, if the consumer
Page 23 Page 25
1 onlineprivacy -- what is online profiling, 1 clicksonthat ad, the web browser then sends an
2 rather, and what are some of the benefits? 2 instruction called an ad click to an ad network.
3 Profiling isthe collection of non-personally 3 Thisisimportant because the web site doesn't
4  identifiable data by Engage about a browser that 4 actualy know which ad was selected because the
5 enablesweb sites to customize ads and-or 5 ad network made the decision.
6 content. 6 So the ad click goes to the network
7 Profiling yields more effective 7 <o that the ad network can report on what
8 marketing for advertisers and web sites, that 8 percentage of visitors clicked on the ad as well
9 will increase the advertising dollars spent on 9 asbeing ableto send an instruction called a
10 the Internet, which will creste more free and 10 redirect to the browser, so that the web browser
11 subsidized Internet services for consumers. It's 11 eventualy gets the correct web page, whether
12 avery clear and straightforward value 12 that be Procter and Gamble, IBM, or some other
13 proposition. 13 advertiser. Then that advertiser's web site then
14 Why do the advertisers need online 14 returnsthe correct web page to the consumer.
15 profiling and effective marketing? Because the 15 Y ou can seethat in thisinteraction
16 investmentsthat are happening in the Internet 16 thereareanumber of different steps. The way
17 today will have to show prdfitability at some 17 inwhichthisinformation is delivered up to the
18 point, whether it's in two months, two quarters, 18 web site and back to the web browser relieson a
19 twoyears. At some point, the investments that 19 return address mechanism called an IP address
20 are being made are based on the promise of being 20 that many of you have heard of. Itiscritical
21 avery effective mediafor communicating to 21 that the IP address, which is an inherent part of
22 consumers. 22 thelnternet, be transmitted to the ad network so
23 Web sites have two critical needsto 23 that the ad network knows to which computer to
24 eachthis. Oneisto be able to measure and 24 returnthe ad.
25 informetion its audience, being able to 25 Wheat types of information do ad
7 (Pages 22 to 25)
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1 networks, the ad networks for example that use 1 cookies. Advertising spending islargely gauged
2 Engage's solution, use? Our solutions are based 2 based on unique visitor counts. Being ableto
3 onnon-personally identifiable information, which 3 determine how many unique visitorsto aweb site
4 we classify under two broad categories, and 4 or aportion of aweb site requires the ability
5 management and reporting data. Thisis datathat 5 toidentify anonymoudly, or non-personally
6 isused to effectively run the ad service to be 6 identifiably, rather, anindividual so that we
7 abletoreport to an advertiser how many ads were 7 can determine whether or not that individual was
8 shown, how many visitors saw those ads, what 8 counted previoudly.
9 percentage of those visitors clicked on the ads. 9 Then the final example of what
10 Then the second area is what were 10 cookies are used for isto create and access
11 terming ad delivery data. These are the types of 11 online profiles. At Engage an online profile
12 datathat are used to determine what ad or what 12 contains a collection of non-persondly
13 content to show. In essence, ad delivery datais 13 identifiable information about the consumer's
14 ad management and reporting data that is used for 14 preferencesand interests. Thisisinferred at
15 profiling. 15 Engage from the types of content visited.
16 When we use this type of information 16 At Engage our technology doesn't care
17 for ad ddlivery, it istypically used by ad 17 what page somebody went to. What we care about
18 networks to understand what the visitor wants, 18 iswhat types of content somebody went to. So it
19 without knowing specifically who they are. The 19 involves anon-personaly identifiable number or
20 premise when | founded Engage was that on the 20 identifier -- an exampleis shown on the screen -- and
21 Internet you didn't need to know who the consumer 21 thecollection of interest scores scaling
22 wastobeableto ddiver arelevant and 22 from zero to one for that visitor or that
23 effective experience. Wethink that thisis 23 browser. The higher the score, the stronger the
24 actually an enhancement of privacy over 24 interest.
25 traditional marketing methods that require 25 The way in which thisis built -- let
Page 27 Page 29
1 identifiable information, like name and address. 1 metakeyou through an example. If auser visits
2 Typicaly this type of marketing is 2 aweb site, for example Surfaround.com, hell
3 implemented today using web cookies, aterm some 3 receivethis anonymous identifier or this non-personally
4 of you may be familiar with. Briefly, acookie 4 identifiable identifier, 23987
5 isinformation that is sent from aserver toa 5 etcetera, and they have a score for money and
6 browser and that the browser then sends back to 6 financeinterest, sports interest, and automotive
7 that server when it returns to that web server 7 interest based on their entire activity at that
8 whenit requests future web pages. Once again, 8 dite
9 it goes back to the specific server that 9 Now they visit another sitethat is
10 originally sent the information down to the 10 part of the Engage network -- and once again,
11 browser. 11 only sitesthat have abusiness relationship and
12 Typicaly, these are used for three 12 aset of contracts that cover in addition privacy
13 purposss. First, remembering what was done 13 policies provide information for this type of
14 before. Sometimesthisiscalled, technically, 14 profiling at Engage. When they goto
15 state management. Second, shopping carts, the 15 Investinstocks.com, Engage will understand, not
16 ahility to remember what purchases you have made 16 that they went to that specific site, but rather
17 during ashopping visit, being able to figure out 17 what isimportant, that they have a stronger
18 what ad was displayed to that person, so when 18 interest in money and finance.
19 they click on an ad they go to theright 19 If they visit another sitethat hasa
20 advertiser'sweb site. Another example might be 20 relationship with us, like Golfing, at that point
21 sequencing of messages, for exampletelling a 21 their sports score will be enhanced and so then
22 sory. Theseareal examples of state 22 wewill dso develop ascore, for example, that
23  management. 23 wouldindicate alevel of interest in golf.
24 Remembering whether avisitor was 24 Then finally they visit an automotive
25 dready counted is another critical use of 25 dite. Automoative content will then impact the
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1 automotive interest score, aswell as perhaps a 1 many instancesthat can uniquely identify an
2 more detailed score, the fact that this person 2 individua person.
3 might be interested in buying the car and might 3 Very briefly, our dual-blind
4  bereceptive to advertising related to carburetor 4 architecture is something that allows an ad
5 systems. ‘ 5 network that uses our solution to pass this non-
6 What would it be used for? We talked 6 persondly identifiable information. We then can
7 about today the example of banner targeting, 7 passback to that ad network alist of types of
8 ddivering once again golfing adsto a person 8 adsthat arethe relevant ads for that visitor.
9 with golfing interests. But in addition it can 9 It uses multiple levels of identification so that
10 be used to navigation and web surfing easier, for 10 we can ensurethat no ad network or site that
11 example moving content of interest to that person 11 workswith us can ever correlate data with any
12 tothetop and obvious part of the page instead 12 other site.
13 of burying it three levels down on the web site. 13 Briefly, our privacy formula can be
14 Some of the things that we do at 14  summed up as the fact that we use non-personally
15 Engage are areas that we think are important for 15 identifiable online profiling combined with a
16 theindustry, and some of these areas are 16 requirement for notice and opt-out capability for
17 practicesthat we have implemented based on 17 consumer choice and contractual enforcement with
18 conversations over the past severd yearswith 18 our web sitesthat requires that they post
19 the Department of Commerce and the Federal Trade 19 privacy statements and alink explicitly to our
20 Commission. They have been very helpful in 20 web site privacy page at Engage.
21 providing us feedback and suggestions, and we 21 We dso work with third partieslike
22 havetried to address these where we can. 22 TRUSTefor certification of our practicesand FTC
23 First of all, we have been focused on 23 overdight isinvoked.
24  non-persondly identifiable Internet marketing 24 In summary, we believe that for other
25 since we were founded. In addition, we have a 25 businesses there are business models that may
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1 technology caled dual-blind, whichisthe 1 givepersonaly identifiable information and they
2 ability to add an additional layer of indirection 2 may be appropriate for other businesses that have
3 tonon-personally identifiable numbers. We have 3 adirect consumer relationship and that follow
4 had contracts with our web sites that require 4 fair information practices. But at Engage we
5 themto post a privacy policy since 1997. 5 believethat for us non-personally identifiable
6 We have been providing an opt-out for 6 information-based profiles balance consumer and
7 theinformation that we gather, even though it's 7 industry interests.
8 non-personally identifiable, once again since 8 We also believe that as the industry
9 1997. In addition, there's alot of information 9 matures the business models and solutions will be
10 that we don't need for our business, so we don't 10 developed that will benefit both consumers and
11 retainit. Sofor example, we don't keep IP 11 marketers. For example, the work that is going
12 addressinformation at adetailed level. We 12 onwith P3P as one potential innovative
13 don't keep track of the specific URL's or pages 13 technology, aswell as other developments, will
14 and the content and which visitors visit that 14 causerapid changes that we believe will help
15 information, and we don't track sensitive 15 everyone.
16 interest categories, such as medical information, 16 Thank you once again.
17 local content interests, medica interests, 17 (Applause)
18 etcetera 18 REMARKS OF MARTIN SMITH, CHIEF TECHNOLOGY
19 Then finally, we make sure that the 19 OFFICER AND VICE PRESIDENT, MATCHLOGIC, INC.
20 datawe havein our cyberdata center is 20 MR. MARTIN SMITH: Good morning. I'm
21 structured so that no combination of this data 21 Martin Smith from MatchLogic. Let megiveyoua
22 canbereversed back to anindividual. Sometimes 22 little bit of background. MatchLogic isafull-service
23 thisiscalled triangulation. For example, we 23 digital marketing services company based
24 don't kegp the combination of zip code and the 24 in Colorado. We work with quite anumber of the
25 exact date of birth of the individual, becausein 25 leading advertisersin the Fortune 50 and lso in
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1 the commerce and marketing space. Our products 1 we have by using the cookie and what's called a
2 and services have been developed to support 2 "ping," which I'll cometo? We're ableto
3 multi-product large advertisersin ddlivering web 3 measure ubiquitoudy and anonymousdly across the
4 service 4 stesand produce aggregated reporting that our
5 We were acquired in 1998 by the 5 advertisers can then evaluate the success or
6 Excite organization and were subsequently 6 otherwise of the media, of the Site.
7 acquired in 1999 by At Home and remain asa 7 Our business model breaksinto four
8 subsidiary. 8 component aress, al requiring different eements
9 MatchLogic's service offering breaks 9 of data. Campaign management requires highly
10 into arange of digital solutions, primarily 10 aggregated information. E-mail services requires
11 memory management, database and direct marketing 11 opted-ininformation and a ddlivery address
12 servicesworking, as we mentioned, with multiple 12 through the e-mail address and also for prizes
13 stesand with advertisers and their agencies. 13 and so on aland-based address. Database
14 With regard to the subject of today, 14 management services is the computer production
15 ontheonline services, we deliver targeted 15 capability of managing large transactiona
16 advertisements based upon identification of 16 databases. And then the optimization area, which
17 demographic segments, so broad age, income, 17 isthe areawe're focused on today, which | will
18 gender lines, geographic location, country, 18 drill into.
19 date; then variables peculiar to the industry 19 Our optimization model ddliversto
20 that wework in, such as connection speed. We 20 four key aress. thefirst areabeing predictive
21 haveanon-intrusive way of calculating the 21 modding; the second area being media
22 connection speed to provide the optimal 22 optimization; the third area being return on
23  experiencefor the user. 23 investment tracking; and the fourth area,
24 We aso have segments that deliver 24 customized reporting. | deal with those quickly.
25 advertisements pertinent to somebody's buying 25 Predictive moddling is the ability to
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1 propensities. One of the earlier keynotes 1 take segmentsthat wetrain -- I'll step you
2 mentioned the fact that the right offer to the 2 through the modd of how that works -- to be able
3 right person or to the right segment is something 3 tomakeasatistical likelihood that the
4 that is of vaue to the consumer. 4 characterigtics that that browser hasrelateto a
5 The second part of our businessis 5 gpecific segment.
6 targeting e-mail messages. MatchLogic has 6 The second area of media optimization
7 invested significantly in mediato acquire 7 is, through the use of the cookie, how
8 customers through sweepstakes and through 8 gpecifically and what specifically is served to
9 regidtrations. Theseareal optedin and 9 that browser. One of the biggest problemsfroma
10 consumers on every communication have the 10 mediapoint of view is management of frequency of
11 opportunity to opt out, not to receive 11 number of times an advertisement isseen by a
12 communications on specific subjects, and also to 12 browser. Management of frequency controls and
13 receive communications about subjectsthey are 13 the measurement of that is key for a successful
14 interestedin. 14 and viable medium.
15 Finally, and again a critical 15 ROI tracking, to the keynote speech,
16 component to identifying whether and how this 16 isthe ahility to measure how successful an
17 mediacan be used effectively, is the production 17 advertiser isbeing in a cause and effect. Soas
18 of consolidated reporting. Dan mentioned the use 18 thebrowser comesto a particular site, do they
19 of acookie and the importance of the cookiein 19 actualy complete the actions? Isthe site
20 providing reporting that is ubiquitous across 20 navigating in the way that you intended to
21 different web sites and providing consistency of 21 navigate? Thisis highly aggregated information.
22 measurements. 22 A third areathen is customer
23 One of the largest issues that we 23 supporting, the ability to look comparatively at
24 haveinterms of standardization and measurement 24 different media sites and make educated
25 isthefact that sites count differently, what do 25 performance assessments to see whether the
10 (Pages 34 to 37)

1111 14th Street, NW, Suite 400

Alderson Reporting Company

800-FOR-DEPO

Washington, DC 20005



On-Line Profiling Workshop

November 8, 1999

Washington, DC
Page 38 Page 40
1 advertising istruly working. 1 gatistical algorithm.
2 To the first point of the predictive 2 We then take that and build our
3 modding and the online profiling, why we're here 3 prediction model and apply that. How we use that
4 today, MatchLogic's profiling system -- I'll 4 information isin the serving of targeted
5 provide you with abasic overview and then get 5 advertisements. That can be segment-specific, so
6 into the data specifically that we're capturing 6 if an advertiser has specific geographic segments
7 within that, how then we generate the profiles, 7 or ther product or service bresks downinto a
8 how we use those profiles, and the privacy issues 8 number of brands or sub-brands they're able to
9 that that creates. 9 fit, based upon the segments, the right message
10 What MatchLogic does is take 10 that is most appropriate to that segment.
11 variablesfrom our known dataset. Thisisnot 11 That provides them with avery
12 persondly identifiable information. Thisis 12 powerful tool to then provide optimization across
13 non-identifiable information, such as 13 themedia. Soif you think of the analogy,
14 demographics, so age, income, gender. Because of 14 rather than buying an audience on television,
15 the nature of the targeting, we then, before we 15 where you have high potential wastage, you're
16 put the segmentation in there, we actually do a 16 ableto buy an audience of the same magnitude,
17 preclassfication. So at the point the dataiis 17 then segment it and optimize the inventory across
18 entering into a profiling systemit is already 18 anumber of services or products.
19 pre-aggregated and is non-identifiable. No 19 The second area, second key ares, is
20 identifiable datais brought acrossinto the 20 indteanalyss, specifically what audience
21 process. 21 segments are producing the most significant or
22 From the segments, were then able to 22 sdient results. That provides key measurement
23 look at what specifically the patterns of 23 toether customization of the site or
24 information from the unknown or the web surfing 24 presentation of the correct either navigation or
25 behavior is. From that we then train or build a 25 dialogue withinthe site. Thisleadsto
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1 modd, using acombination of latent semantic 1 dgnificant improvementsin performance and
2 andysis, linear regression, and neura network 2 provides usthe ahility to redly start to
3 modeing. 3 customize content that is appropriate to those
4 The output of that model isthen 4  specific segments.
5 tested against the unknown segments and 5 As mentioned in the opening
6 reapplied. Fromthat, we arethen ableto 6 addresses, this then does throw up some very key
7 datigticaly predict the area and the geography. 7 issuesfrom privacy. MatchLogic has been
8 Sowithin the system, Martin Smith living in 8 instrumental in alot of the thinking from the
9 Colorado does not exist within the system, nor 9 industry point of view with regard to privacy,
10 canit betracked back through the system. The 10 with regard to how we relate to our consumer.
11 factthat | amamaelivingin Colorado is about 11 The third party model does provide us
12 asfar aswego. 12 with chalenges. Itisseamlessto the consumer.
13 Third party ad serving is one of our 13 Our focusisto deliver advertising in atotally
14 primary data sources. We also capturein 14 clear way. Believe me, we would know if the
15 addition page, channel, search termsin some 15 advertsdid not get to the page, from both the
16 cases, IP browser, operating system, date and 16 publisher and our advertisers. By that fact, we
17 time. That informationislinked by cookie, 17 areinthe background.
18 which Dan identified and showed you what that is. 18 Our chdlengeisto provide notice
19 That as an input variable to the web 19 and choice, whichis part of what today is about
20 surfing behavior is encoded into atoken, rather 20 and will be addressed this afternoon. Itisaso
21 likethe one you saw from the Engage moddl. 21 beholden to us to make sure we prohibit the
22 Simply, that is a statistical value allocated to 22 linkage of personally identifiable information
23 that variable. So again, we're not passing 23 into the process, which is how we have
24  through into the modeling the specific nature of 24  architected our systems. We have dso
25 dite, content of that site. 1t becomesa 25 architected them to be able to preclude people
11 (Pages 38 to 41)
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1 that do not wish to receive targeted 1 New York's newly formed Internet Bureau. Eric
2 advertisements or to have any of their 2 dsoservesasthe Chair of the Internet Privacy
3 information tracked across. 3 Working Group of the Nationa Association of
4 The next areaiis dso to provide 4  Attorneys General, and Eric has also been active
5 education. Asafounding member of TRUSTe, we 5 with David and with me in a number of these
6 takethat role very serioudy and have invested 6 panesfor years.
7 dignificant dollarsin supporting that, and to 7 Finally, on the end is Danny
8 provide choice to the consumer. 8 Waetzner, the Technology and Society Domain
9 Thank you. 9 Leader for the World Wide Web Consortium. | love
10 (Applause.) 10 thesetitles. Heisresponsiblefor developing
11 MS. BURR: Just give us amoment 11 Internet technology standards addressing many
12 while we rearrange here. 12 issues, including user privacy. Beforejoining
13 (Pause)) 13 WS3C, Mr. Weitzner was co-founder and Deputy
14 PANEL DISCUSSION | 14 Director of the Center for Democracy and
15 MS. BURR: Thank you. Thosewere 15 Technology, and after atwo-year stay in Boston
16 veryinteresting presentations and | think 16 were very happy to have Danny located back in
17 they'll help us as we move through the day. 17 Washington. He's been very important to usin
18 Let mejust introduce the people who 18 dll of these.
19 aresditting up on this panel who will help us 19 The way that we will proceed is
20 discuss the technology issues this morning. To 20 familiar to those of you who've come to these
21 myrightisLori Feena, who isthe Chairman of 21 workshops before. Thisisadightly more formal
22 the Board of the Electronic Frontier Foundation. 22 setting than we've had, but obviously needed to
23 Lori hasworked for years to focus the 23 accommodate the interest that we haveinit. But
24 organization with respect to participation in 24 generaly, we've asked the pandlists not to make
25 legidation, court proceedings, and a number of 25 prepared statements. Weredly intend to have a
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1 other areasin order to promote the protection of 1 conversation, and we will proceed on that basis.
2 civil rights and ethics online. 2 David, do you have anything you want
3 Jason Catlett is the founder and 3 tosay?
4  President of Junkbusters Corporation, an 4 MR. MEDINE: No.
5 authority on privacy and marketing, and a 5 MS. BURR: Okay. And justto remind
6 frequent participant in our conversations here. 6 youal, aswe have said before, there are cards
7 | introduced Dan and Martin earlier. 7 onthe sides of the auditorium and your questions
8 To my immediate left is David Medine, 8 will be brought up to us.
9 afamiliar faceto al of you from the Federa 9 MR. MEDINE: | just wanted to mention
10 Trade Commission and somebody I've worked with 10 that the opportunity for people to submit
11 for yearsonthisissue. 11 commentsin writing to us, which started with the
12 Next to David is Kunwar Chandrajest 12 publication of a Federal Register notice, will
13 Singh, or K.C,, | believe, the founder of both 13 continue until after this workshop, until
14 Hyperportals and Cyberknowhow. K.C. has been 14 November 30th. Soif there are issuesthat arise
15 involved in communications technology issues 15 today during the discussion that people would
16 since 1979, when he was responsible for the first 16 liketo comment onin writing, please submit
17 dectronic interactive stocks and shares 17 those comments pursuant to the procedure outlined
18 information and trading system. 18 inthe Federa Register any time up until and
19 Richard Smith is an independent 19 including November 30th.
20 Internet security consultant based in Brookline, 20 MS. BURR: Thanks.
21 Massachusetts, and prior to that he wasthe 21 Okay, we've heard about MatchLogic's
22 President of Farlap Softwarefor 13 years. You 22 technology and Engage's technology. Before we
23 guysare outboarded here. 23 get down to the palicy issues, I'm curious about
24 Eric Wenger isthe Assistant Attorney 24 other technologies that are used by online
25 Genera in Attorney General Elliott Spitzer of 25 profiling companies to collect information about
12 (Pages 42 to 45)
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1 consumers. Can either Martin or Dan or both of 1 Internet and will take appropriate measures. The
2 youtalk just briefly about other, or Jason or 2 problem, as my colleague just mentioned, is that
3 anybody else at the table, briefly about other 3 there are companies who would not, and especialy
4 technologiesthat are out there and perhaps 4 companies outside the country. One of themain
5 differences significant for privacy purposes? 5 concernsthat | haveisthat if the control of
6 MR. MARTIN SMITH: [I'll take that one 6 Internet wereto go out of these shores, then
7 asl don't haveto speak ill of any competitor. 7 most of what you are talking about here would be
8 Danin histalk today said that Engage's profiles 8 hypothetical.
9 arenot personally identifiable. His company's 9 MS. BURR: Lori.
10 made acommitment to not personally identifying 10 MS. FEENA: | think actually that is
11 theseprofiles. However, obvioudy these 11 averygood segue. First, the delinestion
12 profiles could by some other company that had not 12  between online profiling and offline profiling is
13 made such acommitment become personally 13 afdseone. Weredly can't assumethat the
14  identified. 14 bricks and mortar world is no longer part of this
15 The dangerous thing about these 15 discussion. The bricks and mortar world of real
16 profilesisthat they amass a huge amount of 16 life stores and situations where you aren't
17 information. Dan gave you three examples, 17 actually touching a keyboard a so collect data
18 banking and a couple of other examples. But the 18 that goesinto this profile.
19 interest vectors are typicaly severa hundred 19 Asyou drive through the easy-pass or
20 fiddswide. That represents an enormous 20 whatever, the toll booth convenience payment
21 profile, which can be collected over a period of 21 systemsare, they collect data. Y ou don't have
22 years and then subsequently identified. That is 22 tobeonlinetodothat. Asyou shopinthe
23 where they become so unfair. 23 grocery stores, you are building a profile.
24 There are many companies out there 24  They'renot just smply trying to figure out an
25 whowill gladly identify a profile for you based 25 easy way for you to clip coupons. You're
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1 onacookie. Two leading companiesinthisarea 1 building aprofile.
2 are Navient.com and Cogent.com, and | don't 2 So the discussion of online versus
3 bdievethat they're represented here. Sol just 3 offlineisreally where the technology is going.
4 camefrom Adtech last week, the leading 4 Weareall connected on a network, whether it'sa
5 conferenceinthisfield, and the explosion of 5 bricks and mortar store or whether you're at your
6 technologiesfor adding identity of the offline 6 keyboard at your desktop. | think the profiling
7 worldto online datais really one of the hottest 7 demonstrations that were given here talking about
8 issuesinthat industry. 8 theonlineworld are also -- very appropriately
9 So redlly, we're not seeing the 9 can be applied to the offline situation as well.
10 entirepicture. If wethink thisis 100 percent 10 So we aren't talking about a
11 ethical and this has been identified, that is 11 situation where thisis simply the online world.
12 wherethe money is and that is where the industry 12 MS. BURR: Danny.
13 isgoaing. 13 MR. WEITZNER: Thanks, Becky. |
14 MS. BURR: K.C.? 14 think Lori just explained to us why President
15 MR. SINGH: I'll take that. 15 Bush avoided those supermarket scanners.
16 Basicaly, weare only talking about containing 16 While we are sort of pushing on some
17 thelossof privacy here. Thereisgoingto be 17 of the distinctions here --
18 somelossof privacy. Each wave of technology 18 VOICE: We can't hear back here.
19 bringswith it the inevitable dilution of 19 MR. WEITZNER: Can you hear now?
20 privacy. When the written word was invented, so 20 VOICES: No.
21 wasthe possibility of somebody actually taking 21 MR. WEITZNER: Isthe microphone on?
22 your letter and intercepting it. 22 VOICE: No.
23 So | am sure that al the companies 23 MR. WEITZNER: Can you hear me now?
24 that areinvolved in profiling realize that 24  Yes, you can hear me.
25 profiling is also vital for the growth of the 25 While we're discussing some of the
13 (Pages 46 to 49)
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1 distinctions here, | just wanted to also suggest 1 Briefly, with regard to | P addresses,
2 that we should think about what we're realy 2 thetechnology doesn't redlly care very much
3 talking about with profiling. Clearly, we've 3 about IP addresses. It isimportant that between
4  heard alot about profiling for the purpose of 4 one page request and the reply to a page request
5 ddivering advertisements. Certainly inthe 5 bythe server that the network is able to return
6 direction that we see the World Wide Web 6 the page from the server to the correct browser.
7 technology evolving, we're going to be having 7 But over time persistent or stetic IP addresses
8 profiling for many other purposes, in many cases 8 areby no meansacquired and in fact are not the
9 not redly intended to be disguised from the 9 norm on the Internet at thistime.
10 user, but profiles that will be largely hidden 10 Static or persistent |P addresses
11 fromthe user, profiles that will help web 11 generdly are very rare and becoming rarer,
12 serversrecognize that auser is accessing the 12 smply because of the exigencies of managing the
13 web sitefrom a cellular telephone with allittle 13 assignment of IP addresses between different
14 four by four screen instead of from a desktop 14 computers.
15 computer, profiles that indicate where the user 15 MS. FEENA: Just to further note on
16 isphysicaly located in order to deliver the 16 that, the IP addressis Simply one way to create
17 appropriate information, and | think all of these 17 aglobd user ID. Thisisanew termthat |
18 arevery exciting services with potential for 18 think we are dl going to become much more
19 gresat benefit for users al around the world. 19 familiar with. Some people call them GUID's.
20 But we should certainly recognize 20 Essentidly, there needs to be some identifier to
21 that there's going to be an explosion of profile-based 21 create aprofile to continue to aggregate
22 information, both provided by users and 22 information about the identity or the person
23 created by awhole variety of services, with 23 profiled. Sothere's generaly aglobal user ID,
24 advertising profiling really probably only the 24 insome cases-- wdll, it'strue. You can create
25 tip of theiceberg. 25 many different ways to put walls between the ID
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1 | would just add also that the 1 andwhothepersonis, but theredity isthere's
2 gentlemen at the end of the table have been very 2 acentra identifier.
3 clever a working with realy what is widely 3 In many cases, databases are not
4 recognized as entirely inadequate technology, 4 aways aggregated according to one ID. Thereare
5 namely cookies, to do all the profiling and in 5 many different technologies, as we have seen
6 somecasesto provide aleve of security and 6 today, used in the offline world to aggregate
7 privacy, which is even harder in some ways. | 7 information and create a profile about a person
8 think that we're going to certainly see on the 8 from many diverse databases, and frequently they
9 web therise of much more structured information, 9 aren'tjoined together with perfect knowledge.
10 information that carries with it much more 10 A lot of information, as you have
11 meaning, that identifies certain information as 11 seen-- how many of you have gotten -- | happen
12 credit card numbers or as a name, etcetera. 12 tobe somebody who's divorced and | still get
13 So the good news and the bad news is 13 information connected to me about my ex-husband,
14 that thistechnology for profiling purposesis 14 athough I've been divorced for many years.
15 going to become far more capablethanitis 15 Sometimes they take databases and they redlize,
16 today. 16 well, these two people used to be married, they
17 MS. BURR: Doesthe use of this 17 mugt still be married, and this address change
18 technology depend on a persistent IP address? In 18 must be applied globally to this person.
19 other words, people coming through AOL get a 19 Will, it isn't because | told them
20 differently generated IP address whenever they go 20 so. It's because they had one database here and
21 out ontheweb. Areyou ableto usethis 21 one database there and they decided to link this
22 technology for that segment of the web users? 22 and put that in my profile, too.
23 Andif so, could you explain how? 23 So one of the things that we have to
24 MR. JAYE: Thismicrophoneis 24  worry about are some of the data movement and
25 working? Good. 25 data management tools that are used to better
14 (Pages 50 to 53)
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1 connect diverse pieces of data and databases 1 alsonot -- because they're dynamic and
2 together under aunique ID, whether it be 2 constantly change, also are not relevant globally
3 attached to, in the online world, your |P address 3 uniqueidentifiersin their current form under
4 or your masked address or identifier that's been 4  thecurrent IP address standards. So those two
5 created for you, this unknown person. 5 points.
6 Regardless, we have agreat dea of 6 Then on the marrying of the different
7 technology and background in technology that 7 databases, | think, focusing alittle bit on some
8 connects databases of information about you. So 8 of our businessesthat are here today talking
9 frequently in history we've talked about this as 9 about online profiling, it's true there's an
10 far asthe socia security number has frequently 10 awful lot that's happening in the industry
11 been used asyour globa user ID, and many 11 offlineaswel asonline. But when we talk
12 different databases get linked together under 12 about online profiling, it is not possible to
13 that. 13 link an online profile with an offline profile
14 So as we move forward, we have to 14 unless at some point the consumer hasfilled out
15 figure out how isthisgoing to trandatein the 15 aformand provided their name and address to
16 new complete network world where everybody has a 16 someone.
17 database about your transactions and they start 17 That isthe linkage that's required.
18 to get aggregated. 18 Our position is very formally that any collection
19 MS. BURR: | cantell that Dan has 19 of identifiable information needs to be done
20 something he wantsto say and | will Iet you have 20 using fair information practices with notice,
21 your response. But | just want to add toit. 21 consent from the consumer, etcetera.
22 Areyou using external databases with 22 MS. BURR: Thank you.
23 persondly identifiable information and how would 23 We have alot of requests on the
24 you link that up to the non-personally 24 table here. Eric, | know you had something.
25 identifiable profiles? 25 MR. WENGER: 1'd like to thank the
Page 55 Page 57
1 MR. WEITZNER: Thank you. That 1 Department of Commerce and the Federd Trade
2 actualy goes back think to the very first 2 Commission for inviting me here. | dso haveto
3 question. Lori brings up avery important point, 3 dart off with my standard disclaimer, whichis
4 whichistherisks of globally unique 4 that my views don't necessarily represent those
5 identifiers. Thishasreceived alot of pressin 5 of my office. I'm surethat the same goes for
6 thepast year regarding a couple of major 6 many other people.
7 technology companies that use globally unique 7 But | think one of theinteresting
8 identifying technology, not in our space, but a 8 thingsthat we've heard today over and over again
9 noted operating system vendor and another 9 isthat consumers don't necessarily redlize that
10 computer chip vendor. 10 they're dedling with third party companies that
11 Globally unique identifiers are abig 11 arededing adsto them and collecting
12 concern because they are potentially personaly 12 information.
13 identifiable information, because once a globally 13 But | think even more interesting or
14 unique identifier has been associated with a name 14 perhaps more interesting is the ideathat the
15 and address then effectively it's contaminated. 15 recent stories that have involved RealNetworks
16 The point we would make is that 16 and InfoB and Microsoft, while not strictly
17 cookies, which is the technique that companies 17 rdating to online profiling or not always
18 areusing, as opposed to | P addresses, are not 18 rdatingtoit, but the use of GUID's and things
19 globally unique. By definition, they are domain 19 that Lori mentioned, demonstrate that many
20 specific. So by definition, they are domain 20 companies don't necessarily know what they're
21 unique, not globally unique, and that's 21 doing with the information that they're
22 inherently -- it'savery, very important 22 collecting, and that they could stand to take a
23 distinction. 23 closer look at the accuracy of the privacy
24 The second digtinction isthat IP 24 policies that they're posting on their web sites
25 addresses, because they're not persistent, are 25 before Richard Smith does it for them.
15 (Pages 54 to 57)
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1 | think that it's also important to 1 areand what you do so that they have the
2 recognize that from alegal perspective, with the 2 opportunity to exercise in ameaningful manner
3 exception of the children'srules and the 3 the opportunity to opt out.
4 Children's Online Privacy Protection Act, there 4 MS. BURR: Can | follow up, Eric.
5 arenot redly requirements that companiestell 5 Weve heard both from MatchLogic and Engage that
6 consumers what they're doing with the information 6 they are not collecting persondly identifiable
7 that they're collecting. 7 information and not matching that information up
8 Having said that, if a company does 8 withindividuals and not triangulating to get
9 post apoalicy, then we know that the Federa 9 that information. They also talked about a
10 Trade Commission and other law enforcement 10 commitment to do that.
11 agencies, including my office, are going to be 11 In the absence of arelationship
12 veryinterested in making sure that the policies 12 between the data gatherers and the data subject,
13 that they post are accurate. 13 how isthat commitment enforced and are we
14 | think that there is also some good 14 comfortable that that is an enforceable
15 newswith regard to the stories that we've seen 15 commitment? Do you want to respond to that
16 recently. The good newsis that the marketplace 16 before we go on?
17 clearly puts costs on those who fail to propose 17 MR. WENGER: | think that'sthe
18 privacy policies. Weve seen that in the 18 challenge for law enforcement and for consumers
19 increasing number of web sites that have posted 19 aswadll, for them to have some sort of faith in
20 privacy policiesin the last year or two after 20 theideathat the promises that they're going to
21 the Federa Trade Commission and the Department 21 get from Engage and MatchLogic are going to be
22 of Commerce have thrown light on the past 22 followed or that there aren't other companies
23 inadequaciesin that area. 23 that don't follow policiesthat are as privacy
24 We & so see that companies who have 24 friendly asthe ones we've heard about here
25 bad privacy policies that are exposed quickly 25 today.
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1 change them because they don't want to face a 1 That's going to be a difficult thing.
2 public that has concerns about dealing with those 2 | think that the key for them if self-regulation
3 companies. 3 isgoing towork isto provide as much
4 The Attorney General along with the 4 transparency as possible to the consumers so that
5 Federa Trade Commission and along with the 5 they know who they're dealing with and also for
6 Department of Commerce favors the continued 6 them to engage the services, | guess, of
7 development of self-regulatory mechanisms. But | 7 companiesthat can perform audits for them, so
8 haveraised inthe past at other workshops some 8 that they can certify that they are following the
9 concerns about whether in this marketplace, where 9 policiesthat they say that they're going to
10 therearealot of small companies and low 10 follow.
11 barriersto entry, self-regulation can reach all 11 MS. BURR: We have alot of requests.
12 those companies. 12 Richard, then K.C., then Jason and Lori and then
13 | want to add another concern here, 13 Danny, inthat order.
14 and | think thisis something that has been 14 MR. RICHARD SMITH: Yes. My concern
15 expressed, isthe concern that if consumers don't 15 herewith right now thistalk of anonymous
16 redlize the companies with whom they're dealing, 16 profiling is the fact that to identify somebody
17 then sdf-regulation may be aflawed modd, 17 isvery, very easy at some later date. Jason
18 becauseif they don't know that they're dealing 18 madethispoint alittle earlier, but thefact is
19 with aparticular company how can they be 19 you collect al this data and you want to match
20 expected to opt out of the databases. That'sthe 20 it uptoacookie; well, al you doisyou send
21 challengethat goesto thisindustry now. 21 out an e-mail message that sends back both the e-mail
22 | read with great interest the 22 address and the cookie. Soit'sbasically
23 proposals that they're putting forward about 23 pretty trivid for them to do matching e-mail
24 opting out and | think that's going to be the 24 addresses.
25 biggest chalenge, is | etting people know who you 25 So you know, if they want to put it
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1 inblood herethat theyll never do these kinds 1 the cookies or even data mining based on the hard

2 of matching, that'sfine. But businessredlities 2 driveor apersonaof aperson, basicaly a

3 make me concerned here. | mean, DoubleClick is 3 personaof acomputer, may find that there's all

4 looking, is moving in the direction of matching 4 kinds of interesting numbers of computers sitting

5 up online profiles to people, and to expect the 5 indifferent places sending out different

6 competitors not to go down that route if they're 6 personas. So all the profiling technology may

7 being beat up in the marketplace is a bit much. 7 haveto change accordingly.

8 Also, companies are being bought and 8 We can go back to the negative side.

9 sold al thetime and promises today don't really 9 MR. CATLETT: Sincewe're onthe big
10 necessarily have anything to do with two or three 10 picture here, I'd like to discuss why advertising
11 yearsfrom now. So the collection of these 11 haschanged. About three decades ago --

12 massive, of these very large online profilesis 12 VOICE: Would you mind speaking right
13 eminently matchable up with persona information 13 into the microphone.
14 down the road, and that's the real concern here. 14 MR. CATLETT: I'dliketo talk about
15 MS. BURR: K.C. 15 how advertising has changed. About three decades
16 MR. SINGH: Thank you. 16 ago, Vance Packard wrote abook called "The
17 Firgtly, the triangulization is 17 Hidden Persuaders’ where he showed how
18 inevitable. We have to assume that, because al 18 advertiserswere using psychology to manipulate
19 the business sits on thousands of geocommercial 19 peopleinwaysthat they weren't aware of. The
20 faults and there's upheavals going all the time, 20 icon that we have now for that is Joe Camel.
21 and to say that one company is going to carry on 21 Now, advertising has moved from an
22 that policy isjust impossible, because the 22 eraof mass communication to one of individualy
23 policy may not work with the new configuration 23 targeted communications on the Internet.
24 |aer. 24 Psychology also has moved from atheoretical
25 But this has been al very, very 25 disciplineto avery empirica one. It's now
Page 63 Page 65

1 negative. Let mejust add very, very quickly a 1 evencaled behavioral science. Theicon for

2 small positive point, and then we can go back to 2 that isthe Skinner box, invented by a

3 thenegativeside. 3 psychologist called B.F. Skinner, where you have

4 (Laughter.) 4 aratinabox andtheyflasharedlight or a

5 MR. SINGH: The positivething, | 5 greenlight and they give the rat an electric

6 mean, we create vertica portals focused on a 6 shock or apiece of food or something.

7 singlesubject at atime. Just to give you an 7 Now, that is basically what is being

8 example, if somebody is buying abook, say 8 done now to consumers. Instead of thered light

9 "Catcher inthe Rye" I'd like to make available 9 and the green light, we have the choice of
10 tohimor her at the same time the information 10 thousands of different ads to choose from based
11 that there are half a dozen chats going on about 11 onthe modds that have aready been built, and
12 "Catcher inthe Rye" or related to that subject, 12 theresponsethat therat gives-- I'm sorry, the
13 should he or she beinterested in them. That's 13 consumer gives -- is whether to click or not.

14 very useful information and that's time-saving 14 So every time you see an ad, you are
15 andrelevant. 15 being experimented on, and you see alot of ads.
16 The other thing is, alittle googly, 16 Onaverage, aconsumer sees about 5,000 ads per
17 asthey say in cricket terms, is that the 17 year. Each bit of data that's collected with
18 consumer has with him that we don't redize yet, 18 that goesinto your profile, building these huge
19 wereinthe early stages of computers. It's 19 prdfiles, which are totally unacceptable. They
20 likethetimewhentherewasjustone TV ina 20 areunfair practices and they should be stopped
21 house. Thereisgoing to be a different computer 21 immediately.
22 andthus adifferent hard drive in numerous 22 MS. BURR: Let mejust follow that
23 different places, workplaces, leisure places, 23 up, because | think that's a little bit different
24 cars, in pockets, and so on. 24  from what we heard this morning, unless | missed
25 All the companies what are sending 25 something. Certainly it'strue that information
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1 isbeing collected about what users want, like, 1 who the consumer is; our standard isthat we
2 and | think we'll hear alittle bit later on that 2 can't. Literdly, if you go through our
3 infact usersredly want that personalization 3 database, we can't figure out who you are, not
4 andvdueit. 4 that wewon't.
5 But every time| seean ad it's not 5 MR. CATLETT: That's because your
6 clear to methat anybody actually knows anything 6 company has gone to atremendous effort in that
7 about meat this point, because my computer at 7 respect. It'sactually easier to take, and
8 homeisused by my husband, who likes 8 cheaper, to take the route of going directly to
9 motorcycles, and my 14 year old son, who likes 9 theidentity of the consumer, don't you agree?
10 God knowswhat. So anybody who's using 10 MR. JAYE: Actudly | don't, because
11 information about the cookies on my hard drive at 11 | think that the amount of effort and time that
12 homeis getting a pretty confused picture of what 12 would be spent to try to wade through all the
13 theworld looks like. 13 noise of changing computers and |P addresses and
14 MR. JAYE: Justtwo rea quick 14 networks and directories and then trying to desl
15 poaints. Onthat specific issue, the issue of 15 with -- thereisarequirement, | believe, at
16 multiple users sharing the same compuiter, in 16 some point for the consumer to disclose an e-mail address
17 certain cases, depending on what browser you're 17 or some piece of information to
18 using, people are more and more persondizing 18 create linkage, and many studies show that
19 ther browser because they have their favorite 19 upwards of 70 percent of the information that's
20 home pages, they like to see their news a certain 20 disclosed isether deliberately or accidentally
21 way. When you use those types of techniques to 21 mideading or inaccurate.
22 persondize your computer, generally the computer 22 So once again, we believe there are
23 manages cookies separatdly, so the profiles are 23 dignificant challenges to companies that try to
24  separae. 24 match online and offline data. And we believe
25 But in the case where it's one where 25 that we can deliver just as effective, if not
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1 thatisn't happening, then what you end up with 1 more effective, advertising through the use of
2 iswhat we would term a household profile, which, 2 non-personally identifiable techniques.
3 from apositive standpaint, it might be somewhat 3 MS. BURR: We're going to go to Lori
4 confused, but at least you know that somebody in 4 and Danny, but | have a question from the
5 the household might be a galf fan and perhaps a 5 audiencefor Lori and Danny, whichis: How do
6 spouse wants to buy a present for their spouse, 6 offline data collection practices compare with
7 etcetera. So it may not necessarily be 7 non-Pll profiling in terms of the privacy impact?
8 ineffective. 8 Soinwhatever you were going to say, if you
9 | did want to just point out one 9 could addressthat as well.
10 thing. The comment was made about easy to match 10 MS. FEENA: Actudly, | think that
11 aperson's name and a cookie and the comment 11 I'll start with that. What we've seeninthe
12 about easy to match, you just send an e-mail 12 onlineworld is, because of the great deal of
13 addressand it setsacookie. Thewhole pointis 13 awareness that a consumer has that they are
14 that e-mail addresses are personally identifiable 14 actualy on a network when they're on the
15 information. When we say were non-personaly 15 computer, there's been a higher degree of
16 identifiable, we've aready assumed and said we 16 concern, and | think the programs that we've put
17 don't have the e-mail address. 17 inplace-- | should aso for clarity disclose
18 MR. RICHARD SMITH: Y ou can buy the 18 that I'm aso aco-founder of TRUSTe, soI'm
19 email addressfrom amailing house. 19 wearing both hats, EFF and TRUSTe, when | say
20 MR. JAYE: No, we have noway to 20 this.
21 matchit. TheexampleI'mgoingto -- 21 Wetook a higher standard of going
22 MR. MARTIN SMITH: The company who 22 after notice and consent in the online world,
23 buysyou will. 23 probably a higher standard than in the offline
24 MR. JAYE: The standard is not that 24 world.
25 wewon' violate privacy or we won't figure out 25 Secondly, asis demonstrated by alot
18 (Pages 66 to 69)

1111 14th Street, NW, Suite 400

Alderson Reporting Company

800-FOR-DEPO

Washington, DC 20005



On-Line Profiling Workshop

November 8, 1999

Washington, DC
Page 70 Page 72
1 of what Danis saying and what Mike has also 1 pointing out, they don't want to have to share
2 done, isthat architecture -- we have asaying at 2 their browser preferences with their kids or
3 EFFthat architectureis policy. Architecture 3 ther parents. They want to have an experience
4 begets policy. And Danny can probably touch on 4 when browsing from some computer in a hotel
5 thiswith the WC3. Y ou've got many policy 5 dmilar to their experience at their office or at
6 standardsthat are being set right now that would 6 home.
7 predict many technical standards, that would 7 For this reason, people want profiles
8 predict how policies get implemented. 8 towork well for them and to serve them. | think
9 Things like SDMI, which is a standard 9 that what people don't want is to be surprised by
10 for music listening and music players, actualy a 10 profiles. Thisisredlyalot, and | think
11 portion of their standard deals with how 11 well seethis even morein the electronic
12 information is reported back from the player to 12 commerce arenawith wallets.
13 the server about a person'slistening standard. 13 People will want to carry their
14 Some people may think that that actually isjust 14 dectronic wallets around with them, be able to
15 atechnology standard and how nothing to do with 15 make purchases easily, and certainly al of those
16 poalicy. But it does get into the whole area of 16 of you with commercid in this room want people
17 how do you give the consumer notice. 17 to make purchases easily and seamlessly, without
18 The same thing with profiling: How 18 having to fumble around for their credit card
19 doyou make sure that technology that happensin 19 number and mistype the expiration date, etcetera.
20 thebackground actualy has away for a consumer 20 At W3C weve devel oped the P3P,
21 tocontrol this? Sowhat we have hereis sort of 21 plaform privacy preferences, in order to help
22 abattle of the desktop or a battle on the 22 users have more control over the various profiles
23 telephone or abattle on the little handheld 23 that are created of them, created about them, and
24 devicefor the goal of consumer control with 24 wethink that's going to be an important part of
25 consumer convenience and consumer customization. 25 dl these services. That's not going to solve
Page 71 Page 73
1 MS. BURR: Danny, you'reon. | think 1 theproblemall by itsdf, but it will help users
2 that one may be working now. 2 to manage the increasingly complex relationships
3 MR. WEITZNER: Isit working now? 3 that they have, whether with servicesthat are
4 No. 4 really way in the background and they don't
5 MS. BURR: Hopefully well get these 5 necessarily know much about or services that they
6 fixed at the break. 6 haveamoredirect relationship with.
7 MR. WEITZNER: Thanks. 7 So | think the key isgoing to be to
8 | want to come back to this question 8 give usersthe ability to have control over these
9 about, | want to come back to the question about 9 various profiles, to know they're there, and nat,
10 theextent towhichit's possible to re-identify 10 as| think Eric pointed out correctly, have to
11 previoudly unidentified information. | guess| 11 opt out from a profile that they don't even know
12 think that we really shouldn't rely on the web 12 existed.
13 not being able to do things to get usto the 13 MR. MEDINE: Following up on that
14 right policy outcome. 14 point, to what extent do users today have control
15 | think that companies, organizations 15 over thetechnology that ad networks are using?
16 that make commitments to only follow certain 16 Arethere ways that consumers can empower
17 kindsof profiling practices, areto be 17 themseves with current technologica fixes, from
18 commended. But | frankly don't think that you 18 dedeting files or setting browsers, to address
19 al aren't smart enough to do this if you want 19 some of these concerns?
20 to, and | think the underlying technology really 20 Obvioudly, later in the day well
21 makes possible quite alot of profiling. 21 hear about some industry efforts, but what can
22 | think that's only going to become 22 thetechnology empower consumers to do today?
23 more and more true, for the simple reason that 23 Dan?
24 people do want a personalized web experience. 24 MR. WEITZNER: As| mentioned in my
25 They don't want to have, as Dan | think was 25 presentation, Engage has offered on our web site
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1 anability to opt out of our non-persondly 1 But | find this a completely
2 identifiable profiling for several years now. 2 unacceptable solution to the problem because it
3 Butit does-- amgjor question we dedl withis 3 shiftsthe burden onto the consumer to defend
4 how do we get that capability and information out 4 themselves against a practice of which they're
5 totheusers. ‘ 5 completely unaware and that's grosdy unfair.
6 The way that we've done thisto date 6 MS. BURR: FEricisnext and then you.
7 unilaterally has been through contractualy 7 MR. WENGER: | wanted to add one more
8 requiring our web sitesto have a prominent 8 problem to the mix here with the idea of
9 policy statement that discloses what's happening 9 trangparency. Thatis, if | like MatchLogic's or
10 andhasadirect link to our privacy policy 10 Engage's privecy policies, | don't redlly have
11 statement at Engage. 11 the opportunity to select which ad networks are
12 You'l hear later on today some 12 going to be giving me ads from the web sites| go
13 discussions we've been having in the industry 13 to. That I think is another fact that's going to
14 about trying to make that a more uniform 14 make the attempts at self-regulation difficult
15 practice. | think the point to be made is that 15 here.
16 Danny isabsolutely right on the fact that there 16 One other question | wanted to raise
17 isnot only atechnology solution here. Asone 17 is, we sort of glossed over the idea that
18 of the origind members of the P3P working team 18 somebody put out the idea that static IP
19 and one of the origina co-authors of the syntax 19 addresses are becoming less common. I'm not sure
20 specification technical work on P3P, itisa 20 that that'strue. 1'd like to see the dataon
21 great technology that will yield benefits to 21 it, becausethe cableindustry is growing very
22 consumers and to marketers. However, it hasto 22 rapidly asfar as Internet serviceis concerned.
23 bewithin an umbrella, aframework. 23 My understanding is that they use static IP
24 We believe that that framework should 24 addresses because you're permanently on the
25 be based on sdf-regulatory principles because 25 network. And | imagine that most other broadband
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1 thelnternet evolves so quickly. Four years ago 1 technologies are going to use something similar
2 thereweren't ad networks. The models change 2 tothat where, if you're going to be on al the
3 very quickly, and one of the concerns | think 3 time, then you're going to have a number that, if
4  that consumers should have is whether 4 it'snot -- it may be dynamic, in that with each
5 legidation, hard and fast legislation, could 5 session the number changes, but if your sessions
6 possibly keep up with the new nuancesin 6 goonfor daysthenit's actually afairly static
7 technologies that have come up. 7 number.
8 MS. BURR: Mike, do you have anything 8 The other thing isthat the
9 toadd? 9 percentage of people who get their Internet
10 MR. CATLETT: I'djust add to David's 10 service through work when they're on a network
11 question about what consumers cando. The 11 that hasadtatic IP address| think isfairly
12 simplest thing you can doisjust turn off 12 highaswell. Sol wouldn't necessarily just
13 cookies. Unfortunately, many sites export 13 accept the ideathat static IP addresses are
14 cookies from you by not allowing you to use their 14 something in the past.
15 services, such as free web-based e-mail. Late 15 MS. BURR: I'mgoingtogoto
16 moded browsers have afeature where you can turn 16 Richard, but there's a question for you about
17 off cookiesfor dl other than the site that 17 going back to the sorts of technologies that are
18 you're visiting, and that gets around this 18 usedintracking, like GIF's and one by one web
19 invisible monitoring aspect of cookies. 19 bugs.
20 The other thing that you cando is 20 The other question that's come up is
21 useaproduct to filter out banner ads and that 21 that we often hear that the protocols as they're
22 removes the opportunity for surveillance 22 written are not supposed to enable anybody other
23 completely. My company, Junkbusters.com, has 23 thanthe site that set the cookie to read it, but
24 been publishing a free banner-out filter for more 24 weve lately been hearing more about cookie
25 thantwo years. 25 synchronization, and I'm wondering how prevalent
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1 thatisand how that works. 1 Sothetrangparency isextreme, and it'san
2 MR. WENGER: Cookie synchronization 2 intentional one aso.
3 isextremely common. The gentleman from Engage, 3 MS. BURR: Mike.
4 | was surprised when he said cookies could not go 4 MR. MARTIN SMITH: Onthe cookie
5 across domains, because any time you have a 5 synchronization issue, what we really mean by
6 banner adit's being served up by the ad server. 6 cookie synchronization is the matching of cookie
7 Sothat cookie, whether you go -- in the case of 7 acrossthe domain. What you're highlighting
8 DoubleClick you go to AltaVistaor Inforoll, are 8 thereistherequest to the server within asite
9 twosditesthat | know that useit. They havethe 9 that somebody or the browser has actualy
10 same cookie on the banner ads there. 10 appeared onthe site.
11 So cookie synchronization happens al 11 That is used for measurement across
12 thetime, and that'sthe real danger. What's bad 12 thesiterather than gathering any specific
13 about cookiesisthey do become universal ID's 13 demographic information. What it brings back is
14 when you have something like 800,000 pages on the 14 the cookie, the IP, the operating system, and the
15 web, at least with DoubleClick, of different 15 dateandtime. What it'ssayingis, if it's
16 dtesthat they havethingsat. So cookies, you 16 associated to advertising data, how effective has
17 know, were intended to be domain specific, but 17 my advertising been, what pages within the site
18 they'reclearly not. 18 hasthe navigation been.
19 Another quick issue here, too, on 19 Thereisn't any intention to
20 thisissue of controlling cookies, back on the 20 synchronize between the domains.
21 question before here, of being able to opt out, 21 MR. RICHARD SMITH: Waéll, maybe nat,
22 I've certainly been offered that option at 22 but what | did notice here is your dide talked
23 DoubleClick, but only after badgering them with 23 about demographic information like sex and age,
24 quegtions. They wanted me to go away by saying: 24 and what | was seeing in the Procter and Gamble
25 Oh, just turn off your cookies, our cookie. 25 caseisthose one by one GIFswere very
Page 79 Page 81
1 Indeed, we have an opt-out option for that, but 1 drategicaly placed to identify demographic
2 that's after weeks of asking questions. That's 2 information. It was done also in the case of
3 not redly offered as an option. 3 some stuff for children and so on.
4 Another quick thing here, cookie 4 Itsal hidden. That'swhat I'm
5 synchronization gets even more sort of -- | won't 5 wondering about here, why isit hidden?
6 usetheword "sinister,” but interesting, let's 6 MR. MARTIN SMITH: Thereasonit's
7 say, withthe use of one by one GIFs. Asan 7 hiddenisfor essentiadly page load. So we're
8 example, prepping for this discussion here | was 8 likeaguest onthat particular site. All we
9 looking at Procter and Gamble. They have 9 needisacall toour servers. The reason we
10 approximately 40 sites that are product specific, 10 needthat cal isif the page gets cached behind
11 onefor Bounty, one for Metamucil, one for 11 aproxy server and you have high volumes of pages
12 Pampers, and so on, and they're al bugged with 12 cached, then there will be no counting across
13 one by one GIFs so you can't see them. 13 those pages, so your actual mediaanalysis, your
14 These are used for basicaly 14 ROI andysisif it's a destination activity,
15 gathering demographic information. Y ou know, in 15 would absolutely be hosed. Y ou would not get
16 termsof opting out of those cookies, well, 16 consistent measurement.
17 theré's no way to know how to do it. Number one, 17 We actually ran studies with Ernst
18 you can't seethem. A one by one GIFislike-- 18 and Young two to three years ago in this area and
19 four pixels make a period, so you can't see them. 19 found that the percentage of pages that were
20 They're white on awhite background, so you can't 20 being served from behind proxy servers and
21 seethem. 21 therefore not visible were actualy on average
22 They go to a company called 22 about 70 percent and on highly trafficked web
23 Preferences.com, which happens to be actually 23 ditestothe order of 700 percent, whichin terms
24 MatchLogic. So there's no way for a consumer to 24 of an order of magnitude from a measurement point
25 know that they need to opt out in this situation. 25 of view completely disruptsit.
21 (Pages 78 to 81)

1111 14th Street, NW, Suite 400

Alderson Reporting Company

800-FOR-DEPO

Washington, DC 20005



On-Line Profiling Workshop

November 8, 1999

Washington, DC
Page 82 Page 84
1 So that'swhy it'sthere. The 1 investigating and well be announcing later today
2 reason, it'svery clear, isthat it'savery 2 with TRUSTeisthat we do intend to extend the
3 lightweight request. 3 same principles and practices that we've been
4 MR. JAYE: | just want to add to that 4 pioneering with many of the peoplein thisroom,
5 for asecond because | just want to clarify one 5 that we have pioneered on the web sites, to
6 issue. Theexamplesyou're giving, none of those 6 actualy apply to software and third party
7 arecookie synchronization. It'savery 7 sarvices.
8 important point you're bringing up. Cookie 8 | think it's very important to
9 synchronization is taking cookies, which are 9 redizethat thisisnot asimple solution. It's
10 inherently as part of the protocol domain 10 avery complex problem and it's going to require
11 specific, and trying to match them across 11 technology, P3P technology and other
12 different domains. 12 technologies, to bridge this gap. It's going to
13 So cookies are not inherently multi- 13 require programslike TRUSTe and BBB and
14 domain. Cookie synchronization iswhat takes 14 certification programs, aswell as-- I'll even
15 them acrossdomains. In the case of, say, an ad 15 bringthisup -- | think it will also require
16 network serving onto another page, that is not 16 certain laws, because we do have agreat deal of
17 cookie synchronization -- so you gave the 17 thisgap isbeing filled by the market forces, by
18 DoubleClick example -- because the site that 18 technology, by programs, and by very voluntary
19 DoubleClick is serving onto never sees 19 high watermarks by industry leaders, but it
20 DoubleClick'sID. 20 doesn't address many of the things that have been
21 So there is no passing of information 21 brought up, which are the companies that haven't
22  between the domains. Thereis no cookie 22 participated, the companies that aren't
23 synchronization. 23 disclosing to consumers.
24 MR. RICHARD SMITH: AltaVistagives 24 So when we look at thisissue of
25 your search string off to DoubleClick. That's no 25 transparency to the consumer and consumer
Page 83 Page 85
1 passing of information? 1 contral, | think it's really important that we
2 MR. JAYE: No, thereisn't. If you 2 look at this as not a self-regulation or law.
3 would look a my architecture slide you would see 3 It'sgoing to take informed consumers, because if
4  that thethird party ad network doesn't have a 4 you give aconsumer a choice but they don't know
5 connection to theweb server. Ithasa 5 what choice they're making it doesn't really
6 connection to the browser. 6 hep.
7 MS. BURR: Excuse me one second. We 7 What we have in the Internet isa
8 havejust gotten a helpful technical message and, 8 dituation where huge decentralization is
9 sincethisisthetechnical pand, | want to pass 9 happening, and we can't create a magic policy or
10 that on. The best way to keep the feedback off 10 amagic law or amagic technology that can figure
11 themikesisto tilt them down and bring them 11 out what the right amount of information isto
12 closer, sincedl of us have them up. 12 discloseinany particular transaction. It's
13 Lori, you had acomment? 13 very contextual.
14 MS. FEENA: Yes. Ontheareacf how 14 MS. BURR: | want to go to Danny and
15 do you create this transparency for these third 15 Richard. | have a question from the audience
16 party technologies -- can you hear now? 16 that one or both of you might take up, whichis:
17 VOICE: Can you get closer to your 17 Why isn't the answer just cookie-killer software?
18 mike? 18 If you can't place cookies or they don't stay on,
19 MS. FEENA: Okay, | will get closer. 19 you can't serve up these ads.
20 How'sthat? Any better? | see heads shaking. 20 MR. WEITZNER: | think that certainly
21 MS. BURR: Heresamike. 21 the answer with respect to cookiesis a better
22 MS. FEENA: This on€e's very much on. 22  specified technology, which is work under way at
23 Inthe area of trying to create 23 theInternet Engineering Task Force, and that
24  transparency for third party datain the 24 we're certainly looking forward to seeing move
25 background, one of the things that we are 25 forward and implemented, because indeed cookies
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1 areapretty blunt instrument at this point. 1 discussing hereis extremely important.
2 But getting rid of cookies, as Jason 2 MR. WEITZNER: Could | just intercept
3 pointed out, maybe the problem there is not quite 3 thisontheway inthat direction? There are
4 extortion, but sites actually have good reason 4 good models for addressing this sort of problem
5 for using cookies which have nothing to do with 5 and probably the best one that we can think of is
6 invading anyone's privacy or surreptitioudly 6 atechnology called SSL. Most people don't know
7 collecting information. 7 what SSL is, but they do know what the little
8 But | really want to just underscore 8 locker key at the bottom of their browser is.
9 Lori'spoint because | think it's critical. | 9 That onetiny piece of real estate on
10 don't know how many of you could follow the 10 web browsers has gone so far to close the
11 interplay about this kind of cookie versus that 11 confidence gap that users have in purchasing
12 kind of cookie, but | can guarantee you that 99 12 itemsover the web with their credit cards. We
13 percent of people who use the web can't follow 13 needto get to that level of accessibility for
14 that kind of discussion, have no interest in 14  users, sothat users see on their browserstools
15 following that kind of discussion. 15 that they know how to use, that help them manage
16 So certainly what we really need is 16 their privacy relationships with al the entities
17 the commitment across the board from people who 17 that are out there.
18 arebuilding services and building technologies 18 MR. RICHARD SMITH: Resal quickly on
19 toput real toolsin the hands of users that make 19 the question of the cookie buster software, the
20 this experience less threatening, more 20 big problemredly isthat there are sites that
21 ble, gives users more contral. | think 21 requirethem. For example, | use my Y ahoo for
22 the successful servicesin thisareatry to do 22 customization and | need cookies for that site so
23 that. 23 | don't haveto keep logging in each time, and
24 | cantell you it's not easy and we 24 the controls on the browsers are kind of dl or
25 aredill awaysaway. | tried to install one of 25 nothing. That's aproblem.
Page 87 Page 89
1 thesarvicesthat's going to be discussed on a 1 Maybe if there were some level of who
2 pand later today and erased most of my Windows 2 you'd accept cookies from, maybe like only from
3 registry. So | had asort of unpleasant weekend. 3 theweb site that you explicitly go to, rather
4 But | have ahigher tolerance for thiskind of 4 than an embedded image, that might be an
5 thing, and | guessto some extent | get paid to 5 interesting solution.
6 ded with this sort of problem, whereas the 6 MS. BURR: K.C.
7 consuming public does not. 7 MR. SINGH: First of al, if you see
8 If wefail to close the usability gap 8 ustrembling it's becauseit's cold, no other
9 that Lori talked about, which | think hasto be 9 reason.
10 addressed at all levels, at the leve that the 10 MS. BURR: Itisvery cold.
11 cetification programs work and at the technology 11 MR. SINGH: Theimportant thing is
12 leve and at the standardization level, we're 12 the e-commerce part of it, and the moment you
13 going to have an increasingly frustrated web-using 13 giveyour credit card there goes the
14 public. 14 triangulation.
15 MS. BURR: Eric and then Richard. 15 MS. BURR: Let's hear from the e-commerce
16 MR. WENGER: On the way to passing 16 folksover there.
17 themicrophone I'll just through in one last 17 MR. JAYE: Consumer confidenceisan
18 comment. | don't think it can be overemphasized, 18 absolutely critical issue that we are very
19 the point that Danny's making, which isthat if 19 concerned about, and that's one of the reasons
20 consumersdon't feel comfortable using this 20 why we do want to find solutions that deal with
21 technology and that their privacy is going to be 21 thetransparency issue. We do think that there
22 protected and that they're going to be protected 22 isamiddle ground here that benefits the
23 from fraud, then they're going to shy away from 23 consumer and the companies that, candidly, pay
24 it. That meansthat the continued growth of e-commerce 24 for all the free services and the free stuff on
25 may be stunted. So the topic that were 25 theInternet, which are the advertisers, and that
23 (Pages 86 to 89)
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1 through the appropriate fair information 1 Furthermore, privacy advocates are
2 practices and non-personally identifiable 2 not asking for the ads to be removed. You can
3 information techniques that balance could be 3 dill havetheads. You can till target them
4 found. 4 the old-fashioned way, like the newspapers do,
5 Some of the solution is technology. 5 whichis putting the relevant ads in the relevant
6 The cookie problems are definitely there. There 6 segments next to the relevant editorial. So the
7 arepotential holes where cookies can be 7 ideathat consumers value targeting of adsis
8 exploited to cause security and privacy risks. 8 wrong. Theideathat the e-commerce economy is
9 Infact, I'mthe author of adraft of the IATF 9 dependent on it iswrong.
10 caled"Trust Labels," which was an attempt a 10 The number of companiesthat are
11 couple of years ago that | demonstrated at a 11 making money -- well, actualy losing money, but
12 session herein Washington a couple of years ago, 12 hoping to make money in the future -- about this
13 which actualy tried to make cookiesintelligible 13 targeting isrelatively small and not alarge
14 by labeling them with their P3P vocabulary, the 14 part of the commerce market.
15 P3P practices and uses and data types, so that it 15 MS. BURR: Lori.
16 would be more than just a number and a date. 16 MS. FEENA: | think one note -- welve
17 Unfortunately, these initiatives 17 beenfocusing agreat deal on advertising and
18 don't dways get off the ground, don't lways 18 targeting, and it's really important to
19 find widespread technical implementation. Part 19 understand that -- it's really information to
20 of that is because the industry moves so quickly, 20 understand that we've been focusing on
21 and once again | think that's a reason why we 21 advertising and targeting, but the same
22 havetowork hard at this to come up with the 22 technology that's developed for advertising and
23 right framework and the right types of policies 23 targeting can be used for things like stalking
24 sowe can address the legitimate concerns about 24 and for red-lining.
25 implementation, for example, that's non-personally 25 So as we devel op these technologies,
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1 identifiabletoday. Peoplewant to 1 wereally have to understand the palitical and
2 know, what happens in the future, and we have to 2 societal impacts of them. Soit'sniceto talk
3 make sure that we have a framework that addresses 3 about advertising, it's nice to talk about ads
4 those legitimate concerns. 4 and mail, but there's actually more sinister
5 But | don't think that saying let's 5 thingsthat occur aswell. So as we move forward
6 just make the web unusable for consumers, which 6 | think we need to address these issues
7 would be what turning cookies off, is necessarily 7 additionally.
8 theright answer, nor is shutting off, making the 8 MS. BURR: Mike, you're going to have
9 web unprofitable for advertisers. 9 thefinal word. If you could just give us aso
10 MS. BURR: WEe'e getting to the wrap-up, so 10 aong with that a sense or your sense of what
11 I'mgoing to go to Jason, then Lori, then 11 thisadvertising is contributing in terms of
12 Mike for thefinal word. 12 economic value to the Internet, that would be
13 MR. CATLETT: Let meaddressthis 13  very useful.
14 issue. Secretary Daley said that Americans are 14 MR. MARTIN SMITH: Interms of vaue
15 thegreatest shoppersin the world and he's 15 from measurement and management of advertising,
16 absolutdly right. They actualy need very little 16 we have seen clients identify the capability to
17 encouragement. 17 redly optimize fully over 50 percent of their
18 If al of the banner adsin the world 18 mediabuy through the use of effective frequency,
19 disappeared tomorrow, then e-commerce would still 19 through the effective rotation of advertisements.
20 begrowing at agreat rate. The industry’'s own 20 We have also seen 3 to 6 percent or 3 to 6X lifts
21 surveys show that in agiven year the majority of 21 inresponsiveness from the use of targeting.
22 people never click on asingle banner ad. So the 22 Now, the use of targeting to the
23 ideathat by removing ad targeting we're going to 23 segment allows the capability to deliver
24 cause the collapse of the Internet economy is 24 advertising that is relevant and that also
25 just preposterous. 25 createsresonance. The old adage, good
24 (Pages 90 to 93)
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1 advertising and bad advertising costs the same, 1 (Pause))
2 but the results are immeasurably different, holds 2 It'sapleasureto join this
3 verytrue. Used correctly, targeting to segments 3 workshop, which | think is addressing an
4 isproducing significant results. 4  absolutely central question about the future of
5 MS. BURR: | think we're going to go 5 thelnternet and the way consumerswill useit.
6 toabreak now. Whenwe come back at 11:00, 6 Asl seeit, weredly have two concepts that are
7 weregoing to hear some more information about 7 trying to relate to one another and see if
8 thisfrom the consumer perspective. 8 therésthe possibility of harmonious
9 I'd just like to point out that your 9 relationship. The business mode that's being
10 coffee bresk is brought to you by the Center for 10 used onthe Internet isto collect extensive
11 MediaEducation, and wed like to thank them very 11 information about individuas as they move
12 much for their generous help in this. 12 through the Internet, to assess how the Net is
13 (Applause)) 13 working, how presentations work, what responses
14 (Recess) 14 areto various kinds of offers, and also to offer
15 MR. MEDINE: Thank you very much. 15 persondized communication to consumers.
16 First afew announcements. If 16 But the consumer modd is a powerful
17 someone from the Law Offices of Allen Schiaefer 17 desireto exercise informed individual choice as
18 hasleft aDaytimer, we haveit and fed freeto 18 tohow persona information is collected and used
19 comeup and get it. 19 about people when they're on the Internet. So
20 Second, again the comment period for 20 thekeyissueisdo these two models have the
21 thisworkshop will be left open until November 21 potentia to coexist, how do mgjorities of people
22 30th. 22 using the Internet see thisissue today, and what
23 Third is, Dr. Westin will be taking a 23 isit that they want Net companiesto do if
24 few questions and so, as with the prior pandl, if 24 theyre going to collect and use persona
25 you do have questions, there are cards down on 25 information.
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1 theside of the auditorium and if you'd like to 1 | think that we can gain some
2 poseadquestionto Dr. Westin, pleasefill out 2 insights from survey researchin generd, which |
3 thecards and they will be brought up to us. 3 want to talk about first, and then a particular
4 Itsmy real pleasureto introduce 4 survey that has been done dealing with the issue
5 Dr. Alan Westin, who has been aregular 5 of collecting personal information for banner ad
6 participant at al of the FTC and Commerce 6 presentations.
7 Department privacy workshops. Dr. Westin has 7 Actualy, it's 40 national surveys, |
8 been the Professor of Public Law and Government 8 hastento say, that I've been involved with since
9 a ColumbiaUniversity since 1959 and he's 9 1978, either with Louis Harris and Associates,
10 considered the nation's leading expert on 10 now called Harris Interactive, or Opinion
11 information privacy. 11 Research Corporation in Princeton, New Jersey. |
12 He's been amember of a number of 12 think the central themein every one of these
13 federal and state government privacy commissions, 13 surveyswhich weve tracked and | think has been
14  an expert witness before state and federal 14 extraordinarily useful for the public policy
15 legidative committees and regul atory agencies, 15 processisto trace the rising, steady concern of
16 and the academic adviser to Louis Harris and 16 American consumers, citizens, employees, about
17 Associates for 15 national and public opinion and 17 persona information and privacy.
18 leadership surveys on privacy. 18 When we asked our first set of
19 It's my pleasure to introduce Dr. 19 questionsright after Watergatein 1978, 68
20 Westinto hear hislatest survey results. Thank 20 percent of the American public said they were
21 you. 21 concerned about threats to privacy. | think it
22 (Applause.) 22 was something like 30 or 35 percent chose "very
23 REMARKS OF DR. ALAN A. WESTIN, PROFESSOR 23 concerned.” Now we have 94 percent of
24 OF LAW AND GOVERNMENT, COLUMBIA UNIVERSITY 24 respondents saying in survey after survey, 92, 94
25 DR. WESTIN: Arewe up? 25 percent, that they are concerned about threats to
25 (Pages 94 to 97)
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1 persond privacy, and 77 percent, 3 out of 4, 1 benefit to me or to society if | give you or you
2 choose "very concerned.” 2 collect my persond information?
3 On the other hand, these 40 surveys 3 Secondly they say: What privacy risk
4 dl document very carefully that people differ in 4 dol runthat you will misuse my information or
5 how they want to balance their concern and 5 that | don't seethat giving theinformation is
6 interestin privacy with other social interests 6 redly needed, it's not relevant, it's not
7 that they consider important -- consumer 7 essentia?
8 opportunities, protection of society against 8 Third they ask: What privacy
9 crime, and thrests to security, the balance 9 safeguards or policies will you put in place that
10 between the employee's interests and the 10 will give me somefedling that | get the benefit
11 employer'sinterest in the way in which 11 andyou'vetaken care of therisks in away that
12 communication tools are used in the workplace. 12 | am comfortable with?
13 So | think to understand how to use 13 Fourth and most important, they ask:
14 survey research one has to understand that there 14 Dol trust you? Dol trust your industry? Do |
15 isnoone postion or one sizefitsall. People 15 trust you as acompany or do | think that there
16 differ and theimportant thing is to see how they 16 needsto belaw and regulation in order to give
17 differ and what these differences mean. 17 meafedingthat if | give my information for
18 (Slide) 18 this purposethat | am going to be adequately
19 Over the 21 years we've found a 19 protected?
20 continuing pattern that divides the American 20 So the dynamic of consumer policy
21 public. Whenyou take al kinds of privacy 21 redly iswhere the privacy pragmatists will come
22 issues, consumer issues, citizen issues, employee 22 out on any given situation where personal
23 issues, into account, we find that about 25 23 information is sought to be collected and used
24 percent of the public are what we call privacy 24 for various kinds of consumer opportunities,
25 fundamentalists. Privacy isfor theman 25 bendfits, choices, etcetera.
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1 extreordinarily central and important vaue. 1 Now, even though this general picture
2 Generaly, speaking, no consumer benefit or no 2 that | have givenis of the numbers 25, 20, and
3 clamthat law enforcement needs this information 3 55, when you focus on any particular consumer
4 todoitsjob will persuade them that the threat 4  privacy issue, such as medical and hedlth
5 tother privacy should be put aside. So they 5 records, it will not surprise anybody in the room
6 will take the strongest positions on behalf of 6 that the category of privacy fundamentalists
7 privacy, and when it comes to the business 7 expands enormoudly. So when we ask a series of
8 community the privacy fundamentalists generaly 8 hedth and medical privacy questions, you can go
9 favor lega interventions and regulatory 9 upto48 or even 55 percent of people who fall
10 enforcement of the consumer'sinterest in 10 into the fundamentalist category.
11 privacy. 11 In general, both online and offline,
12 At the opposite end you have what we 12 thegeneral pattern that we have breaks into
13 call the privacy unconcerned. That's about 25 13 thesethree categories and it gives you at least
14 percent of the public and they don't know what 14 a kind of quick snapshot of the way in which
15 theprivacy issueisal about. They couldn't 15 people differ asto how they want to set these
16 careless. For 5 cents off theyll give you 16 boundaries of privacy.
17 their family genealogy and all their lifestyle 17 (Slide))
18 choices, and it simply is not an issue that is on 18 In the next two slides | want to
19 their radar scope. 19 report on some data from an IBM multinationa
20 In between you have what we call the 20 consumer privacy study that I'll be reporting in
21 privecy pragmatists, about 55 percent of the 21 full at the Privacy and American Business
22 public. For them the clear answer isit depends. 22 Conferenceintwo days. | thinkit's
23 They go through what | think is an 23 extraordinarily important for today and in
24  extraordinarily rational process, as our survey 24 genera because what it showsis that within the
25 research shows. First they say. What'sthe 25 last year or two the American public has become
26 (Pages 98 to 101)
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1 extraordinarily privacy-asserting and activein a 1 people, would you be willing to do thisif the
2 way that was not true in the data in the early 2 company gave you notice of how they would be
3 nineties or the middle 1990's. 3 using your information and an opportunity to opt
4 Just look at these numbers. 78 4 out of usesthat you did not approve of, we then
5 percent of the public, representing 152 million 5 pick up 25 or 30 percent of people who were
6 adult Americans, say that they have refused to 6 initially negative and we wind up with 75 or 85
7 giveinformation to a business because they felt 7 percent of the adult American public saying that
8 itwastoo personal or wasn't needed. 58 8 kind of customization is acceptable with notice
9 percent, representing 113 million, asked a 9 and opt-out.
10 company they patronize not to market additional 10 (Slide)
11 productsto them. And 54 percent, over 100 11 With that as background, let me turn
12 million, 105 million, decided not to use a 12 tothe survey that I'm reporting on today, which
13 company or buy because they weren't sure how 13 wecall "Personalization and Privacy on the Net."
14 their information would be used. That's the new 14 Questions were developed by me, put onto the ORC
15 privacy veto a work. 15 weekly Caravan survey. Thisisarepresentative
16 Some other figures: 53 percent asked 16 nationd survey of roughly athousand
17 acompany they were using not to give their name 17 respondents. What we got was 474 of those 1,000
18 to another company for marketing, 103 million 18 who said they use the Internet, and that
19 adults. Andinsmaller numbers, but very 19 represents about 92 million adults self-reporting
20 dignificant interms of what | think will be a 20 that they use the Internet once aweek or more.
21 risingtrend, 21 percent looked to see whether a 21 In survey jargon, that leadsto a
22 business had a privacy policy -- that's 41 22 confidence factor of about plus or minus 4
23 million adults -- and 35 million, 18 percent, 23 percent, which is not what you want if it was
24 asked to see the contents of their own record. 24 dectora Setistics, but is perfectly acceptable
25 So | think that what we're seeing is 25 if what you're looking at is broad public
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1 anextraordinarily active consumer populationin 1 attitudesin an area such as privecy.
2 the United States, concerned about privacy, but 2 The survey was sponsored by
3 not just concerned in the abstract, ready to take 3 DoubleClick, well known as an industry company
4  actionsto patronize or not patronize, to 4  that worksinthe banner ad area. | wasthe one
5 exercise opt-out or not exercise opt-out, based 5 who developed the questions and wrote the report.
6 upon their sense of the way in which they want to 6 They werethe sponsor of the survey.
7 seether privacy balances st. 7 (Slide))
8 Right away in terms of understanding 8 First alittle bit about the sample.
9 the picture fully and therefore framing my 9 Asweanayzed it, 58 percent of Net users,
10 presentation today, we want to recognize that the 10 representing 53 million netizens, say that
11 American public till represents extraordinarily 11 they'reinterested in getting information from
12 active and avid consumers. 110 million people 12 businesses about new products and services. |
13 bought last year from direct mail that was sent 13 think it'sinteresting to note that that's about
14 tother residence, and 48 percent of the public, 14 10 percent higher than people who are not on the
15 93 million adults, say they're interested in 15 Ne, so Net persons have abit more interest in
16 getting information from companies about new 16 hearing about new products and services than
17 products and services. 17 thosewho are not yet using the Internet.
18 60 percent, representing 117 million 18 37 percent of Net users say they've
19 people, say that it doesn't bother them at all, 19 purchased something or paid for information when
20 it'sacceptable, for companiesto look at their 20 they wereontheInternet. Half of Net users, 50
21 profilesintheir recordsin order to customize 21 percent, say they have clicked on a banner ad to
22 communications to them about other products and 22 view somekind of offer that was made in that ad.
23 sarvices that the company thinks might be of 23 But -- and thisis avery important figure -- 27
24  interest to them. 24  percent of those who did click on banner ads say
25 Then when we add a statement to 25 that they bought something at aweb site that
27 (Pages 102 to 105)
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1 theywentto. Soyou haveroughly one-quarter of 1 they would use your information and you could opt
2 peoplewho click on banner ads saying they buy 2 out of uses you did not approve.” 29 percent of
3 something after they've gone to view what the 3 those who wereinitially not willing said this
4 banner ad presents. 4 would make them willing, which gives us atotal
5 One of the things that | alwaystry 5 of people who said they'd be willing to supply
6 todoinasurveyisto make surethat the 6 their own information of 68 percent.
7 atitudes about privacy of our sample track what 7 Now, obviously we used the term
8 we know to be the national figures from many 8 "spelling out how they would use your
9 other surveys, and we confirmed here that, as far 9 information" and that assumes on my part that
10 asNet usersare concerned, 92 percent said they 10 only acompany that met a standard of spelling
11 were concerned about possible misuse of personal 11  out how you would use that information could
12 datawhen they were on the Internet and 67 12 claimthat this answer supported the way in which
13 percent said they were very concerned. 13 they were operating on the Internet.
14 So we have akind of clear 14 If a company only says, hey, we use
15 confirmation that our Net sample paralleled the 15 it for anything we like, or we useit in away
16 genera privacy concerns and attitudes of the 16 that doesn't give somebody the ability to choose
17 adult population of the United States in general. 17 and opt out intelligently, then in the broadest
18 (Slide) 18 sensetherequirement of good notice or of good
19 So we turn to banner ads and 19 communication would not have been met.
20 persondization. Our key question asked: When 20 Secondly we asked: "By asking you to
21 banner ads are presented to you as you use the 21 dlow information about your visits to web sites
22 Internet, how positive would you bein having 22 onthe Internet to be used to tailor Internet
23 some of these adstailored to your interests 23 banner adstoyou." You can seethat 44 percent
24  rather than seeing only random ads that are aimed 24 initidly were willing. Then when we add those
25 atall Net users? 61 percent chose positive, 25 that said they would be willing if there were
Page 107 Page 109
1 divided up into 18 percent very and 42 percent 1 notice and opt-out, we get atotal of 58 percent
2 somewhat, and that represents, as you see, about 2 that said that they would be willing to have
3 56 million users of the Internet. 3 ther web site visits collected.
4 Having done that, we then wanted to 4 Third, we asked about alowing
5 seewhat kind of information Net users say they 5 information about purchases on the Internet to be
6 would be willing to give or to have collected and 6 usedtotailor banner ads. You can seethat it
7 under what conditions. Theway we did thisisin 7 dropped to 38 percent willing. But then when you
8 atwo-stage process that we've used in many 8 add those who would be willing if there was
9 surveysin offline aswell as online contexts. 9 notice and opt-out, it bringsit back up to 51
10 Frst weasked ingenera: Totailor adsto 10 percent or 47 million Net users.
11 individual Net users, companies need information 11 By asking you to alow information
12 about the user. How willing would you be for 12 about your purchases from catalogues and stores
13 companiesto obtain such information in the 13 not on the Internet to be used to tailor Internet
14 following ways? 14 banner adsto you, for you; 41 percent willing
15 First we asked about people supplying 15 and, after providing notice and opt-out, brings
16 their own information, and so we put the 16 it up to 52 percent or 49 million net users.
17 question: By asking you to describe your 17 The fifth test was by asking you to
18 intereststo them and you supplying whatever 18 alow information about your purchases from
19 information you wanted to have used for that 19 cataogues and stores not on the Internet to be
20 purpose. 56 percent of Net users said that they 20 combined with information about your purchases on
21 would bewilling to do this, representing 52 21 thelnternet, to be used to tailor Internet
22 million users. 22 banner adsto you. 45 percent wereinitially
23 Then we asked the people who were not 23 willing; with notice and opt-out, it bringsit up
24 willing if they would be willing: "If the 24 10 52 percent or 48 million Net users.
25 company providing tailored ads spelled out how 25 Finally, and what obviously is the
28 (Pages 106 to 109)
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1 mostintegrative of al, we asked: "Many 1 So we tested three central policies,

2 companies on the Internet would like to combine 2 indicating that: "These are policiesthat could

3 information about your purchases, your visitsto 3 beadopted by companies that were collecting

4 web dites, and the personal information you 4 online and offline profile information in order

5 furnish to theminto a profile that they use to 5 topresent tailored ads. How important would

6 present banner ads reflecting your interests as 6 each of these policies be if you wereto

7 you usethe Internet.” 7 paticipateintailored ad profiles?'

8 44 percent said thiswasinitialy 8 (Slide)

9 acceptable; and then when you add those with 9 First we said: "Theinformation
10 notice and opt-out, it comes to 53 percent. 10 given by usersor collected from their actions on
11 So when you draw back and look at all 11 the Internet would be used only for presenting
12 6 of the examplesthat we tested, you seethat a 12 tailored ads and other communications to them and
13 magjority of Net users, ranging from alow of 51 13 userswould aways be able to opt out of
14 percent to ahigh of 68 percent, fed 14 communications they did not want to receive.”
15 comfortable, say that they would be comfortable, 15 Not surprisingly, 71 percent rated that as
16 insupplying or having their data used to tailor 16 important and 51 percent chose "absolutely vital
17 banner adsto their interests, and it'sthe 17 or very important.”
18 provision of notice and opt-out that increases 18 Second: "A user'sinterest
19 acceptability by approximately 10, 15 percent 19 information would be used only by the banner ad
20 depending on the particular issue. 20 company and would not be sold or given to other
21 The survey isaso very clear in 21 companies." Thisroseto 79 percent rated as
22 indicating that a solid minority of Net users, 22 important and two-thirds, 66 percent, said it was
23 ranging from 32 to 49 percent, would not be 23 either absolutely vital or very important.
24 willing to give or to have their personal 24 Finally, we said: "A user
25 information collected for various types of banner 25 participating in atailored banner ad program
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1 ad persondization. 1 could ask to see hisor her profile and remove

2 In my judgment thisis quite 2 anyitemsthat the user did not want in the

3 consistent with dl of the other survey research 3 profile” Thisdrew the highest importance

4  that | summarized at the beginning. 4 rating, 83 percent, and 70 percent calling this

5 Approximately one-third to one-half of Net users 5 absolutely vital or very important.

6 areprivacy fundamentalists, and the more you 6 (Slide))

7 combine data sources from different activities on 7 | draw the following conclusions from

8 theInternet the higher their sense that their 8 my results and from my thinking about how this

9 privacy would be invaded and the more they would 9 fitsinto the larger picture of consumer privacy
10 want to have aprivacy veto on any such 10 dynamicsthat I've sketched. First of all, we
11 collection and use. 11 haveaclear division of the Net user population
12 On the other hand, when you put 12 into amajority that saysit would be comfortable
13 together the privacy unconcerned and the privacy 13 with banner ads tailored and personalized in this
14 pragmatists you get between 51 and 68 percent 14 way and a strong minority that is clearly
15 saying that they're willing, especially with 15 opposed.
16 notice and opt-out, to have various sources of 16 Secondly, the scope of the
17 information used for tailoring banner ads. 17 information combination and integration is a key
18 Wedidn't fed that it was 18 factor in how many people will be comfortable and
19 appropriate just to leave it there with a broad 19 how many people would walk away from a particular
20 statement about notice and opt-out, but rather to 20 combination.
21 test some of the key fair information practices 21 Third, the privacy policies or fair
22 concepts that have dways been at the heart of 22 information practices we tested drew overwhelming
23 the way in which the consumer privacy 23 support from Net respondents: limited use with
24  relationship has been dealt with in the United 24 opt-out, no sharing beyond the provision of
25 States. 25 tailored ads of communications, and user access
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1 toand control of the profile. 1 therewasno position of neutrality. Do you
2 My fourth conclusion relates back to 2 think that affected the results of your survey?
3 what | presented as the new privacy-asserting 3 DR. WESTIN: Let me say right away,
4 behavior by consumers off and online. 1t seems 4 I'mnot a survey methodology expert. 1'vedonea
5 tomeclear from our datathat Net advertisers 5 lot of surveys, but I'm not the statistical
6 who want to get persona information must embrace 6 expert.
7 theprivacy or fair information practices 7 My understanding is that you can use
8 policiesthat | describe or they're going to face 8 afive-point response in which you have amiddlie
9 aconsumer privacy veto. 9 or neutral answer and that gives you one kind of
10 | see no signsthat there are passive 10 spread. Or if you choose four points, two
11 consumers on the net, davesto whoever wantsto 11 positive and two negative, you have a tendency to
12 bounce something at them, incompetent to decide 12 push people alittle bit to commit themselves.
13 whether to surf or not. | think the data about 13 My sense over the yearsisthat by
14 privacy-asserting actions cuts two ways. It 14 using the four-point -- agree completely, agree
15 tellsnet advertisersthat's the price of 15 somewhat, disagree somewhat, disagree completely -- you
16 admission for this new relationship with the 16 give people arangethat they
17 consumer and, secondly, that consumersin fact, 17 canlocate themselves on. In every question,
18 through alot of mediaand privacy advocacy and 18 don't know and no response is always recorded, so
19 business activity, arein fact paying significant 19 if somebody says "l don't know" they're put into
20 attention to thisissue and will not be supine or 20 thedon't know or no response.
21 lifedlesswhenit comestoit. 21 So I'mredlly not myself ableto say
22 Finally, | would think that Net 22 that the five-point scale with the neutra is
23 industry associations need to adopt these 23 preeminently better than the four-point. | just
24 policies and to work on them, that privacy 24  notethat both Harris and ORC in the work I've
25 advocates do an excellent job if they expose non- 25 donewith them use that as the response
Page 115 Page 117
1 adopters or deviations from promises or 1 categories.
2 mideading privacy policies, and that | continue 2 MR. MEDINE: What arethe
3 toapplaud the role of the Federal Trade 3 demographics of your Net user sample? How were
4 Commission to hold privacy workshops such as this 4  they sdlected? How were they polled?
5 tooverseetheissue, support these processes, 5 DR. WESTIN: Thiswasa
6 andawaysto beready, if thereisnot a 6 representative nationd sample, as| indicated.
7 significant adherence to these by the 7 A thousand respondents were questioned by
8 overwhdming majority in the Net advertiser and 8 telephone using the automated call system that
9 Net business community to recommend, if 9 most of the mgjor survey firms use today, and
10 necessary, regulationsto see that that is 10 peoplewere asked: "Do you use the Internet, |
11 followed. 11 think it read, "once aweek or more?" If people
12 Thank you very much. 12 said yes, then they were in the sample, which
13 (Applause)) 13 gave usarandomized, nationally representative
14 MR. MEDINE: Thank you, Dr. Westin. 14 sample of 474 respondents.
15 Dr. Westin actually has his own 15 In the material that has been passed
16 conference going on right now on privacy, but he 16 out, you'll find abox that describes for that
17 hasgraciously agreed to stay for afew more 17 sample gender, race, age, education, etcetera.
18 minutes to answer some questions. So you stay up 18 Soif you want to see what the components of the
19 hereand I'll pose some questions to you. 19 samplewere, you'll find them there.
20 Isthisworking? Héllo, hello? No. 20 But | think it's an accurate
21 One question from the audience is: 21 statement to say that thisis a representative
22 Do you think the absence of aneutra position 22 sample of the people who say that they are using
23 affected the results of your survey? Neutral 23 thelnternetin alarger, nationaly
24 position, that is your survey called for people 24 representative sample of American adults 18 years
25 to express positive, very positive, somewhat, but 25 of ageand older.
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1 MR. MEDINE: Y our survey resultsdid 1 particular collection of information for this
2 not ask the question, how would consumers fed 2 bendfit acceptable to you, you'll get the numbers
3 about providing thisinformation assuming there 3 that wedid at the front end, and then putting
4 was no notice and out-opt. Can you essentialy 4 thenotice and opt-out brings them up.
5 takethe converse of the percentages and say, 5 But | wouldn't for a minute quarrel
6 dnce 75 to 85 percent were comfortable were 6 with anybody -- my data produce it al the time -- that
7 comfortable with notice and opt-out, that only 15 7 notice and opt-out is perceived as the
8 to 25 percent would be comfortable without notice 8 bargain on the part of consumersif they're going
9 and opt-out? 9 to be comfortable in giving their personal
10 DR. WESTIN: | don't think you can 10 information for marketing and for other kinds of
11 saythat, because wefirst asked it without 11 consumer purposes.
12 notice and opt-out. We said how willing would 12 MR. MEDINE: Arethere surveysof a
13 you beto, for example, number one, give your 13 like nature being conducted in Europe? If so, by
14 persond information that you wanted to see used 14 whom? Aretheir findings similar?
15 for persondizing banner ads? 15 DR. WESTIN: I'm happy to tell you
16 We didn't say with or without notice 16 that if you goto the IBM web site -- | don't
17 or opt-out. But for the people who said they 17 happen to have the citation at the moment -- we
18 would bewilling, obvioudly in their mind | think 18 did anational survey with identical questions
19 therewas not arequirement that they would have 19 tegting American consumers, U.K. consumers, and
20 had to have heard notice and opt-out in order to 20 German consumers. And youll find there some
21 participate. 21 fascinating material, because you'll find, first
22 Then by asking those who said they 22 of al, that American consumers are by very large
23 weren'tinitialy willing whether notice and opt-out 23 differences-- 20, 30, 40 percentage points -
24 would lead them to participate, | think we 24 more privacy-asserting today than individual
25 picked up the people who had that in their mind 25 consumersinthe U.K. and in Germany.
Page 119 Page 121
1 when they said they would not otherwise 1 Areaby area, if you're interested in
2 participate. 2 attitudes toward getting information, concern
3 MR. MEDINE: | guess the follow-up 3 about Internet privacy, what U.K., German, and
4 hereisthat, along the samelines, thefirst 4 U.S. consumers are doing at financia service web
5 group you didn't tell one way or the other 5 sites, heath web sites, retail web sites, and
6 whether there was an opt-ouit. 6 insurance web sites, our data show how the
7 DR. WESTIN: That's correct. 7 activities of consumersin all three countries
8 MR. MEDINE: Did you consider telling 8 comparewith one another. So we now have some
9 that group, by the way, would it make a 9 very good datawith identical questionsin three
10 differenceto you if there were no notice and 10 different countries comparing consumer behavior,
11 opt-out, essentiadly to highlight the privacy 11 attitudes, experiences, and so on.
12 consequencesthat you did for the second group? 12 MR. MEDINE: That'sit. Thank you
13 DR. WESTIN: It'saninteresting 13 very much again for being with us today.
14 point. | guess my experiencein other surveys 14 DR. WESTIN: Thanks very much.
15 that | have doneisthat if you ask the question, 15 (Applause)
16 how important isit to you that there be notice 16 MR. MEDINE: If those on the second
17 and opt-out before you give your persona 17 pand could please come up. Thank you.
18 information for this or that purpose, we aways 18 (Pause))
19 draw 70, 80 percent that say that's important. 19 SESSION 1. IMPLICATIONS OF ONLINE PROFILING
20 So you have sort of two results to 20 TECHNOLOGY FOR USER PRIVACY
21 put together. Asamatter of general outlook, 21 MR. MEDINE: Can people hear me?
22 it'sabsolutely clear that three out of four or 22 Yes? Okay.
23 more of Americans, when asked how important 23 Thank you for joining us for our
24 notice and opt-out is, will say it's important. 24 second panel, in which were going to explore the
25 Butif youtryit the other way and say, isa 25 benefits to consumers and to business of the
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1 technology we have been hearing about, as well as 1 which currently delivers ads based on location or
2 the privacy and consumer concerns about the 2 context to suit the advertiser's needs.
3 technology aswell. 3 Jonathan Shapiro, to her left, isthe
4 | am pleased that we have a 4 Senior Vice President of Business Development at
5 distinguished panel, some of whom have been here 5 DoubleClick, Inc. DoubleClick isagloba
6 before and some of whom are newcomers to our 6 Internet advertising solutions company
7 privacy workshop. Starting to my right, we have: 7 specidizing in developing the solutions which
8 Bradley Aronson, who serves as the President of 8 make advertising work on the Internet for web
9 i-frontier, which is an Internet advertising 9 publishers and web advertisers.
10 agency focusing on achieving client goals. I-frontier's 10 Solveig Singletonisa
11 objectiveis building brands, 11 telecommunications lawyer and the Director of
12 generating leads, sdlling products, and 12 Information Studies at the Cato Institute, a
13 increasing page views to measure SUCCESS. 13 public palicy research foundation.
14 Next to himis Fred Cate, who's a 14 Robert Ellis Smith isajournalist
15 Professor of Law and Director, Information Law 15 who uses histraining as an attorney to report on
16 and Commerce Institute at the Indiana University 16 theindividual'sright to privacy. Since 1974 he
17 School of Law at Bloomington. | guess| should 17 has published "Privacy Journd," a monthly
18 disclosethat | was formerly a professor at that 18 newdetter on privacy in the computer age.
19 sameingtitution. HE'salso a senior counsel 19 Lastly, Shari Stedeis an attorney
20 for information law at the Indianapolis law firm 20 with the Electronic Frontier Foundation. She
21 of Isemiller, DiNadio, and Ryan, speciaizing in 21 works primarily on civil libertiesissues for
22 information and privacy law. 22 people communicating online and on issues
23 Next is Jason Catlett, who was on our 23 involving access to government information.
24  prior pand, who's dready been introduced. 24 | want to start off with Solveig
25 Jeff Chester, who we can thank for 25 Singleton and ask the question: Weve heard a
Page 123 Page 125
1 therefreshments during the bresk, in addition to 1 lot about how marketing is done online. How does
2 being the Executive Director of the Center for 2 that differ from the old world model of a
3 MediaEducation, one of the country's leading 3 shopkeeper keeping an eye on the shopkeeper's
4 consumer organizations working on electronic 4  customers and inviting them to take advantage of
5 mediaissues affecting children and youth. 5 new products or services that the shopkeeper
6 Austin Hill serves as President of 6 knows from prior experience they might be
7 Zero-Knowledge Systems, an Internet privecy firm 7 interestedin?
8 that develops end user-controlled privacy 8 MS. SINGLETON: 1 think it's
9 solutionsto enhance the privacy of Internet 9 generdly very similar. Of course, the
10 users. 10 shopkeeper exampleis more familiar. One andogy
11 Deirdre Mulligan is Staff Counsel at 11 that one might makeisif you view the Internet
12 the Center for Democracy and Technology. One of 12 asasort of mall, the shopkeeper, if he does not
13 CDT'sconcernsinvolves the privacy issues 13 collect some kind of information from people as
14 surrounding the deployment of the Intel Pentium 14 theyvisit hissite, isessentiadly in the
15 11l processor seria number. 15 position of a shopkeeper who is standing in his
16 Dan Jaffe serves as Executive Vice 16 store and he's blindfolded and he's got earmuffs
17 President of the Association of National 17 on, so as people comeinto his store he can't
18 Advertisers and is dedicated to serving the 18 ook at them and say, oh, you know, that's a
19 interests of companies that market regionally and 19 young teenager, maybe they're a shoplifting risk,
20 nationally, many of whom engagein electronic 20 or it seemsto methat there are mostly older
21 commerce. 21 people coming into my store, and so on and so
22 To my left is Megan Hurley. She 22 forth.
23 sarvesas Associate Genera Counsd at 24/7 Media 23 So from the standpoint of electronic
24  and oversees database development issues. 24/7 24 commerce, then, in order for amerchant to have
25 isathird party ad network and e-mail marketer 25 kind of agenera familiarity withwho is
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1 vigting him and where they're going, it's 1 interests, and strategies behind that information
2 naturd that he would want to seek out some kind 2 toget you to buy over along period of time.
3 of information and collect it. 3 The consumer in this country has no idea and they
4 Once that information is collected -- and 4 would have responded to Dr. Westin's study in a
5 heresadifference -- hed have 5 totaly different way if they knew that in fact
6 additiona opportunities to use that information 6 wearecresting apsychologica profile of you:
7 becausg, it's actualy preserved in electronic 7 Wewant to know your vulnerabilities and your
8 form, to develop new products or to move things 8 interedts.
9 around or to improve security and so on. 9 So we think that thisisavery
10 MR. MEDINE: Jff. 10 critical issue here that the Federd Trade
11 MR. CHESTER: I'dliketo respond 11 Commission must grapple with now.
12 becausel think it's entirely different. The 12 MS. BURR: Shari.
13 Center for Media Education has been tracking 13 MS. STEELE: | don' think the
14 online advertising and online profiling since 14 anaogy of the shopkeeper really works. It would
15 1996, when we handed the FTC our report "Web of 15 beashopkeeper who iswatching you as you were
16 Deception,” which led to the Children's Online 16 browsing through their store. They're following
17 Privacy Protection Act. Indeed, microtargeting 17 you down the aides, peering at everything you
18 of children was our early concern. 18 pick up andlook at.
19 But | want to underscore from our 19 It's also the shopkeeper who, you've
20 observations at the Center that online profiling 20 waked in and you've got stamped on your forehead
21 threatensthe privacy of all Americans, and we're 21 dl of the purchases that you've made the
22 especialy concerned about children and teens. 22 previous stores that you've goneto. It'saso
23 An unprecedented technological apparatus has been 23 the shopkeeper that you might choose to pay cash
24 put into place over the last few yearsto track 24 because you don't want information about what
25 and identify behaviors, values, psychological 25 you'vejust purchased kept somewhere by someone,
Page 127 Page 129
1 characteristics of individuals. Thisinformation 1 persona kinds of purchases.
2 isheing collected online. It's being added to 2 And that information, you're not
3 offline material. 3 being given achoice as to whether or not that's
4 | know that we have a big pandl, but 4 collected about you or whether or not advertising
5 I'll just give you an example of one of the many 5 isheing directed at you based on those
6 adsthat appear inal of the ad trade journals. 6 purchases.
7 Thishappensto bein the current issue of Red 7 So | just think that, while there are
8 Herring. Theré'saguy on amotorcycle, a 8 acoupleof realy basic similaritiesto a
9 motorcycle helmet -- I'm sorry you can't seeit -- and 9 shopkeeper, it's realy so much moreintrusive
10 thebig copy says. "Has anose for rare 10 with online communications because of the
11 bordeaux, calls mom every weekend, grows award-winning 11 magnitude of information that's being collected
12 roses. HisnameisAxd." 12 and the amount of information that's being shared
13 Thisis from the Navient Company: 13 among shopkeepers.
14 "New precision web targeting from Navient 14 MR. MEDINE: Derdre.
15 combines physica world datawith online behavior 15 MS. MULLIGAN: | wanted to build on
16 for the very first time, so you can deliver 16 some of what Shari just said, that | think,
17 customized banner ads without the waste of 17 unlike an online service provider or aweb site,
18 scattershot messaging. With the acquiring of 18 whereanindividual actually has somerolein
19 1Q2Net, we're taking dataintegrity to alevel 19 initiating the relationship, | think one of the
20 that's never been reached before, that includes 20 most troubling aspects of the advertising
21 name, address, demographics, psychographics, and 21 networks that we're discussing today is that they
22 click stream behavior." 22 don' directly serve consumers. Consumers are
23 | want to finish by underscoring, the 23 unaware of their existence. They have no
24 psychographic scales, the technology that relates 24  knowledge that someone elseis reaching through
25 toidentifying you as an individual, your 25 your shopkeeper's store and extracting data about
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1 them. 1 aboutisal of the unintended consequences and
2 They certainly are not aware that 2 dl of the ways this data can be used. One of
3 thisdataisbeing used to build an ongoing 3 thethings| also think we need to addressisthe
4 prdfile of their likes, their didlikes, their 4 use of cookies and the use of profiling is just
5 preferences, and any other kind of inferences 5 millisecondsinto the Internet age. We're just
6 that might be developed, and that that 6 darting to realize how some of these techniques
7 information, whileit may not be attached to 7 canbeusad.
8 their name and address, is uniquely attached to 8 Already were seeing agrowth in
9 themand will follow them around like alittle 9 super-profile managers, so-called identity
10 thread asthey navigate the web, dictating the 10 managers like Microsoft Passport that is taking
11 experiencesthat they have at other web sites. 11 theentire Hotmail base and saying: Y our Hotmall
12 Now, we can disagree as to whether or 12 identity is now going to create a master profile
13 notit's a benefit to consumers to have 13 that will be shared and be one-click login for
14 information tailored or not. But | don't think 14 every one of your sites. So instead of having
15 anyone here would disagree that individuals 15 individual profiles, well now give you one
16 should have knowledge and that their consent 16 profilethat's good for everywhere.
17 should be given when were talking about a 17 Thisis something that everyone's
18 secondary use of data, that no consumer is 18 redlly driving towards, is the so-called identity
19 vidting aweb sitein order to enable ad 19 managers who are going to build better profiles
20 serving. Thisisall about a secondary use. 20 because they watch you everywhere, not just on a
21 MR. MEDINE: Austin. 21 number of sites. So | think we redlly need to
22 MR. HILL: A couple points. One of 22 question dl of these techniques as we go forward
23 theanalogiesthat | think Shari has kind of 23 and rationalize them with every single one of the
24 touched on breaking down isthe Internet asa 24 usesthat we use on Internet, not just solely
25 madl. | think it further breaks down when you 25 will this person buy something because they saw
Page 131 Page 133
1 actualy think about what goes on on the 1 ourad.
2 Internet. The whole birth of e-commerce, the 2 MR. MEDINE: Just to briefly
3 whole hirth of malls, and the incredible 3 interrupt thediscussion, if Clark Rector is
4 valuationsthat we're seeing in the Internet age 4 here, please cdl your office as soon as
5 isarecently new phenomenon. 5 possble
6 Thisis acommunication medium. This 6 Jonathan.
7  isthe same medium that we're being asked to put 7 MR. SHAPIRO: The most important
8 our medicd recordson. Thisisthe same medium 8 thing hereisthat the research that we've seen
9 that people are reaching out to talk about 9 suggeststhat users, amajority of users,
10 support groups, get advice about cancer. Every 10 actualy like the notion of having advertising
11 single aspect of our livesis being pushed onto 11 and content personalized for them. Now, we
12 thisonlineform. 12 recognize that the mgjority doesn't mean
13 Soit'snot just amall where 13 everyone. Sowhat we want to dois provide users
14 shopping goeson. The same profiling and the 14 notice and choice, as Deirdre mentioned, so that
15 sametechniques are being used to help an 15 theuser getsto decide whether they're
16 insurance provider make a decision on whether or 16 participating inthis profiling.
17 not someone's a viable prospect for insurance. 17 DoubleClick for thelast two and a
18 Didthey visit arisky web site? Did they goto 18 half years has provided users that choice. Weve
19 aweb site that was unpopular? 19 had asdlective opt-out that alows you to opt
20 An employer who's doing a background 20 out of the DoubleClick cookie and basicaly de-link, take
21 search can now go into Dgjanews and look at 21 away our technical ability to profile
22 someone's opinions, religious beliefs, 22 you.
23 discussions that went on eight years ago thet are 23 MS. MULLIGAN: Canl| just respond?
24 archived in there forever. 24 Actualy, | agree with you that notice and
25 So one of the things we need to think 25 consent arecritical. But notice, when you talk
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1 about notice, it's supposed to occur prior to the 1 Now, the industry, at least the

2 collection of information. It isnot supposed to 2  membersthat | represent, the major national

3 besomething that individuals can later on, if 3 advertisers, seevery clearly that giving people

4 they happen to redlize that they've interacted 4 privacy protectioniscritical. We can seedl

5 with an entity with whom they didn't initiate an 5 sortsof datathat says that people are not going

6 interaction, hasto go back, track them down, and 6 onthe Net in the numbers that they would or

7 thensay: No, | want you to stop collecting 7 using the Net as they would because of privacy

8 daa 8 concerns.

9 In fact, particularly when you're 9 So up until thisworkshop we've been
10 talking about a secondary purpose, its notice to 10 discussing getting web pagesto put their privacy
11 theindividua and aconsent. 11 palicies out, and now we're going on to the next
12 MR. CHESTER: And it's meaningful 12 stage, which isthat there are some people who
13 notice. For example, DoubleClick says on its web 13 are, by the way, working for these people who
14 dtethat you use psychographic targeting in 14 have dready stated that privacy isavery great
15 order to help bias ads toward users most likely 15 concern, my members, to get these people to be
16 torespond. | suppose when you give them an opt-out, do 16 visble, to make it transparent.

17 youtell them that you're doing 17 | understand that in the third panel
18 psychographic targeting? 18 weregoing to hear agreat deal of commitment to
19 MR. SHAPIRO: Wédl, clearly our web 19 thispoint. It'svery clear now that unlessthe
20 dteisapublic forum and everything available 20 industry self-regulates there will be regulation.
21 ontheweb siteisavailable. 21 | believethat, even if thereis regulation, that
22 To Deirdre's point, wherever we are 22 the Net will never redlly be fully protected
23 goingto aggregate or collect personally 23 unlessthereis sdf-regulation.
24  identifiable information, it'l be at that point 24 Thereisjust no way that any
25 wherethe user is volunteering their name and 25 government or all governments trying to track
Page 135 Page 137

1 addressor their eemail address that they are 1 thismedium are going to be effective unless

2 provided notice. So before in fact someone gives 2 therésavery mgor industry backup of the

3 toDoubleClick or apartner of DoubleClick their 3 system, and you're never going to have an

4  personaly identifiable information, we will be 4 efficient Internet unless you can get ads to

5 providing them notice and at that point they'll 5 peoplethat they want. If | get anadfor a

6 havethechoice. That noticewill includethe 6 product | have nointerest in, it's awaste of

7 choiceto participate or not. 7 money for the company and it's awaste of my

8 MR. MEDINE: Dan. 8 time, and that's true over and over and over

9 MR. JAFFE: | think it'svery 9 again, and when you multiple that over the
10 important to put thisin areal economic context. 10 hundreds of millions of consumers throughout this
11 | think it's common sense that if you get 11 world, maybe even hillions of consumers
12 information that is useful to you, that means 12 eventualy, then you're talking about enormous
13 something to you, that's more likely to create an 13 economic waste that can be affected.

14 efficient, competitive, and innovative low-cost 14 So we have to find away to make this
15 marketplace. 15 work while protecting privacy. Our association,
16 Now, the question isin getting to 16 the American Association of Advertising Agencies,
17 that marketplace if you have to give up key 17 direct marketers, others, have all come forward
18 privacy vauesit may not be worth it, that 18 tosay-- andthisisjust ashort list; there's
19 youregoing to haveto balanceit. Sothe 19 many other groups -- saying that we're going to
20 challenge for the business community isto see 20 seethe consumers get this privacy protection.
21 that people get the ads that they want when they 21 So it's not a question of pro-privacy
22 want them, at the cost that they want them -- 22 or anti-privacy. Our members are not interested
23 that's atremendous value for everybody -- and 23 inknowing some dossier about somebody just to
24 then how can we do thisin away that is privacy 24 know something about them, to have that
25 protective. 25 information that they can hold close to their
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1 vests. They want to know something that will 1 networksto describe what they do: predictive
2 dlow them to provide ads to people so that they 2 databases, targeting algorithms, flow states. Recently
3 can make choices that are more likely to be 3 oneof the heads of Excite talked about
4 meaningful to them and therefore create an 4 neura imputation.
5 economic benefit both to the consumer and for 5 Clearly there are other motives here,
6 business. 6 insome senseto direct consumer choice without
7 MR. MEDINE: It would be helpful on 7 consumers fully understanding why. Those choices
8 the comments on profiling, where is value added 8 arelinked infact to editorial content also made
9 at networks and web sites, aswell asthe 9 available, which raises other public interest
10 benefitsto consumers. Then I'll turnto Megan 10 issues.
11 to addresswhat you wanted and possibly that as 11 But it's hot just about giving people
12 wall. 12 what they want. It's about steering them and
13 MS. HURLEY: Before getting to the 13 having long-term Strategies to steer them, and
14  bendfits, | just wanted to address the 14 none of thisis understood by the consumer and
15 trangparency issue of the ad networks. We 15 thecitizen. | dothink it hasimplications far
16 redlizethat consumers don't know who we are and 16 beyond advertising and marketing, including for
17 that we haveto get to them. Consumers are our 17 padlitical speech. But it's very important we
18 business. If they're unhappy, we're not going to 18 deal with thisissue now, early on, to develop
19 have happy advertisers and were out of business. 19 the safeguards.
20 So some of the ad networks, like 20 MR. MEDINE: Jason, Bradley, Fred,
21 2477, require dl of the web sitesthat arein 21 and Deirdre.
22 our network to post aprivacy policy that isin 22 MR. CATLETT: Thanks, David.
23 adherence with the highest industry standards, 23 I'd like to give people some specific
24 suchasTRUSTeor DMA. So that isone way, not 24 cases of URL'sthat they can go to to see this
25 theonly way, that is one way that the ad 25 technology and thiskind of proposal in action.
Page 139 Page 141
1 networks recognize this problem and that were 1 Thefirst oneis Netdeas.com, whichisrelated
2 addressingit. You'll hear much more on panel 2 toDoubleClick. It's a sweepstakes where you
3 three, when the advertisers talk about the new 3 enter your name for a contest, and theres a
4 initiative that they're putting in. 4 privacy policy down at the bottom that says that
5 But the benefits economically to the 5 the company will protect your privacy, and you
6 web sites and to the advertisers and to the 6 actualy haveto scrawl down to see some of the
7 consumers are obvious. Y ou see from the various 7 detailsthere that they are going to link that.
8 sudiesthat consumers want to see adsthat are 8 Sothatisafirst point of call.
9 targeted to them. Their fear is of the unknown, 9 The second oneis a popular finance
10 how isthisinformation used? So | think our 10 site called Quicken.com, and there are ads on
11 struggle hereisto start with reaching consumers 11 thisserved actudly, | believe, by MatchLogic.
12 and educating them to the fullest. 12 There are also these web bugs, as Richard Smith
13 So | think that, before we talk about 13 callsthem, or pixels, clear GIF's, transparent
14 benefits, isakey issue. 14 GIFs-- they have anumber of names -- which
15 MR. CHESTER: David, I'd liketo just 15 basicaly tells the advertising network that you
16 -- I'mglad to hear that the industry will 16 aregoing to that page.
17 addressit and | know you're saying it sincerely. 17 This can be tremendously valuable to
18 But | think we have to look beyond the notion 18 theadvertising network. For example, the
19 that thisisreally about giving consumers what 19 Quicken site has areas on mortgages, on
20 they want or choice. 20 insurance, and finance, and it's very valuable
21 | suggest that we have to look behind 21 for the advertisers to know what you're shopping
22 thetechnology and seeif there are other 22 around for. Butit'salso highly intrusive.
23 moetivations and really have a debate about the 23 Let me giveyou afina URL, which
24 proper use. Let mejust share with you some of 24 hasaposeticironytoit. It's
25 the phrases used with the online ad targeting 25 Mentdwellness.com/mask, Mentalwellness.com/mask.
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1 Now, if you go to this page you will read a 1 networksto track what's going on. It'sfor the
2 touching story of people who in history, great 2 advertiser to track whether or not they're having
3 figures, have overcome mental illness and gone on 3 success. For example, on alot of our Siteswe
4 togreatness. 4  rundifferent ads. We need away to track after
5 What is not -- there are no ads on 5 someone clicks on the ad, what do they do on the
6 thispageandit's not clear to anybody who 6 dte becauseit's not really -- we can't say we
7 doesn't know to view source and look at the URL 7 had asuccessful ad campaign if someone clicks on
8 toseethat thereis one of these web bugs 8 thead and just comesto theweb site. | want to
9 pointing, telling the advertiser when you are 9 know did they go to the right section of the web
10 visiting this page, and | find that very 10 dteand which ads drove the people who ddlivered
11 offensive. 11 ordersor leads.
12 MR. MEDINE: Bradley. 12 MR. MEDINE: Fred.
13 MR. ARONSON: | wanted to addressa 13 MR. CATE: Thanks, David.
14 fewissues. Thefirstis Austin had brought up 14 | just want to turn, | guess, to the
15 how it'skind of were only milliseconds into 15 question asked right at the outset, which isthe
16 what's going on, and that's really important 16 question of harms and benefits, because, to be
17 because no onereally knows what's next. The 17 perfectly frank, I'm confused and this may come
18 risk of coming up with some sort of set 18 morein the guise of a question than a statement.
19 regulationsis that we could be stunting the 19 Intermsof harms, what we heard about so far
20 growth of something we don't know. 20 thismorning is non-personaly identifiable
21 To address the economic issues, most 21 information, is collections of information that
22 of the web sites out there are supported by 22  may belinked to an IP address or a cookie, but
23 advertising. That'swhy the content isfree. 23 notlinked to aperson. Andthisis certainly
24 And advertisers need to see results and targeting 24 one of thefirst timesthat I've heard an
25 ddiversresaults. 25 extensive privacy discussion about information
Page 143 Page 145
1 Consumers should definitely have 1 thatisn'tlinked to anindividua, that isn't
2 natice. They should definitely have choice. But 2 theprivacy of anindividual, but israther the
3 weneedto be ableto target, because if it's not 3 privacy of amachine or an IP address at issue.
4 effective how are web site publishers going to 4 I'm concerned. What is the nature of
5 support what they're doing? It's going to be 5 thisharm? Now, in reading the comments filed
6 kind of difficult. 6 before this proceeding, without exception they
7 | think advertisers will support 7 taked about the harm of being marketed to, the
8 sdf-regulation. Look at the bigger picture. 8 harm that somebody might actually advertise
9 For most advertisersthe Net isavery, very 9 thingsto you that you would want. I'm again
10 small portion of their budget and they're not 10 concerned about the nature of this harm.
11 going to try to upset consumers by violating 11 If itisafraudulent or deceptive
12 their privacy through doing things that are 12 trade practice, you've aready got jurisdiction,
13 outrageous on the Internet. Infact, alot of 13 | assume. If we aretalking about marketing in
14 thelarge advertisers say, we're only going to 14 terms of sending people the types of ads or type
15 advertise on sitesthat have clear privacy 15 of information, type of opportunities that
16 policies. 16 they'reinterested in, again it's unclear to me
17 By coming up with a set of guidelines 17 what the privacy, what the privacy harmis.
18 and saying, hey, here's what self-regulation, 18 On the benefits side, although you
19 what we're going to do to make it safe for 19 asked earlier about the economics within the
20 consumers, | think advertisers can really, with 20 industry, something which I'm not in a position
21 consumers, make that vote and say, hey, were 21 to comment on, but the benefits asauser, asa
22 only going to advertise on the sites that do 22 consumer, would seem to be not paying for a great
23 this. 23 ded of that content that we access on the web.
24 Then to also address the clear GIF's 24 | thought earlier during the panel
25 on the pages, those aren't usualy for ad 25 this morning of Encyclopedia Britannica. When it
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1 went from apay per useto anon-pay per use, a 1 waéll has been described as an invasion of privacy
2 "freg" system, | assume that advertising isthe 2 asatort matter by the U.S. Supreme Court. In
3 differencethere. So that's one benefit that to 3 1995 they said that target marketing aimed at a
4 meisveryclear. 4 vulnerable population is an invasion of privacy.
5 The other benefit -- | am one of the 5 And that's, even though we haven't used the word
6 75 percent in Alan's sample who don't click on 6 yet, ontwo pointsthisisan invasion of
7 banner adstypicaly. On the other hand, you 7 privacy.
8 know, | haveto say | prefer seeing banner ads 8 I'd like to give you a scenario of
9 that relate to what I'm interested in or what I'm 9 about 20 years ago, when movie theater owners
10 looking at, as opposed to ads that are either 10 discovered that they could flash up instantaneous
11 randomly generated or, better yet, generated to 11 messages on the screen for just aportion of a
12 be something which | have no interest in. 12 second and get people to buy products, whether it
13 So thisisthe question | would 13 said"Yourethirsty" or Y ou like popcorn.”
14 leave, which iswhat are these harms that we're 14 They could do that immediately on the screen.
15 redlly, that were really talking about here. 15 That involved no callection of
16 MR. MEDINE: We haven't heard from 16 personad identifying information at dl. Isit
17 Robert Ellis Smith. A question came from the 17 aninvasion of privacy? Of courseitis. It'sa
18 audience, and I'll give folks here a chance to 18 diminution of our autonomy. It's commercial
19 jump inaswell, that amplifies on that, which 19 manipulation in an unfair way, simply because the
20 is: Online profiling blurs the line between 20 individua inthe theater doesn't have the same
21 personaly identifiable information and non-personally 21 resourcesto respond in a meaningful way.
22 identifiable. It isthe collection of 22 The Federal Trade Commission, by the
23 detailed information about an individual that can 23 way, acted immediately to say that that sort of
24 belater joined to aname-address. Should 24 technology ought to be suspended until we knew
25 information with such privacy implications notify 25 moreabout it. It then gravitated towards
Page 147 Page 149
1 consumersand requiretheir consent? 1 television and the Federa Trade Commission said
2 | don't know, Robert, if you want to 2 right away, without any mantra of self-regulation,
3 speak to that or other issues. 3 without any forums, without any
4 MR. ROBERT SMITH: Wéll, | think Fred 4 workshops, they said: No, this can't be done;
5 Cate might well be confused because we have not 5 thisisdeceptive onitsface.
6 inasessionon privacy even talked about 6 So | would say when you combine the
7 privecy. Inorder to know whether something like 7 ceselaw that I'vejust described, you'd make a
8 thisviolates privacy, we should define privacy 8 casefor aclassaction, | think, to show that
9 and know what it is. 9 thiskind of manipulative technology, especially
10 Privacy is not just the keeping of 10 onvulnerable populations, is an invasion of
11 secrets. The concern about privacy goes far 11 privecy, and | would suspect that that's the way
12 beyond breaches of confidentiality. Evenif no 12 regulation will go, that it will be a privacy
13 individually identifiable information is kept in 13 sector class action that will put an end to this.
14 amarketing scheme like this, it would violate 14 MR. MEDINE: Derdre.
15 privacy. 15 MS. MULLIGAN: | want to, at least in
16 What Jeff Chester describesisa 16 part, respond to Fred's question, whichisavery
17 scenario that violates privacy in two aspects. 17 important question. It'swhat data are we
18 One, theright to privacy includes the right of 18 taking about? Isthis datatruly aggregate
19 personal autonomy. To the extent that | am 19 data? Isit non-identifiable data? Isit, as|
20 manipulated in the marketplace, especialy 20 would argue, datathat is uniquely attached to a
21 without my knowledge and especidly if 'm a 21 specificindividua and used to make decisions
22 vulnerableindividual, itisaviolation or a 22  about them and therefore has privacy
23 diminution of my autonomy and therefore a 23 implications, regardless of the fact that you may
24 violation of privacy. 24  not know their name?
25 The scenario that he described as 25 Or isit fully identifiable
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1 information, which | believe at least some of the 1 vyou register, so your name and your address and

2 sarvices, the companies that are engaged in these 2 your e-mail address.

3 sarvices, are moving to making thisinformation 3 We are going to link that information

4 that isidentifiable with an individua in both 4 to both online information and offline

5 ther online capacity through a unique identifier 5 information, and then we're going to use that

6 and their offline capacity? 6 information. Now, what are we going to use that

7 Now, | have aquestion that | think 7 information for, because it gets to some of the

8 might hepillugtrate this. Have any of -- | 8 other questions earlier and Fred's comments on

9 guesswe have Bradley, Austin, Michagl -- no, 9 ham. Weare going to use that information to
10 Megan, and Jonathan -- have any of you been 10 target advertisingtoyou. That'sit. We're
11 served with either acivil or acrimina subpoena 11 going to send you marketing messages.
12 for accessto information contained in your 12 We want to get -- DoubleClick and al
13 databases? And if you were, would you be able 13 the ad networks are in the same business. We
14 to, ether retrospectively or prospectively, 14 serve advertisers. We want to help advertisers
15 atach the profiles that you have to an 15 get the right message to the right user at the
16 individual? Andif yes, what would it entail? 16 righttime. We want to put information in front
17 MR. MEDINE: Jonathan. 17 of consumersthat's relevant to them, and that's
18 MR. SHAPIRO: Let me address that. 18 what we're going to use dl the information were
19 We have not been served a subpoena, and if we 19 collecting to do going forward.
20 were wewould not today be able to attach any of 20 Can 1, just one more comment, David.
21 theinformation we have to aunique individual. 21 You know, to Robert's comment on thisis persona
22 But let'sbe clear. The ad networks 22 autonomy being akey component of privacy, we
23 arenot the best source if someone wants -- if a 23 agree. Again, Dr. Westin's research suggests
24 lega agent wants to get information on someone. 24 that Americans are very active about managing
25 ThelSP hasaview of everything that the ISP's 25 their privacy. We are providing notice and
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1 membersdo, and if someone wants a picture of 1 choice, and that gives them thetool to exercise

2 someoné€'s transactions, you know, Visaand 2 their autonomy.

3 American Express have amuch more complete 3 Moreover, we have made business

4 picture than anything that any of the ad networks 4  decisions where we think that, even though we can

5 would ever have. 5 aggregate certain information, it's inappropriate

6 MS. MULLIGAN: So you're saying 6 for targeting. So avulnerable population like

7 technically you cannot? 7  children, we will not gather or link information

8 MR. SHAPIRO: Technicaly, today we 8 on children's activities to a profile or ever use

9 cannot associate the name and address or 9 that information for targeting purposes, because
10 persondly identifiable information with the 10 wethink that'sinappropriate.
11 prdfile that we have. 11 Detailed financial information we
12 MS. MULLIGAN: No, anIP addressor a 12 think isinappropriate, and clearly health,
13 uniquelD? Ifl -- 13 menta health or hedth-related information is
14 MR. SHAPIRO: Wédll, let me clarify. 14 inappropriate. So there are classes of
15 If someone's volunteered their information, if 15 information that we at DoubleClick, and I'm sure
16 someone has volunteered their name and address 16 the other ad networks would echo, are
17 somewhere on the web where we were, we could 17 inappropriate for targeting.
18 technically at that point, we could give them 18 MR. MEDINE: Thanks.
19 notice and choice and then we could associate it. 19 Austin, then Jason.
20 So for example, the Netdeals site 20 MR. HILL: Just addressing two
21 that Jason cited earlier -- by the way, | 21 points, one Fred's and then Bradley's point. One
22 encourage dl of you to go and visit because you 22 of the comments was who was being harmed? We're
23 canwinamillion dollars -- at that site we 23 receiving advertising, advertising isan
24  clearly state that we are going to take 24 acceptable form of reaching consumersin this
25 personaly identifiable information from you when 25 culture. Oneof thethings | don't think has
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1 been honestly talked about today -- we've heard a 1 hillion.
2 lot from ad tracking networks, you know, 2 So thereis a$10 billion investment
3 advertising networks, advertisers -- is some of 3 inthefact that we can charge more and get more
4 the surreptitious activities that do go on. 4 return because we can do better at understanding
5 Thereis very, very active efforts on 5 customers, when the actud facts haven't proven
6 the part of advertising networksto collect 6 0. Click-through rates and response rates for
7 information without informing customers about how 7 advertising has gone down. Inthelast two and a
8 that will be used. One of the companies that 8 hdf years since DoubleClick implemented DARTS,
9 presented today very quickly in their 9 their Dynamic Ad Targeting System, their banner
10 presentation talked about how, we allow customers 10 adsand click-through rates have gone down. It's
11 tooptinand voluntarily give data. What they 11 now lessthan one percent.
12 didn't mention isthat their sweepstakes sites, 12 The dternativeis not to throw out
13 if you goto their sweepstakes site where you can 13 advertising. The alternative are things like
14 winatrip or abunch of information and you go 14  opt-in permission-based marketing, where you have
15 through and you go to register for thistrip, 15 18to 24 percent responserates. It'smore
16 thereisthelittle TRUSTelogo that says, we 16 economical for advertisers, it's more economical
17 haveaprivacy policy, you can givethis 17 for the amount of money you spend, to only reach
18 information. 18 the customers who want to seethe ad. It's
19 Nowhere on that Site doesiit identify 19 permission-based, it's more economical, and it
20 that they are part of one of the largest search 20 makessense. There are early entrantsinto this.
21 enginesintheworld. Nowhere doesit identify 21 So what we're doing is we're saying
22 that the information you're volunteering for this 22 weregoing to throw off privacy rightsto
23 onesweepstake is also setting a cookie that 23 protect one segment of the market that wants to
24 works on an entire ad tracking network. 24 profile as opposed to another segment of the
25 So customers don't know this. You 25 market who wants to do it with informed consent
Page 155 Page 157
1 canlook through the entire site and nowhere does 1 and permission-based.
2 itsaythat thisisasubsidiary of Excite At 2 MR. MEDINE: Austin, before we go on
3 Home. It'snotthere. Sothereisa 3 to Jason could you just briefly explain what you
4 surreptitious activity. Customers are delivering 4 mean, what CPM's are, just so people understand
5 datawithout full information or understanding of 5 how that works?
6 how that will be used. 6 MR. HILL: "CPM" is cost per thousand
7 The next point to Bradley's comment, 7 impressions. To give an example, average
8 whichl think isavery, very important one, is 8 advertising, whether it's TV, radio, print,
9 the economic benefit and the fact that thereisa 9 usualy has an average cost per thousand
10 ot of content for free. Advertising and the 10 impressions somewhereintheareaof 5to 8.
11 ddivery of ads represents a significant part of 11 Obvioudy, the Superbowl is more expensive.
12 our economy, and we can't just say tomorrow we're 12 Different places you advertise have different
13 goingto shutit off. | don't think it's 13 costs per thousand impressions.
14 redidgticand | don't think it'sright. Thereis 14 A lot of the early banner ads were
15 aneconomic interest. 15 charging and till attempt to charge rates as
16 What's not being talked about is the 16 high as $40 or $50 per thousand impressions,
17 entirebasis, if welook at this honestly, is 17 incredibly high. The basis of thiswas. Our
18 Internet advertising was sold on the idea that we 18 response rates will be more targeted; because
19 can charge more for advertising because we can 19 we'reonly taking to the customers who have an
20 get more targeting, we can get you better 20 interest based on our profiles, we can justify
21 responserates. So they started charging $50 21 this.
22 CPM's. A number of companies started going 22 If you go through and read the S-1
23 public and received market caps, vauations of 23 documents, which isthe IPO filings of most of
24 their companies. Combined, if you associate all 24 the public ad tracking networks, you can find
25 the big ad tracking networks, it's around $10 25 details where they talk about how: We'rea
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1 better company, we're worth more to the public, 1 that'sthecurrent way. Really, when you think
2 because we profile better, and that will lead to 2 about it, the bank doesn't really want to take
3 better response rates. 3 theregistrations, either. They think that
4 It'snot true. It isnot true. 4 people are going to buy once they've registered.
5 MR. ROBERT SMITH: David, canl ask a 5 So Wall Street hasthis perverse
6 quick question adong that line? 6 incentive to give companies the motive to collect
7 MR. MEDINE: Y ou'rejumping on 7 absolutely excessive amounts of information and
8 Jason'stime. 8 togetitinwaysthat arerealy scrambling. So
9 MR. ROBERT SMITH: I'mtoldit'san 9 theresult of al thistechnology and money isa
10 open secret that the meters that are used on web 10 dngleterrifying fact: If you give your nameto
11 stesto show how many people visit asite can be 11 asdngleweb Ste, then every other web site on
12 manipulated and atered as the site operator 12 the Internet may know who you are the moment you
13 wishes. Isthat correct? 13 walk into their front door.
14 MR. HILL: Those actually, the 14 Now, once that message goesto
15 counters, the site counters, don't have alot of 15 consumers around the country they will redlize
16 relevance when it comesto the ad tracking 16 that the Internet isavery unfriendly place and
17 networks because they don't base it solely on how 17 e-commerce will be damaged far more than any
18 many timeswasthis page loaded. They baseit on 18 measure of limiting targeting could possibly do.
19 how many times did this person with this cookie 19 MR. MEDINE: Jonathan.
20 come back to this site. 20 MR. SHAPIRO: Just because -- you
21 So they can detect refresh rates, 21 know, one of the things we've talked about here
22 they can detect if someoneisjust visiting for a 22 today which we believe the ad networks | know al
23 firsttimeinaday. They havealot more 23 shareisvery important is education. Soit's
24 vauable information because they do attach a 24 important that when we say thingsin a public
25 cookieto it, as opposed to solely how many times 25 forum we say them accurately, and it's just not
Page 159 Page 161
1 wasthissiteloaded. 1 accurateto say that once you've given your name
2 MR. ROBERT SMITH: But they can be 2 tooneweb site every other web site can know who
3 reset with ease, isn't that correct? 3 youare That'sjust not accurate.
4 MR. HILL: The site counters? 4 Dan Jaye described this morning,
5 MR. ROBERT SMITH: Yes. 5 cookies are domain-specific. They are only
6 MR. HILL: The site counters can be 6 associated with the domain that is putting the
7 rest. 7 cookie. Sothat meansif you're at Amazon.com,
8 MR. ROBERT SMITH: Sothey're 8 Amazon can place an Amazon cookie, but Amazon can
9 deceptiveinherently. 9 only read the Amazon cookie and they can only
10 MR. HILL: WEell, it depends how 10 place an Amazon cookie on you when you visit
11 they're being represented. 11 Amazon. DoubleClick can only place a DoubleClick
12 MR. MEDINE: Jason. 12 cookie and we can only place it on asite that's
13 MR. CATLETT: Let mepick upon 13 amember of our network.
14 Austin's comment about the economic effect, how 14 MR. HILL: Sorry, Jonathan; that
15 theflood of money from Wall Street is causing 15 includesAltaVista. Soif | goto AltaVista, I'm
16 thesetechnologiesto be developed. Wall Street 16 not going to DoubleClick, I'm not asking for
17 hasn't found away to value Internet companies. 17 DoubleClick to send acookie. 1'm going to
18 Their usua method of seeing how much money they 18 AltaVistaand | received, totally unbeknownst to
19 make doesn't work because they all lose money. 19 me, | never requested that, | never typed it into
20 Sothey started looking at traffic, and the 20 my browser --
21 trouble with traffic and measuring the number of 21 MR. SHAPIRO: Austin'sright. When
22 eyeballsthat asite getsisthe bank doesn't 22 you visit any member of the DoubleClick network,
23 takeeyeballs. 23 DoubleClick will place a cookie on your browser.
24 So they dismissed that one, and now 24 And what we use that cookie for isto identify
25 sditessay. Well, welve got registrations. So 25 that browser asaunique user. Today we do

1111 14th Street, NW, Suite 400

41 (Pages 158 to 161)

Alderson Reporting Company

800-FOR-DEPO

Washington, DC 20005




On-Line Profiling Workshop

November 8, 1999

Washington, DC
Page 162 Page 164
1 thingslike we ask the question: Well, how many 1 MR. JAFFE: Thank you.
2 times has this unique browser seen this 2 | think it's an interesting
3 paticular ad? We useit because we know that if 3 discussion here, where people are trying to say
4 youve seen an ad three times and you haven't 4 that they're going to decide how this should come
5 responded, thenit's unlikely that you're going 5 out economically, where | think really the
6 torespond in the future, so we will frequency 6 consumers should decide how it's going to come
7 capthe ddivery of that ad to you. 7 out economically. If they don't want to click on
8 Soyes, if you visit asitein the 8 these ads, believe me, these ads are going to
9 DoubleClick network we will put a DoubleClick 9 disappear.
10 cookie on your browser, that's absolutely true. 10 People are not just going to be
11 But only DoubleClick sites and sites that are 11 carrying on these practices for fun and for
12 participating in the DoubleClick network through 12 economic waste. People aretrying to use these
13 uscan know or recognize that cookie. Soit's 13 various meansto sell products and to move the
14 not fair to say that if you've given your name to 14 economy forward. We are seeing all sorts of
15 DoubleClick through Netdeals, as an example, that 15 companiesthat are taking on people who've been
16 every other web site can know who you are. 16 around for ahundred years. Amazon.comis
17 MR. HILL: No, but it's also not 17 clearly an example of that. One of the reasons
18 gpecific or accurate to say that only Amazon when 18 that people think that this can happen is that
19 | vist Amazon can set or read a cookie, because 19 they are going to be able to personalize, to have
20 clearly if Amazon wereto join the DoubleClick 20 oneto one sdlling, to make selling more
21 network they now benefit from all. 21 relevant.
22 MR. SHAPIRO: That's agreat example. 22 If that's not going to be the case,
23 That's agreat example because even when, let's 23 bytheway, | think that you're going to find the
24 say Amazon did join the DoubleClick network, even 24 Internet is going to not meet -- that all of
25 if they were amember of the network, and | go to Amazon 25 thesegreat IPO's and others are going to be found to be
Page 163 Page 165
1 andI buy abook, my persondly 1 much less effective.
2 identifiable information is not passed to 2 | would like to finish.
3 DoubleClick. It'snot giventous. 3 Second of all, the problem is not
4 So yes, there's a DoubleClick cookie 4 whether people are giving information away. The
5 there, but it's not associated with the 5 problemisdo people know about it. Asl said
6 persondly identifiable information that was 6 ealier, theindustry, the advertisers, want
7 givento Amazon. Soitis, again, it'sjust not 7 their customersto be happy. They want their
8 accurate to say that once you've given your name 8 customersto fedl secure. They want their
9 to somebody on the web that everyone hasiit. 9 customersto use these mechanisms.
10 It'sjust not accurate. 10 The data says that some of them are
11 MR. HILL: Speaking to Jonathan's 11 not using this mechanism, and not an
12 point -- 12 insignificant number, because they are concerned
13 MR. MEDINE: Jason. 13 and frightened, and therefore it is atremendous
14 MR. CATLETT: | think | said that 14 interest of businessto help the consumer fed
15 anyone could technically doit. | didn't say 15 secure. That's why we are pushing within our own
16 everyonecandoit now. If you want to seethe 16 membership, many other groups are doing it, to
17 details-- 17 get the privacy policies up on the advertiser's
18 MR. SHAPIRO: Wéll, technically, you 18 site, up on the web page.
19 know, the phone company could give everybody 19 Now a point has been made, but there
20 everybody's name and address. 20 areother playersthat people don't know about.
21 MR. CATLETT: And some peopleare 21 But who are these other players? They're not
22 doing it, such as Navient.com. 22 freeriders. They're working for somebody.
23 MR. MEDINE: Dan has been waiting and 23 Theyreworking for people who are known.
24 heyielded a moment of histime, but not all of 24 Theyreworking for the Fortune 500 companies who
25 histime. 25 have areputation and a brand to protect. Therefore,
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1 those companies are going to push to 1 marketing companies advantageto help
2 seethat these people become known and that 2 consumers, theyre goingto doit. But if it's
3 consumers are going to be able to protect 3 nottother advantage, if they can get advantage
4 themselves, because if they don't it's going to 4 from not helping consumers, they're going to do
5 undermine the economic moddl. 5 tha, too.
6 | can't believe that anybody in this 6 Even if welve got on this pandl a
7 room can honestly say -- you know, there's all 7 whole bunch of good actors, and even if the first
8 thisdiscussion, and | did take experimental 8 marketing groups that we're seeing online are all
9 psychology, about Skinner boxes. | just don't 9 good actors, which they aren't, but even if we
10 think most consumers see themsdlvesin alittle 10 say that they are, that doesn't mean that self-
11 box being shocked and stimulated. The consumer 11 regulationisever going to be the answer to
12 thinksthat he can make choice when he knows what 12 truly protect consumers.
13 hischoicesare. 13 There have been lots of casesin the
14 So what we'retryingto dois alow 14 past whereit'sto amarketing advantage to hurt
15 the consumersto have afair shot and to make 15 consumers. Making the system transparent is
16 this process more transparent. Everybody in this 16 clearly going to be the answer, but we can't kid
17 room agreesthat there needs to be more 17 ourselvesinto thinking that marketing concerns
18 transparency. That isgoing to come becauseit's 18 or businessesin genera are going to be doing
19 inthebusinessman'sinterest, itisin the 19 thingsthat are against their own best interests.
20 consumer'sinterest. And if we don't doit, the 20 It'sonly when the consumers best interests and
21 government is going to step in, and many of us 21 the marketing companies best interestsintersect
22 believeif they do in afast-moving target 22 that they're going to act on behalf of consumers.
23 theyre going to missthe target, they're going 23 Otherwise, there are going to have to
24  toinjure the whole process. 24 beother groupsthat are going to haveto step in
25 So we know that if we don't self-regulate 25 onbehaf of consumersin order to protect them.
Page 167 Page 169
1 therewill beregulation. AndI'm 1 MR. MEDINE: Jeff.
2 tdling you that even if thereis regulation, you 2 MR. CHESTER: Millions and millions,
3 should be clamoring for our self-regulation, 3 tensof millions, of online profiles of you and
4 because the FTC doesn't have enough people, 4 me have been created, and they don't need to know
5 nether doesthe DOC, neither do the other 5 your name, they don't need to know your address,
6 governments around this world have enough people 6 but they know you. The technology has grown
7 totrack this Net to protect the consumers. 7 dramaticdlyinthelast few years. Itisnow
8 Soit's only self-regulation that is 8 part of the foundation of the next generation of
9 going to finaly give the protection that you 9 thelnternet.
10 need and that you want and that consumers demand. 10 That's why we think the Federa Trade
11 MR. MEDINE: Shari isnext. Let me 11 Commission, anumber of privacy groups including
12 just put on the table a comment that was brought 12 EPIC and Junkbusters and Center for Media
13 up in the written comments that were submitted to 13 Education and Privacy Times and Privacy Journal
14 the Commerce Department and the FTC, whichiis: 14 believe, that the Federa Trade Commission hasto
15 Weve heard about the beneficial uses of this 15 launch animmediate 90-day investigation into
16 technology in targeting consumers with ads that 16 thesetechnologies. Theinformationisthere.
17 they might beinterested in. Istherethe 17 It'sontheweb site, it'sinthe SEC. It's
18 oppositerisk, that there could be what's called 18 there about what this technology can do and the
19 dectronic redlining or price discrimination, 19 attempt to change behavior.
20 wherethe same targeting process could result in 20 This really deserves an independent
21 some consumers not getting offers they would 21 and seriousdiscussion. It's not just about
22 otherwise get or being charged higher prices for 22 giving people what they want. That's fine, but
23 the same merchandise based on their profiles? 23 if youread theliteratureit's very clear. It's
24 MS. STEELE: Yes, and that's exactly 24 about changing the color and changing the song
25 thepoint that | was going to get to. Whenitisto 25 until you buy, and it's about writing the TV show
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1 to havethe e-commerce opportunity embedded. 1 fed liketheir interest is being addressed here.
2 Goto Veon.com, V-e-0-n, tolink the 2 | think most consumers -- aswe said, thisis not
3 psychologica aspects of the individua with the 3 trangparent. They have no knowledge of who
4 emotiona intensity of the editorial content. 4 they're dedling with or that data's being
5 Now, with broadband and the new system emerging, 5 collected. They certainly don't understand the
6 thissystemisaways going to be on. Oneto one 6 extent of the profilesthat are being created and
7 marketing and data collection and profiling and 7 they certainly haven't given their permission by
8 targeting are at the heart of what will be 8 any stretch of the imagination.
9 Americas new media system in the twenty first 9 So | think | welcome the effort and
10 century. 10 the goodwill that you bring to the table. But
11 The technologies are there, they're 11 I'msaying thisisan enormous area, and | don't
12 off the shelf, and we're asking the Federal Trade 12 think that an after the fact opt-out is going to
13 Commission to get off the plate, investigate 13 addressthisproblem. So | welcome other
14 thesetechnologies, and give areport to Congress 14 peopl€'sthoughts.
15 right away about what the policy protection 15 MR. MEDINE: Solveig.
16 should be. 16 MS. SINGLETON: I'd liketo begin by
17 MR. MEDINE: Deirdre. 17 going back to Fred Cate's question and just say
18 MS. MULLIGAN: Wadll, first, asan 18 briefly that, having heard now arguments about
19 organization that both works on First Amendment 19 some of the harms, that it still seemsto me that
20 issues, including commercia free speech, thisis 20 mogt of them are of sort of a vague philosophical
21 not about limiting people's speech. It is about 21 nature and, especialy insofar as we're hearing
22 limiting the collection of data without 22 from consumers on this issue, it does seem that
23 individuals knowledge and consent, and that you 23 thosefears of the technology may be simply
24 can separate those things out and | think it's 24  stemming from ignorance rather than an
25 important. 25 understanding of any real harm that might arise
Page 171 Page 173
1 | want to welcome Dan's call that 1 from people collecting information on you and
2 industry wants to step forward and address this 2 wanting to sell you something.
3 issue. | agreethat self-regulation is part of 3 The second point I'd like to make
4 the puzzle here. | think one of the things that 4 goes back to some of the discussion of the
5 isimportant to reflect on isthat if each one of 5 benefits. It seemed to me that sort of implicit
6 usat thistable operated an independent web site 6 inthat discussion was the idea that the benefits
7 and we wanted to create the kind of profile that 7 are primarily benefits to business or to industry
8 DoubleClick or 24/7 creates, we would both have 8 or to companies that want to market things. |
9 to collect information that was personally 9 think there's a certain important area of
10 identifiable and we would have to disclose i, 10 benefitsthat are being overlooked here, and that
11 right, in order for usto do that independently. 11 isbenefitsto consumers.
12 Sointhat areal think the industry 12 One of the things that used to be
13 players who have stepped up to the table said 13 believed about advertising, for example, back in
14 that we need notice, which means clear and 14 the 1930's and the 1950's was that this was
15 conspicuous notice prior to the collection of 15 essentialy wasteful information, it simply made
16 data; we need consent, at the very minimum the 16 people buy things that they didn't want to buy,
17 ability to limit the use of data, particularly 17 that it was manipulative and so on. But
18 thedisclosure of data, for secondary purposes, 18 empirical studies of advertising that economists
19 whichisclearly what targeted advertising of the 19 have done since then have shown that advertising
20 typethat you'retalking about is abouit. 20 playsabigroleinterms of market resultsin
21 Now, | think just on those two 21 dedlivering information to consumers, that isat a
22 paints, it isvery, very difficult to figure out 22 lower price, delivering goods that are of better
23 how aconsumer looks at this medium and finds 23 qudlity, and giving them more choices.
24 that, even by this minimal standard that we're 24 So when you compare markets where
25 talking about, notice and consent, is going to 25 advertising isrestricted to similar markets
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1 whereitisnot, consumers benefit atremendous 1 all network advertisers and on 24/7, you have

2 amount from getting the kind of information 2 accessto the information collected about you.

3 theyre getting through advertising. 3 If you volunteer personally identifiable

4 A final point about the sort of self- 4 information, you can review it, you can haveit

5 regulation, regulation, consent issue. | takea 5 retracted, edited, at any time that you like. So

6 somewnhat, | guess, abroader view of free speech 6 that's an easy answer for that.

7 than necessarily everybody on this panel does, 7 I'm glad that Solveig pointed out

8 but | think that essentially thereisafree 8 that we're overlooking -- the purpose of this

9 gpeech issue here, because what you have 9 pand here waswhat are the benefits, and it's
10 businessesdoing is collecting facts and 10 not only to advertisers and web sites --
11 information about real events that they were 11 MR. ROBERT SMITH: Could | ask for a
12 involvedin. It'sunclear to me why they should 12 point of order: The purpose of the pandl was
13 beredtricted, in asense, in this use of this 13 what?
14 information. 14 MS. HURLEY: Tolook at the costs and
15 With respect to the consent and 15 benefits of profiling.
16 notice point, the market is definitely moving in 16 MR. ROBERT SMITH: | think it was
17 that direction, particularly where the uses of 17 privacy. When do we get to privacy? The purpose
18 information that are going to be made are 18 of the pand istotak to privacy.
19 controversid or fairly extensive. But 19 MS. HURLEY: Okay. Back onthe
20 neverthelessthere would remain areas where that 20 point, the benefits are also overwhemingly to
21  modd doesn't necessarily work very well. 21 theconsumer. The point that were at now isthe
22 An example might be credit reporting. 22 advertising industry is growing aswell as all
23 It'sdifficult to see how a service like that 23 technology industries and, going back to when
24 could exist if people were opting out of it every 24 people were captive audiences in the movie
25 time they had a bad loan payment, that kind of 25 theater, people said: Hey, let'stalk about it;
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1 thing. That'savery smple example, but there 1 whyisthisgood, why isthisbad? It eventualy

2 aremany kinds of services, many kinds of 2 cameto aconsensus that people can handle that;

3 business models, whereit would be simply 3 they'reinformed; it works.

4 |egitimate for companies to make use of 4 So we're at that point now where we

5 information about real people and real events 5 haveto get the message out to consumers what

6 without necessarily getting consent. 6 we're doing, what were doing with your

7 So | think it's really important, 7 information, how we collect it, and how they have

8 whatever modd is ultimately adopted here, to 8 achoiceinthe matter at al times.

9 retain flexibility for new business modelsto 9 MR. CHESTER: | want to respond to
10 spring up, so goods and services continue to come 10 that.
11 into existence which might otherwise not even be 11 MR. MEDINE: Timeisat apremium.
12 possibleto be created. 12 Let me ask one more question and then well have
13 MR. CHESTER: Can | respond to 13 aresponse. Thisisfor Jonathan from the
14 something she said? 14 audience: What isthe purpose of merging
15 MR. MEDINE: There's aquestion from 15 DoubleClick and Abacusiif you are not merging
16 theaudience and | want to give people a chance. 16 online and offline data on the individual, in
17 Oneisactualy acredit reporting-related 17 other words collecting non-personally
18 question, which | want to ask either Jonathan or 18 identifiable information online and merging it
19 Jasonto respond to, whichis. Consumers have 19 with personally identifiable information offline?
20 rightsto access copies of their credit reports 20 MR. SHAPIRO: Okay. Let mebeclear.
21 and examine them for accuracy. Can or should 21 Wetoday do not have personally identifiable
22 consumers do the same with regard to their online 22 information associated with cookies. However, in
23 profiles? 23 thefuture we do intend to link offline
24 MS. HURLEY: Theanswer tothat isan 24  information with online information. Again, what
25 easyyes. If you read the privacy policy on most 25 wearetryingtodoisddiver onthe promise of
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1 putting theright ad in front of the right user 1 justtake Abacus dataand link it to al the
2 atheright time. 2 DoubleClick cookies. It's not technicaly
3 We think that's what's going to work 3 possible. The only way to technically link any
4 for theuser. Now, we are only ever going to 4  of the Abacus datawith acookie profileis after
5 capture that personally identifiable information 5 I've captured the person's name and address, and
6 inplaces wherethe user is given notice, and as 6 theonlyway-- I'vesaidit and I'll say it
7 part of that notice they will be given the choice 7 again -- the only way we're going to capture the
8 toparticipate or not. If they choose not to 8 name and the address is when the user volunteers
9 participate, if they opt out of the DoubleClick 9 it
10 cookie, then there's no way for meto link that 10 When they volunteer it, either
11 personaly identifiable information with their 11 becausethey areregistering or they're
12 online behavior. | can'ttechnicaly doit. 12 purchasing, it's a that point that they will
13 That'sredly the crux here. 13 have full notice and choice. Theyll have the
14 Dansaidit. | think Deirdre was 14 choiceright then to say, you know, | really
15 gettingtoit. Thisisabout the consumer and 15 don't want to participate in this, or the choice
16 giving the consumer enough information, enough 16 tosay, fine, let's go forward.
17 notice, and then the tools to make the choice 17 But before we can actudly link any
18 that's most appropriate for them. It's not about 18 of that data up, the user technically hasto be
19 usdeciding what's appropriate for the consumer. 19 givennoticeand choice. | havetodoitina
20 MR. HILL: Just aquick question for 20 placewherel give them notice and choice.
21 Jonathan onthat. Y our privacy policy on 21 MR. HILL: Then you haven't dedicated
22 DoubleClick's network did state that these were 22 any money to informing customers about who you
23 anonymous profiles being created and was 23 ae?
24 certified by TRUSTe and talked about how there 24 MR. SHAPIRO: We have spent lots of
25 wasno personally identifiable information. Are 25 money putting up on our web site our privacy
Page 179 Page 181
1 you going back to consumers now and telling them 1 policies. Weve got aweb site caled Adchoices
2 that they can now opt out of that with the merger 2 that we've developed, weve invested in
3 of Abacus persona information? 3 deveoping, that describes privecy policies, that
4 MR. SHAPIRO: When we associate 4 describes cookies, that describes the choices
5 persond information with that cookie, we 5 that users have.
6 absolutely are going to provide the user the 6 So welve made adeguate investments to
7 natice that we're doing it and the choice. | 7 date and well make more going forward.
8 mean, | canread from the Netdeals site if you 8 MR. MEDINE: Deirdre and then Dan.
9 like, but it says very clearly we are going to 9 MS. MULLIGAN: A while ago, an online
10 link, were going to capture your name and your 10 service provider which had said that they were
11 address, your e-mail address, we're going to link 11 not going to engage in a certain activity, in
12 that with online and offline information, and 12 thiscase telemarketing, decided that they were
13 we'regoing to useit to target advertising to 13 going to change their terms of service and
14 you. 14 provide an opt-out. | think they heard pretty
15 MR. HILL: Just afollow-up question. 15 clearly from both the public and from advocates
16 Being that most consumers on the Internet don't 16 that that was what we call kind of a fundamental
17 know who DoubleClick is, they have no ideawho 17 changeintheterms of service, kind of like
18 you are, and they know you only through your 18 somebody gives you a5.5 percent mortgage and
19 partner site, how much money is DoubleClick going 19 thenlater on sends you a notice and says. Well,
20 to bealocating to reaching consumers, letting 20 weve changed it to 7.5; let us know if you don't
21 them know that there is this profile, we just 21 likeit.
22 merged with Abacus and you have an opportunity 22 | think what you're talking about
23 now to opt out? Have you set a budget for that? 23 hereisyou've collected information from
24 MR. SHAPIRO: Let's get back up and 24 individuals with a very specific statement that
25 get very specific on the technicalities. | can't 25 youwere not going to attach it to their
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1 identity, and | think if you want to then after 1 readlly talking about something that can have
2 thefact engage in abusiness practice that's 2 profound economic competition, innovation values.
3 based on attaching it to identities that you have 3 If yourein asmall town, you
4 toget their consent, they haveto optin. | 4 suddenly are having options that you never had.
5 don't think an opt-out is going to pass the smell 5 Up until then you had that one store or two
6 test. 6 doresor three storesto choose from. Now you
7 MR. SHAPIRO: Deirdre, we haven't, 7 havethe whole of the world and it's suddenly
8 agan-- 8 competing with those two or three stores.
9 MS. MULLIGAN: I'm sayingif. 9 When we talk about redlining,
10 MR. SHAPIRO: But we cant. The only 10 redliningisared problem. Were not talking
11 way -- | agree with you. Here'swhat DoubleClick 11 about setting up a situation where online or
12 iscommitting to -- 12 offline you're going to have an absolutely safe
13 MS. MULLIGAN: | understand what 13 world.
14 vyouresaying. It'swhen| goto register there 14 My concern when the whole Internet
15 will bealittle thing saying: If you don't want 15 got developed was that we were going to realy
16 thisto become part of your DoubleClick profile, 16 have an information-stratified society. |
17 opt out. 17 thought that was the real danger, because it
18 MR. SHAPIRO: Yes. 18 looked like we were going to a subscription
19 MS. MULLIGAN: And I'm saying it 19 approach. What does a subscription approach mean
20 should say: Wewould liketo givethisto 20 if you depend onit? It means those with money
21 DoubleClick; canyou please opt in? It'sa 21  get the information and those people without
22 fundamental change that has enormous -- the 22 money dont.
23 extent to which dl the businessesin this 23 What's happening is that the Internet
24 discussion of goneto strip out personaly 24 isopening up incredible information to our kids,
25 identifiable information from aggregate data 25 tooursdves, to dl that will come after us, and
Page 183 Page 185
1 about aspecificindividual highlights what a 1 atverylow prices.
2 fundamental issuethisis. | think a fundamental 2 MR. CHESTER: | do haveto say,
3 termlikethat changing is something that realy 3 though, being a children's group, we have rea
4 merits an explicit consent. 4 concerns about the industry, not this particular
5 MR. SHAPIRO: Wethink that thereis 5 part of theindustry, but tieing access into
6 adifference. But again, the only people for 6 having the child and having the family watch the
7 whomthisisgoing to be ardevant differenceis 7 adsand giving computers to schools, school
8 anybody who has volunteered their name and 8 libraries, forcing the kids to watch the ads.
9 address. If they volunteered their name and 9 We're not against advertising. |
10 address, it's at that point that they're going to 10 want to makethat clear. But advertising has
11 get notice and choice. 11 taken afundamentd shift over the last few years
12 So for everyone for whom this has 12  with the development of these persondlization
13 really changed, they will be fully notified and 13 technologiesthat alow this unprecedented
14 they will have the opportunity to opt out. We 14 individual tracking and profiling and potentially
15 agreewith you, we think that's crucial, that 15 behavior modification.
16 it'simportant to give the users the notice and 16 Y ou have to link the technologies
17 choice 17 with the online advertising campaigns designed to
18 MR. MEDINE: Dan. 18 get consumers to change behavior and to use
19 MR. JAFFE: | just hope that when 19 various psychologica and other kinds of
20 people leave this workshop that they not forget 20 psychographic and demographic approaches to
21 that what we are dealing with is probably, as the 21 change behavior, and you need to make all of
22 Secretary said, ahistoric development, a 22 these extremdly transparent.
23 development -- he talked about thetrillion 23 In terms of the First Amendment, I'm
24 dollar economy, the future, as | understand it, 24 not so sure that this in fact amounts to unfair
25 of United States economic health, that you're 25 and deceptive practices, because when they know
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1 that youredly likethe color red -- and | was 1 helplessand they're going to psychographically
2 a Digita Commerce'99, a aconference. It was 2 manipulate you.
3 two days about how to embed e-commercein the 3 MR. CHESTER: But consumers deserve --
4 narrative. You should goto Silicon Valley 4 MR. JAFFE: You've got to Start
5 Reporter and look up the transcript if you want 5 deciding what you want.
6 toseewhat's coming. 6 MR. CHESTER: No, it's not an either-or
7 But in fact the strategies are there 7 choice, Dan, for consumers. What the industry
8 todo the profiling, to steer you, to give you 8 hastodoisto have opt-in and you have to make
9 the prizes, to give you the incentives, to 9 dl these practices transparent, and there needs
10 provide the information without necessarily 10 tobeaseriousinvestigation that looks at these
11 knowing that it's going to be linked, and these 11 technologies very closaly and determines which
12 little profiles are being built one by oneinto a 12 onesare unfair and deceptive, particularly when
13 digital Kafka-esque nightmare. 13 it comesto children and teens.
14 MR. MEDINE: Dan and then Brad. 14 MR. MEDINE: We have time for two or
15 MR. JAFFE: 1 just would like to say 15 three more comments. Brad.
16 that, remember that the laws of this country have 16 MR. ARONSON: A couplethings. First
17 not suddenly been stopped by the creation of the 17 off, | don't think anyone's forced to look at
18 Internet. If there are unfair acts or practices, 18 ads. Justlikein magazinesand TV, the ads are
19 if people have statements of privacy policies, 19 there and you look at them or you ignore them.
20 they will then be held to false or deceptive 20 And asyou put down, response rates aren't always
21 requirements. It's not like wejust have afree 21 that great, so alot of people ignore them.
22 firezone here. 22 WEe're not manipulating them like that.
23 | also want to say that the consumer 23 Then aso everyone's talking about
24 isnot quite as helpless as is being described 24 thesein-depth profiles. Theredlity isthat
25 here. The consumer can make his choices when he 25 right now on the Net | can say | want to make
Page 187 Page 189
1 knowswhat choices he's been given to make. 1 surethisad goesto people and they'll only see
2 | redlly don't careif people know a 2 itthreetimes, and my clientslove it because we
3 tremendous amount about me. | don't careif they 3 know that we're getting a certain frequency. |
4 know what kind of Rice Krispies | have or what 4 canasosay | want to target my ad for ESPN to
5 kinds of clothes | wear. | just don't think that 5 someonethat'slooked at sports content. That's
6 they can psychographically from al of that just 6 verygood profiling. We know that it's someone
7 manipulate me like putty in their hands. But if 7 who'sgoing to beinterested in an ad for ESPN.
8 they can, more power to them, because people are 8 The types of things you're talking
9 going to find this information out about you. 9 about, everyone's saying thet they're here. It's
10 Inthe rea world privacy is not the 10 not redly possible to do all that yet, and
11 samething asinvisibility, and that's what we're 11 that'skind of why it's agood thing that we're
12 goingto redly start demanding so that people 12 taking about it now, because there isthe
13 can't target effectively. Y ou're going to always 13 opportunity to shape how we're going to move
14 have aninefficient market. 14 forward.
15 What | find amazing, because | 15 But again, | want to stress, we don't
16 usualy happen to be talking about the mass 16 know what's next. So having dialogue and coming
17 media, and what you hear is everybody 17 out with sef-regulation as far as how we want to
18 complaining: Oh, there's so many of these ads 18 control what happens gives the advertisers and
19 andthey're soirrelevant and they go on for so 19 the consumers what they need.
20 long; isn't that terrible. Now we say: Oh, 20 MR. CHESTER: Yes, but Engage's
21 weregoing to start giving you ads that are 21 profileincludes over 800 attributes, 800 to
22 relevant, that are meaningful, that actually have 22 accurately get apicture of avisitor, in all
23 something to do with your real life and your real 23 kinds of categories -- huge amounts of
24 choices; and everybody says:. Oh, but those are 24  information, updated daily, cross-referenced.
25 going to be so powerful that you're going to be 25 The Internet has developed the same
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1 kind of business advertising model of television, 1 only think of maybe three examples of in dl of
2 syndicated across the entire web. None of these 2 U.S law, that thiswould be the fourth example,
3 aretransparent to theindividual. 3 thiswith children's privacy. The FTC isgoing
4 MR. ARONSON: | agreethere 4 to cometo my home, protect me on the web. Maybe
5 definitely needs to be transparency. But what 5 you can set my VCR as well while you're there.
6 you'relooking at for targeting is that you want 6 MS. BURR: Just the clock part.
7 totarget to someone who has shown interest. 7 MR. ROBERT SMITH: I've got awhole
8 It'snot the type of psychological targeting that 8 list of problemswith this profiling and the
9 peoplethink that we're doing right now. 9 question was never asked. The question was asked
10 MR. CHESTER: Butitis 10 today, what are the benefits of this technology.
11 psychographic, right? 11 Sowe've got them if anybody wants to hear them.
12 MR. MEDINE: Okay, our timeis up. 12 MR. MEDINE: Thank you very much, dl
13 Two more comments. Jonathan and then well close 13 of you, for the discussion. The record does
14 on an academic note with Fred. 14  remain open until November 30th.
15 MR. SHAPIRO: | just wanted to bring 15 For those who have not passed out for
16 thisback. This| about the user and the 16 lack of lunch, there are flyers outside about
17 consumer. Theresearch suggests that the 17 locd lunch places. Thank you. Well resume at
18 magjority of users do want to receive tailored 18 2:30.
19 information, targeted advertising. We recognize 19 (Whereupon, at 1:02 p.m., the
20 again that the majority doesn't mean everybody, 20 workshop was recessed, to reconvene the same
21 sothat theimportant point hereis that the 21 day.)
22 usersget notice. Thisisatransparency issue. 22
23 We agree we as an industry have to do a very good 23
24 job about educating the user about what's really 24
25 going on and then giving them the choice, 25
Page 191 Page 193
1 providing them red notice and real choice around 1 AFTERNOON SESSION
2 whether they participate. 2 (2:45 p.m.)
3 MR. MEDINE: A find remark. 3 SESSION I1I: THE ROLE OF SELF-REGULATION
4 MR. CATE: | haveto say I'm left at 4 MS. BURR: We're going to get started
5 theend of this with something of afedling of so 5 with our afternoon pand. Weve heard alot this
6 what, that the harms that we have discussed, the 6 morning and we're now going to turn to the
7 little discussion we've had of harms, have tended 7 question of what the role of sdlf-regulation is.
8 tofocus primarily onthis: I'll respond to 8 We're going to have two presentations before we
9 advertising if you show me these ads; if you give 9 cdl thepanel up thismorning. To start with,
10 methecolor I like, then I'm more likely to 10 we're going to have Austin Hill from Zero-Knowledge
11 respond. That's what we've been doing forever. 11 Systemsgive usapresentation. Is
12 Ther€'s nothing new about that. That's what 12 Austin here? Great.
13 universitiesdo. That's what peoplein grocery 13 (Applause)
14 soresdo. There's nothing new about that. 14 REMARKS OF AUSTIN HILL, PRESIDENT,
15 Welve asked one question and that is 15 ZERO-KNOWLEDGE SYSTEMS, INC.
16 isit manipulation? Sublimina advertising, as 16 MR. HILL: Thank you. As mentioned,
17 Robert said, clearly manipulation. The FTC has 17 mynameisAustin Hill. | think most everyone
18 saidyoucantdoit. The FTC has said you can't 18 wasatthelast pand. Zero-Knowledge Systemsis
19 doit. 19 about consumer privacy online, giving consumers a
20 Inthis case, we're asking about 20 choiceto understand how their datais being
21 collecting information for usesthat so far, 21 used. Theideais not that we don't know
22 whichisnot to suggest that there may be no 22 anything, just very little, about our customers.
23 harms, but rather that so far we haven't targeted 23 That'sthe goa behind the company.
24  the sort of harm that would justify, particularly 24 | want to talk about a couple of
25 an opt-in requirement, something that you can 25 different things very briefly and do a demo of our
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1 upcoming software that's being released in 1 nolinkageto the client's actua IP.
2 December cdled "Freedom.” 2 Thisbecomes real important aswe look at things
3 When we were designing Freedom, the 3 like static IP addresses, IP Version 6 that has
4 ideawasto come up with a couple different 4 unique identifiers, because it allows the user to
5 solutionsto the problem of privacy on the 5 separate out the identity at an infrastructure
6 Internet. One of the big things with Internet 6 and atechnical layer so that the network itself
7 privacy istheideathat the actua 7 doesn't reveal or compromise our identity, the
8 infrastructure, the underlying TCICP protocol, 8 same way walking around on the street does not
9 thisissomething that was designed 25 years ago 9 compromise our identity. We may choose when we
10 and kind of got out of the lab. It wasn't 10 walk into an establishment to identify ourselves
11 something that people said, were going to put 11 withaloyalty card or a credit card if we want
12 medica records online, we're going to do 12 to pay that way, but simply by walking down the
13 commerce and shopping. Everything after that has 13 street we're not giving up any privacy.
14  just been layered on top. 14 So the god of the Freedom Network is
15 We employ abunch of redlly bright 15 to establish that first basis. Then on top of
16 cryptographerswho look a how do we design 16 that wetalk about separating out identity and
17 networks so that the network privacy is built 17 building an identity management system. Now, the
18 into theinfrastructure, so it's not something 18 god behind our identity management systemis
19 that afterwards you try and layer on top of, but 19 something we refer to as "Nyms," "Pseudonyms.”
20 you can actually build it into the protocals. 20 Now, the goal behind Pseudonymsisto be able to
21 So one of the key parts of thisis 21 establish online personas that are separate and
22 something we call the Freedom Network. Now, the 22 unique from your real identity.
23 Freedom Network builds on the idea of separating 23 The ideathat were going to
24 out information about a user from where they're 24 establish in the future a single identity system
25 goingonline. Just because you're using a public network 25 that acts as anationa passport is very against privacy.
Page 195 Page 197
1 doesn't mean you want everyone in the 1 But at the sametime, for transactions
2 public to know what you're doing. 2 like commerce, applying for health information
3 So one of thethingswedois, a 3 online, insurance applications, we need better
4 consumer goesto browser the Net, if they have 4 formsof identity. We need away that we can
5 our Freedom software installed we relay al their 5 certify who weretalking to.
6 packets with different layers of encryption 6 A lot of those situations, it'sa
7 through aseries of servers around the world. 7 trueidentity certification. For instance, were
8 What this ends up doing is making sure that no 8 not going to ask our doctor for X-ray information
9 one, not even Zero-Knowledge, knows the identity 9 under our handle "Looking for a Date at
10 of the customer asthey go online. 10 Hoffman's" You want atrue identity if you're
11 That's the start. That'sthe 11 going to be asking for health care information.
12 infrastructure. So thisisan example of how a 12 Butalot of uses, let's say for instance talking
13 packet would transfer or be formetted. Thereare 13 about hedth care concerns or you're taking part
14 multiple layers of encryption, and as the packet 14 inasupport group onling, you don't want it
15 leavesthe computer we have wrapped it with a 15 associated with an insurance application. You
16 different layer of encryption for each one of the 16 don't want it associated with all your
17 sarvers. 17 activities.
18 Soit leavesthe client's PC and it 18 So Zero-Knowledge promotes the idea
19 goestooneof thefirst servers. That first 19 of being able to separate out your identity so
20 server only knows the identity of the client PC. 20 that you have a unique identity for each one of
21 Itthen sendsit on to another server. That 21 your online activities. Now, Zero-Knowledge does
22 server then passesit on to thefinal server, 22 that by establishing these Pseudonyms, and I'll
23 which would connect to the end web site. 23 giveyou aquick example of how these Pseudonyms
24 So now the client is browsing and he 24 work.
25 appearsto be coming from thefinal server. So there's 25 (Screen.)
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1 | just have aweb page. | think 1 or frequenting the same establishment over along
2 that'sRichard Smith'swork. 2 period of time, that organization might want to
3 (Pause)) 3 give usdiscounts, loyalty reward programs. But
4 We're waiting for the demo. There we 4 by using a pseudonym-based relationship that is
5 go. Okay, sothisisFreedom. You'll seethat 5 separate from your true identity, it stops the
6 it'sditting in atoolbar just beside my browser. 6 abuse of that site exchanging your data with
7 | have the ability with a pulldown menu to select 7 another, because every partner and every person
8 oneof myidentities. Each of my identitiesis 8 you interact with you can manage your identity
9 completely unique. It hasits own e-mail 9 s, soyou don't have to compromise more than
10 address, its own cookiefile. It iscompletely 10 you are planning to.
11 separated from any of my other identities, the 11 MR. MEDINE: Thanks very much,
12 god being | can creaste an ID, "Cancer Support at 12 Audtin, for an example of how the technology can
13 Freedom.net," and that's separate from anything | 13 address some of the concerns that we've heard
14 dowith e-commerce, and | know that my activities 14 about throughout the day.
15 cannot be profiled acrossID's. 15 | want to turn now to Jerry Cerasale
16 Part of how we do that iswe maintain 16 fromthe Direct Marketing Association. Jerry's
17 and separate out information. Thisisan 17 certainly aveteran of the FTC and Commerce
18 identity called "Half-Finger," so you have an 18 Department workshops. He's the Senior Vice
19 iconrepresentingit. Sothereisthe e-mail 19 President for Government Affairs of the Direct
20 address. Y ou can define your security settings 20 Marketing Association, which seeks to raise the
21 for how much encryption you want, so you can 21 bar for privacy practices by assuring that its
22 trade off speed versus performance. 22 members adhere to certain privacy practices.
23 We can aso look in the cookie 23 Jerry.
24 folder, and if you look into the cookie folders 24 REMARKS OF JERRY CERASALE,
25 with this Pseudonym you can see al the cookies 25 SENIOR VICE PRESIDENT, GOVERNMENT AFFAIRS,
Page 199 Page 201
1 andyou can sdlectively block per site or you can 1 DIRECT MARKETING ASSOCIATION
2 block all cookies. So under one of my identities 2 MR. CERASALE: Thank you very much,
3 wherel have ahigher concern for privacy, let's 3 David.
4  say health care activities, | might choose to 4 I'm in the process here of just
5 block al cookies, where under another one of my 5 setting up my computer. Let metalk to you very
6 identities| might choose to only block cookies 6 briefly before | show you this very smple, this
7 from ad-serving networks, but accept a cookie 7 very smple demonstration. One, why DMA has
8 fromYahoo. 8 placedthis? Asyou can see, I'm not
9 Soiit alowsthe user to sdlectively 9 technologically literate here, so thisis going
10 choose which cookie they want to receive. At the 10 tobeavery non-technical operdtion.
11 sametime, if we go into another one, another 11 What's coming up is a panel on salf-
12 identity, and we look at the cookies, the cookies 12 regulation and the DMA is very much a proponent
13 are completely separate for that different 13 of sdf-regulation. In July we required a
14 identity. Sowhat werealowing userstodois 14 privacy promise to be amember of the DMA and any
15 gain the benefits of technologies like cookies, 15 member of DMA in any form, any medium that
16 digital certificates-- each identity hasa 16 collectsinformation, personaly identifiable
17 digital certificate and can authenticate itself -- but 17 information, and transfers it to third parties
18 not have to compromise their true identity, 18 must let the consumer know and must give them
19 whichisarealy important innovation, because 19 opportunity to opt ot.
20 theideaon the Internet is not for everyoneto 20 | think that's the situation as we
21 beanonymous. 21 look at what were taking about here today, is
22 Tota anonymity fights back against 22 ad servers, and we don't think it's very
23 community. We want to establish relationships. 23 different for them, either, in a situation where
24 We want people to know who we are. We want to 24 you go to aweb site and then turn onto, click
25 maintain loyalty with abrand. If we're buying 25 onto abanner ad. Youreredly in asituation
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1 wheretherearethree partiesat play. Thereis 1 relationship between the consumer and the third

2 theweb sitethat you're visiting, probably the 2 partyad server. So that'sthe real important

3 publisher. 3 thing that were trying to push here.

4 | don't know if thisis going to work 4 The DMA in 1997, in trying to help

5 here ‘ 5 people put privacy palicies on their own web

6 (Screen) 6 dte, created aprivacy policy generator at our

7 Yes, it does. 7 websdte Youjust answer afew questions and it

8 The web dtethat you're onisthe 8 will print out what your privacy policy is.

9 publisher and you have the advertisement, the 9 Wedll, 1997 isalong time back in Internet time,
10 advertiser whose ad you click on, and then you 10 soweve decided it needed to be updated, and ad
11 have an ad server that's between that. Clearly, 11 serversisclearly one of the areas where we want
12 you know the web site you're on and they would 12 toupdate.

13 haveaprivacy policy. Y ou know the advertiser 13 So welve added a few thingstoit:
14 you clicked to and hopefully they have a privacy 14 whether or not you use cookies and things on ad
15 padlicy. 15 servers, if you decide to change your policy on
16 But it's likely that you don't have 16 how you're going to use information; access and
17 thefoggiest ideawho the ad server is. Sowe 17 correction; and security and some form of
18 took alook at that and said, how do we get 18 reinforcement -- of enforcement, excuse me.
19 notice and choice, which isthe key to the DMA's 19 What I'd like to do is take you, if
20 privacy promise? We believe the placeto give 20 thisthing will move me there, to the DMA privacy
21 noticein the first instance falls on the 21 policy generator that is on our web site.
22 publisher, the web site that you originaly go 22 (Screen)
23 to. They dready have the abligation, if they're 23 Thisisit. Theseactua formswill
24 DMA members, or they should have the obligation 24 notbeup. Theweb siteis up, but item number 4
25 if they collect personaly identifiable 25 -- excuse me -- item number 5 will not be up
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1 information themselves and giveit to third 1 until later this week, whether or not you collect

2 parties, including the ad server; they must 2 cookies. Wedidn't have anything on it before in

3 discloseit and give you an opportunity to opt 3 1997. Wethink itisimportant to let people

4 out. 4 know whether or not you place a cookie, not

5 We think that they should also 5 collect cookies, excuse me; and if you do place a

6 discloseto you whether or not they have any 6 cookie, what use you puit it to.

7 redationship with athird party ad server and to 7 So you can see the checklist. |

8 let you know that the third party ad server may 8 don't know if you canreadit. Youjust click on

9 beindependently collecting information on them, 9 "Yes, | collect cookies' -- "'l set cookies," or
10 andto giveyou ahot link to the privacy policy 10 "No, | don't," and then what uses you put it to.

11 of their contractual third party ad server. 11 Thenthere'san "Other" policy there where you

12 From the ad server's point of view, 12 canadditin. Sowewould hope everyone would
13 wethink that they have the obligations that any 13 answer that.

14 DMA member would have, that they provide notice 14 Then we go down to these other

15 tothetypes of information they collect, what 15 privacy policy statements here, like name,

16 they do with the information, and if their 16 address, e-mail addresses, phone numbers,

17 navigationa dataisto beusedinan 17 etcetera. Those weredl on our 1997 web site.

18 identifiable manner by the ad server that should 18 Weve added this other one, "Ad servers," whether
19 bedisclosed. And there should be an opportunity 19 or not you partner with someone, and if you do to
20 of choice for the consumer. 20 make astatement that in fact you do partner and
21 It'sthat simple: Let the consumers 21 that they may collect information on you.

22 know and givethem achoice. The point of view 22 I've typed in, not to dump on any

23 hereiswhat's different with this situation is 23 company, "www.jerry.com’ in order to show you in
24 when do you give them notice and who should give 24 alater dide what the privacy policy said. But

25 them notice, because you don't have a 25 that would be there, and welll try and make a hot
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1 link with that. 1 there but wedidn't dothat. You're quite
2 We aso added item number 12, which 2 welcome.
3 hastodowith dual uses. | think that was 3 So that's pretty much whereit is.
4 something that came up in the panel this morning, 4 Asyou can see, way down at the bottom you can
5 that we suddenly have a privacy policy, I've seen 5 generate thisweb pagein HTML, you can e-mail
6 itand I've given someinformation out, and you 6 it, you can makeit in hard copy, and so forth.
7 decideto changethat privacy policy. Y ou decide 7 Wedo ask peopleto e-mail acopy to the DMA so
8 tochange the uses, how you're going to let 8 we know how many people useit. I'm not sure how
9 people know, etcetera, and thisis a series of 9 many people do that for us, but we do get afew
10 questionstelling you what you will do and how to 10 of those and know people have doneit.
11 notify the web site. 11 That's pretty much what we have done
12 Another question that constantly 12 totry and makeit so that customers have an
13 comesup is access, whether or not you allow 13 opportunity to know if information is being
14  access, what information you can see. You can 14 collected, to have an opportunity to say, no,
15 seedown at the bottom the last click thereis 15 don'tdoit. And hopefully, withthis
16 "Noinformation that we have collected and that 16 understanding we can make the web experience
17 we maintain about them," so that you do have the 17 rewarding, that people will not be afraid to go
18 negative option, you do not alow access. But 18 surfing on the web, that they will not be afraid
19 these arethings that you can check off, and it's 19 of datathat's not personally identifiable, that
20 not one or the other; it'sal that apply, in the 20 helpsthem enjoy and get to places without re-
21 hopethat we can make it easy for not just larger 21 registering, don't see repeat ads, etcetera, and
22 companies, but all companies who have aweb site, 22 not be afraid of it.
23 togo someplace, answer afew questions, get a 23 Thank you very much for your time and
24 privacy policy that's fairly comprehensive about 24 thank you, David, for having me.
25 what they do, and give it to their attorneysto 25 (Applause.)
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1 switchthings around, but then can quickly get it 1 MR. MEDINE: Thank you, Jerry. These
2 up ontheir web site so that we can get 2 wereall helpful pieces of how companies and
3 information to customers and consumers so they 3 trade associations are responding to some of the
4 know what's happening and have some choices, 4  concerns we've heard throughout the day.
5  because we want e-commerce to continually grow, 5 Wed like to now invite up the
6 andtheonly way it's going to grow isif there's 6 pandistsfor thethird pand.
7 consumer confidence and consumer confidence comes 7 MS. BURR: Just the keep you on your
8 from knowing what the web site is doing with 8 toesand so that you don't get used to the usual
9 information. 9 format here we're actually going to ask the
10 Besides, if you sdll something you've 10 pendiststo introduce themselves, and well
11 got to deliver the product and it has to have 11 start way over on the end with Dan and just go
12 good quality. But redly, theideaiswe want 12 around.
13 peopleto go searching on the web and taking a 13 MR.JAYE: Yes, I'm Danid Jaye,
14 look at our privacy policies. 14 Chief Technology Officer and co-founder, Engage
15 Finaly, we put out what kind of 15 Technologies.
16 security we have on the web site. We have some 16 MS. WANG: I'm Elizabeth Wang. I'm
17 additional questionsin there about financial and 17 Genera Counsd of DoubleClick.
18 medical information that you can see, and you'll 18 MS. OAKES: I'm Lynn Chitow Oakes,
19 beableto go to that web site and take alook at 19 Chief Operating Officer for Flycast.
20 itifyoudlike. 20 MR. ZINMAN: I'm Dave Zinman, VP of
21 Then on enforcement, if you have a 21 Marketing and founder of AdKnowledge.
22 complaint where do you go. We put the DMA on 22 MR. HILL: I am Austin Hill. | till
23 there. Weadded the FTC. | didn't put David 23 have Zero-Knowledge.
24 Medine's phone number on there, just agenera 24 MS. BRUENING: I'm Paula Bruening.
25 phone number. | wastempted to put David's on 25 I'mthe Director of Compliance and Policy for
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1 TRUSTe 1 secretiveway. Our companies are among the
2 MR. CERASALE: Jery Cerasale, Senior 2 leading providers of advertising solutions to web
3 VicePresident, Government Affairs, with Direct 3 publishersin advertisers, and the services we
4 Marketing Association. 4  offer have substantial economic benefits for both
5 MR. ROBERT SMITH: Robert Ellis 5 consumers and companies.
6 Smith, Publisher of Privacy Journal. 6 According to Dr. Westin's most recent
7 MR. CATE: Fred Cate. Because | was 7 survey, we are providing services that most
8 confused, they invited me back. 8 consumers want to receive using technology
9 MR. HENDRICKS: Evan Hendricks, 9 adapted to the Internet. For example, most
10 Editor and Publisher of Privacy Times. 10 smaller and medium sized web sites use our
11 MR. KAMP: John Kamp, Senior Vice 11 servicesor similar services, and it's very
12 President, the American Association of 12 important to preserve the ability to ddliver
13 Advertising Agencies. 13 effective services viathird party ad serversto
14 MR. LUCAS: Steve Lucas, Senior Vice 14 dlow these medium and smdller sites achance
15 President from Industry and Government Relations, 15 against the larger portals and the larger, more
16 PrivaSeek. 16 established sites.
17 MR. LORDAN: Tim Lordan with the 17 The god of the group wasto explore
18 Online Privacy Alliance. 18 waysinwhich we could collectively address the
19 MR. SHEN: Andrew Shen, Palicy 19 typesof consumer concerns and perceptions about
20 Anaygt, Electronic Privacy Information Center. 20 profiling that we have heard this morning.
21 MS. BURR: | don't know if it's 21 Although our companies do not deal directly with
22 intentional or not, but we seem to have 22 consumers on the Internet, we believe we can play
23 segregated the tables here. So I'm going to turn 23 animportant rolein increasing consumer
24 tothetable on my right. 24 confidence and contributing to the growth of
25 Weve heard alot of very interesting 25 dectronic commerce.
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1 thingstoday about this technology, about its 1 To that end, we in the industry are
2 benfits, about the concerns that it raises with 2 announcing the launch of the Network Advertising
3 Internet users. Thetopic of our pand this 3 Initiative, NAI. Our godl isto develop a
4  afternoon is how self-regulation can help in this 4  framework for self-regulation of our industry.
5 aea 5 Webedieve our industry is distinctive because we
6 So I'd like to talk to the companies 6 have no easy way to communicate directly with
7 and ask, what do you think? 7 consumers. Our businessis not to make our own
8 MR. JAYE: Thank you. On behalf of 8 web sites known to consumers. Our businessisto
9 my colleaguesin the Internet network advertising 9 make our customers web sites more useful to
10 business, I'd like to thank the Federa Trade 10 consumers.
11 Commission and the Department of Commerce for the 11 To do that, we provide awide range
12 opportunity to participate in today's workshop. 12 of advertising solutions to consumer-oriented web
13 (Slide)) 13 sites, to support their development and growth.
14 Earlier this year, agroup of 14 Elizabeth Wang will talk in more
15 companiesin the Internet advertising business 15 detail about what we have been working on.
16 began taking with government officials about 16 MS. WANG: Thank you, Dan.
17 issues surrounding advertising on the Internet. 17 As many of the commenters today have
18 They included 24/7 Media, AdKnowledge, AdSmart, 18 pointed out, there are significant benefitsto
19 AdForce, DoubleClick, Engage, Hycast, 19 Internet advertising for consumers and the
20 MatchLogic, NetGravity, and RealMedia. 20 industry. For consumers and web sites, it isthe
21 The first thing to know about our 21 reason why content on the web is available for
22 companiesisthat they are not mysterious 22 freeor for nominal cost. For advertisers,
23 entitiestaking profiling technologies to 23 Internet advertising takes advantage of amedium
24  dizzying levels which threaten consumer privacy,| 24 uniquely suited to delivering the right message
25 nor arethey gathering datain adeliberately 25 totheright consumer at theright time.
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1 Our companies use technology to help 1 We believe that education is the key

2 advertisers deliver tailored messages to 2 todeveloping consumer confidence on the

3 consumers. Infact, every consumer who uses the 3 Internet, and for that reason our companies are

4 Internet has likely seen the banners and other 4 committed to educating our business customers

5 advertising our companies deliver. 5 about the data collection and use issues

6 As Dan Jaye and Martin Smith 6 associated with Internet advertising. This

7  discussed this morning, the NAI companies collect 7 includes the benefits of both the responsible

8 information in order to make decisions on which 8 flow of information and fair information

9 adsto sendtowhom. Some NAI companies creste 9 practices.
10 profiles about consumersin order to tailor that 10 We are dso committed to educating
11 message. AsDr. Westin's survey demonstrates, 11 consumers about data collection and use issues
12 most consumers want a more relevant message and 12 associated with Internet advertising. AsDr.
13 arewilling to accept profiling, but they also 13 Westin's survey clearly indicated, most consumers
14 want to be given notice about the information 14 arewilling to share information, even persona
15 that is collected and used and a choice not to 15 information, with companies like oursif they are
16 participate in some uses of the collected 16 provided with notice and choice.
17 information. 17 As afirgt step toward meeting
18 Our companies understand consumer 18 consumer expectations, NAI companieswill be
19 concerns. AsLynnand David will explain, our 19 establishing an informational web site located at
20 companies are fully committed to the principles 20 www.networkadvertising.work, as pictured on the
21 of notice and choice for consumers. 21 screen behind me. Thisweb site has been
22 Today we are announcing the key 22 developed to provide consumer awareness about our
23 tenets of the Network Advertising Initiative: 23 industry and provide an easily accessible and
24 First, eech NAI company will continue to provide 24 convenient place for consumersto exercise choice
25 consumerswith aclear explanation of the 25 regarding the use of their data
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1 information it collects, how that information is 1 Our companies also adhere to the fair

2 used, and the benefit to consumers of such use. 2 information practices developed by the Online

3 Second, for consumers who choose not 3 Privacy Alliance and other organizations

4 to receive tailored messages, each NAI company 4 interested in privacy. Tothat end, dl the

5 dther currently provides or will soon provide an 5 Internet advertising sites owned or controlled by

6 easy to use method to opt out from such 6 oneof our companies will disclose their data

7 tailoring. 7 collection and use practices on their web sites

8 Third, our companies are committed to 8 inaclear, concise, and conspicuous manner and

9 consumer outreach and education to et consumers 9 inlanguage that consumers can understand.
10 know about our companies and the rolewe play in 10 These disclosures will include the
11 ddivery of tailored messages over the Internet. 11 following: what data are collected and what data
12 In other words, we have heard consumers concerns 12 arenot collected; how the data are used,
13 and we are committed to addressing them. 13 including whether they will be combined with
14 Now I'll turn the microphone over to 14 personally identifiable data from any other
15 Lynn Chitow Oakes from Flycast, who will explain 15 source; what other data are collected and how
16 more about our commitment to notice and choice. 16 they are used, including the use of data for ad
17 MS. OAKES: Thanks, Elizabeth. 17 management; and lastly, what opt-out procedure
18 NAI companies are committed to 18 areavailable for consumers who decline to have
19 providing consumers with notice and choice about 19 dataused to create aprofile.
20 Internet advertising. We bdlieve that adherence 20 In addition, our companies will at a
21 tofair information practices and data management 21 minimum request that their customers, whether
22 that we are going to describe today arein 22 they are publishers, e-commerce sites, or
23 accordance with the consumer expectations and 23 networks, disclose their own data collection and
24 desiresasoutlined in Dr. Westin's survey and in 24 use practices, including posting alink to either
25 our own business experiences. 25 the NAI companies web sites or the NAI gateway
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1 educationd web site. Wewill also ask them to 1 onadsshown to customers.
2 post aprivacy policy that is consistent with 2 Let me emphasize again, thisdatais
3 fair information practices. 3 associated with abrowser which is not personaly
4 I'd like now to turn this over to 4 identifiable. The commitment our companies are
5 David Zinman at AdKnowledge, who will talk to you 5 making today isto provide consumers with the
6 about data collection and use. 6 ability to opt out of the use of this data for
7 MR. ZINMAN: Thanks, Lynn. It's 7 profiling and thus opt out of the services
8 definitely a pleasureto be here. | appreciate 8 associated with profiling.
9 thetime 9 However, consumers will not be able
10 First actualy, I'm going to address 10 to opt out of the transmission of this data for
11 the commitments our companies are making with 11 basic ad management and statistical reporting
12 personaly identifiable information that's 12 purposes. These data are necessary to deliver
13 collected. | want to be clear that not dl of 13 the ads and provide advertisers with information
14 our companies currently collect personally 14 about how many users saw the campaign. So for
15 identifiable information. However, all of us 15 example, today it would be amost impossible to
16 have agreed to abide by these principles. 16 sdl advertising space without being able to tell
17 Second, I'm going to discuss the 17 the advertiser how many users will seetheir ads.
18 commitments NAI companies are making regarding 18 Our companies will post notice to
19 the collection and use of ad management and 19 consumers about our data collection and use
20 reporting datawhich is non-personaly 20 practices on our web sites. Wewill also give
21 identifiable. Thisisimportant because the 21 consumers an opportunity to opt out of the use of
22 ability to collect information about consumersin 22 thisdatafor profiling purposes. Consumers can
23 anon-persondly identifiable way is unique to 23 opt out by going to a designated location on each
24 thelnternet. 24 of our companies web sites or through a gateway
25 Here's the commitment NAI companies 25 educationa site we described earlier, and it's
Page 219 Page 221
1 aremaking for personally identifiable data: 1 displayed here.
2 Firdt, our companies that collect this data will 2 As away of informing consumers about
3 natify consumers about the collection and use of 3 their choices, we will ask all of our customers
4 their data. At aminimum, we will let consumers 4  and participating web sitesto link to our
5 opt out of unrelated or secondary uses at the 5 individua sites or the gateway educational site.
6 timethisdatais collected. 6 So with that description, I'd like to
7 Second, if that dataiis linked to 7 turnit back over to Dan to sum up.
8 other personally identifiable information, our 8 MR. JAYE: Thank you.
9 companieswill give consumers the opportunity to 9 We believe that the principleswe are
10 optout. 10 developing will ensure the continued growth of
11 Third, in accordance with fair 11 consumer confidence in the marketplace. However,
12 information practices, NAI companies that collect 12 thereisone more eement necessary. Although we
13 personally identifiable information will make 13 know that we will follow these industry
14 reasonable efforts to provide timely and 14 principles, we want consumers to be assured as
15 appropriate access to that information under 15 well.
16 policiesthat each of uswill post on our web 16 For this reason, our companies are
17 sites. 17 committed to not only complying with these
18 As has been discussed, our companies 18 principles, but asotojoin or retain athird
19 areableto collect information from browsers 19 party organization that provides periodic audits
20 that's not personaly identifiable. We call this 20 of compliance with our privacy policy. This
21 dataad management and reporting data. It can 21 includes organizations such as TRUSTe, BBBOnline,
22 include type of browser, type of operating 22 WebTrust, aswell as nationally recognized
23  system, IP address, date and time of visit, and 23 accounting firms that provide such services.
24 adviewed. Thiskind of datais used by our 24 Watch our web sitein the coming
25 companies to transmit, to sequence, and to report 25 months. You will seeinformation about our
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1 companies, what we do, how we do it, and how 1 without the knowledge of most consumers, so the
2 consumers can exercise choice. We will pursue 2 opt-out option is not really agood way to
3 activitiesto promote consumer confidence and 3 approach the problem because most consumers don't
4 trust. 4 know that thisis occurring at all.
5 We believe the measures we are 5 MR. JAYE: Webedievethat it'svery
6 implementing are the foundation of a self-regulatory 6 important for us to address those consumer
7 framework for our industry that will 7 confidenceissues. That's one of the reasons why
8 protect privacy while allowing the effective 8 we have stepped forward and said that we would
9 advertising that makes the web free. We look 9 liketo provide choice to consumers even for non-
10 forward to working with our colleagues across the 10 personaly identifiable information. Fair
11 industry to fulfil the commitments we have made 11 information practices literally to this date have
12 today. 12 generaly been interpreted to apply to persona
13 Thank you. 13 data, personaly identifiable information.
14 MS. BURR: Thank you very much. 14 We have taken a step forward and
15 I'd like to turn to the rest of the 15 understood the sengtivity of the information and
16 pane to solicit questions about what we have 16 said that we are committed to providing an opt-out for
17 just heard. And let me remind the audience that 17 the innocuous information that we use for
18 we do have question forms and that people will be 18 non-personaly identifiable profiling.
19 going, picking them up and delivering them up to 19 MR. MEDINE: | think it might be
20 us 20 helpful to clarify what your intentions are with
21 Andrew. 21 regard to the opt-out for non-personally
22 MR. SHEN: | think it'sfair to say 22 identifiable information. | don't think it's
23 everyonein this auditorium believes that 23 immediately clear how it could be used for some
24 consumers should have the right to control their 24 forms of ad management but not for profiling.
25 information. However, | think thereisreally a 25 Could you maybe explain in alittle more detall
Page 223 Page 225
1 distinction to be seen between what the companies 1 exactly what information is going to be captured
2 areproviding interms of control and what 2 through the use of the cookies and how it will or
3 consumerswant. 3 won't be used?
4 Fair information practices have four 4 MR. JAYE: Certainly. One example
5 different -- 5 that wetalk about in terms of profiling isthe
6 VOICE: A littlelouder, please. 6 useof acookieto manage an identifier that then
7 Spedk into the mike. 7 could be used to build a profile for that web
8 MR. SHEN: Sorry. Isthisloud 8 ditevisitor. That type of information, we can
9 enough? 9 provide an opt-out and some companies around the
10 MS. BURR: It'sworking. Just bring 10 table have aready done that by allowing that
11 itcloser. 11 cookieto be set to an arbitrary vaue like opt-out that
12 MR. SHEN: Fair information practices 12 would be asigna to aweb siteto
13 consist of four different elements: notice, 13 remember that this browser is one of a number of
14 whichis providing information to the consumer 14 browsersthat are not to be tracked.
15 about how the information is being collected and 15 However, it is also possible to have
16 how it's going to be used; consent, which means 16 other cookies on the computer that are being used
17 that the person gives affirmative permission for 17 for application management or other purposes.
18 the companiesto use that information; access, so 18 The most prototypical example would be for
19 the consumer has access to the information that's 19 counting unique visitors, being able to correlate
20 being collected on them, what is contained in the 20 anad click with the ad that was displayed, being
21 profile; and security, so that information is not 21 abletotry to avoid duplication of ad displays.
22 distributed to other third parties. 22 Inother words, avoiding repetition of the same
23 The sdf-regulatory proposa done by 23 ad over and over again.
24  the NAI does not meet dl those requirements. 24 These uses are not targeting per s,
25 Online advertising is something that happens 25 but they are important to the operation of the ad
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1 industry. Andonce again, thisisan industry 1 thevast mgjority of those ads that are served
2 that isextremely important to nascent and 2 areserved by companiesthat are part of this
3 entrepreneuria web sites, as well as many medium 3 group. And I'd suspect that if there are afew
4 andinfact very large web sitesthat don't have 4 remaining companies that contribute significantly
5 theinfrastructure or manpower to staff these 5 tothis, that they're going to be interested in
6 servicesinternally. 6 joining thisaswell.
7 MR. ZINMAN: 1 just want to follow up 7 MR. HILL: First of all, | want to
8 and say that one of the reasons that were taking 8 commend the Network Advertising Initiative. |
9 thissignificant step is because fundamentally we 9 certainly think that any attempt to make the
10 have adifferent relationship with the consumer 10 process more transparent to users and get users
11 than aweb site, where a person seesit. Most 11 involved should be commended. | don't think that
12 consumersdon't know we exist, so we need to go 12 thereisonesolution that fitsall. Technology
13 the extramileto alow the consumer to have 13 can't solvethe problemin and of itself. |
14 complete choice, evenif it's only of information 14 don't think regulation can solve the problemin
15 that isn't persondly identifiable. 15 and of itself. At the sametime, industry
16 So related to your question, your 16 effortslikethis| think do alot of good.
17 question related to personadly identifiable 17 | have a couple of specific
18 information, which there's no question that you 18 questions. I'mjust going to lay them out, let
19 haveto be-- every company needs to adhere to 19 you guysindividualy takeit. You talked about
20 fair information practices, but on information 20 how fair information practices, the difference
21 that's not even personally identifiable we're 21 between this and traditional fair information
22 willing to go the step to give the consumers the 22 practicesthat Andrew touched on, is because it
23 choice asto whether we retain that information. 23 isnot persondly identifiable information, where
24 MR. MEDINE: So | understand, the 24 thereis opt-out versus opt-in.
25 limits are that you would know which ad | have 25 The question | would haveis, for the
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1 seensoit'snot delivered to meagain, but you 1 cases where members of your group do adopt
2 wouldn't know anything about mein order to 2 persondly identifiable information, would the
3 decidewhich ad | should receiveif | have opted 3 group be requiring them to adopt an opt-in for
4 out? 4 that purposethat go the extra step?
5 MS. OAKES: Absolutely. 5 The next question | would have s,
6 MR. JAYE: That iswhat is provided 6 beingthat | think this group represents the good
7 inourinitia step of the principles. 7 playersinthe industry, the players who are
8 MR. MEDINE: Ancther questionin 8 trying to make an initiative to protect
9 ng any sdlf-regulatory system, oneissue 9 consumers, how would this group fed about some
10 ishow broad isit, how much of the industry does 10 sort of legal framework for redress and
11 it cover? | know you're al fierce comptitors, 11 accountability for bad players, sothat in
12 but | suspect not al the competitors arein the 12 ituations where people aren't adhering thereis
13 roomtoday. Give me asense of what percentage 13 alegal framework to hold that person
14 of theindustry the people who are part of the 14 accountable?
15 NAI constitute? 15 MS. WANG: Actualy, in addressing
16 MS. OAKES: The mgjority of folks 16 your question, Austin, | want to characterize
17 that areinthe third party ad surveying are at 17 something, the way you characterized fair
18 thetable. There areten companiesinvolved that 18 information practices. The principles are
19 represent, an estimate that we put together 19 notice, choice, security, and access. Choiceis
20 today, actualy about 85 percent of ads served on 20 not opt-in. Choiceisredly, it caninclude
21 theInternet today. 21 opt-out, and in the United Statesiit's aways
22 MR. ZINMAN: ltisvery difficult to 22  been opt-out, hardly every opt-in, except in very
23 determinethat, but if you look at just the 23 sensitive situations like medicd, financial,
24 companies that are involved with doing just the 24 Kkids.
25 infrastructure work of delivering advertising, 25 So that's actually -- so in fact
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1 there'savery key thing in our principles today 1 consistent with other self-regulatory regimes, it
2 and that iswe are following the fair information 2 isthisthird party auditing that will provide
3 practices principles. We're not expanding them. 3 for the accountability.
4 We're not extending them. We're not saying that 4 MR. HILL: Just to follow up on that
5 opt-inistheright answer for personaly 5 question, soin asituation like we have seen
6 identifiableinformation. In fact, we believe 6 thisweek with RealAudio, wherethey had aTRUSTe
7 opt-out with clear notice and an effective opt-out cookie 7 privacy sedl, there were activities, and TRUSTe
8 and an easy method to opt out actualy 8 hasn't come down with their result, but that some
9 more than satisfies that requirement of the fair 9 peoplewould fee weren't disclosed or honest, so
10 information practices. 10 the enforcement level that you're talking about
11 There is something that our 11 would be the withdrawal of some sort of seal?
12 companies, the fact that we deliver ads and were 12 MS. WANG: Widll, | don't know any of
13 not apparent to some consumers, athough | think 13 thedetails of that Red Jukebox situation other
14 weare quite apparent because certainly people, 14 thanwhat | read in the paper. But wouldn't you
15 consumers, know who we are even though they're 15 agreethat it was very effective, the self-regulatory
16 notin advertising or they're not web publishers. 16 mechanism there? The market came down
17 | think we're more apparent than most people give 17 very hard and RealNetwork did the right thing
18 uscredit for, and sometimes many of them are our 18 right away. | think to methat's just evidence
19 investorsaswell. 19 that it works extremely well, and that's just one
20 But getting back to your point, the 20 of many instances.
21 reason why in our situation the opt-out included 21 MR. HILL: I'm not commenting on the
22 someinformation that was acquired for ad 22 benefits, the strengths and the weaknesses. I'm
23 targeting really went to the fact that it'sa 23 just asking for this organization if that's the
24  relationship issue. We don't have adirect 24 desired enforcement mechanism, is the withdrawal
25 relationship with the consumer. Soit'san 25 of outside audit sedlsif someoneis abad
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1 easierissuefor web sites, web publishers, that 1 player? Soabad player in the network would
2 dédliver their own advertising on behalf of 2 find themsalves without an audit seal? There
3 advertisers, because the consumer knows whom 3 would be no accountability or redress?
4 they're dealing with. 4 MR. HILL: But could a consumer go
5 In our situation, we went the extra 5 and hold that company accountable, sue them? Do
6 mile asDave put it, and allowed for the opt-out of non- 6 you guys advocate some sort of framework? If
7 personaly identifiable information 7 someone says, | don't want to bein NAI, | don't
8 collected inthe routine course of delivering an 8 care I'mgoing to profile, should therebea
9 ador even delivering content to a consumer 9 framework?
10 because of the situation that we find ourselves 10 MR. ZINMAN: | think there's another
11 in, that we are business to business companies 11 method of control that we need to get out here,
12 and not direct to consumer companies. Sol just 12 which came out in the second pandl, and I'm not
13 wanted to clarify that one point, that we arein 13 goingto articulate it as well as Dan Jaffe, but
14 fact not saying that -- were not at all 14 I'mgoing to try, which isthat the advertisers
15 expanding on anything that the OPA has puit forth 15 do not want to be associated with companies that
16 inthefew years. 16 abusethetrust of consumers, and all the
17 To your second point, on legal 17 companiesin our industry, our lifeblood is the
18 framework for accountability, the very critica 18 respect and responsibility that we hold with our
19 part of our principles and one that Dan Jaye 19 consumers, the advertisers.
20 mentioned isthat we are al going to agreeto 20 So every company that represents any
21 jointhird party auditing organizations to make 21 significant advertising dollarsis going to fed
22 surethat other people agree that we do what we 22 alot of pressure to make sure that they are
23 say we do, because certainly we have every 23 responsibleto consumers. So | think companies
24  intention of following our own principles. 24 are going to naturally be pushed into a self-regulatory
25 In terms of the accountability, 25 environment with or without
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1 regulation. 1 | think speaksto what everyone's been talking
2 MR. MEDINE: | just want to add, of 2 about, relationships with consumers and how that
3 coursg, the Federd Trade Commission's deception 3 pertainsto seal programsin general. | think
4 authority to bring cases against companies that 4 one of the things that we work on on adaily
5 don't honor their privacy promises, both to 5 basisand requires some of the hardest thinking
6 consumers and business partners. | also thought 6 that goeson a TRUSTeislooking at these
7 it might be useful at this point just to hear 7 relationshipsthat areincreasingly growing
8 from PaulaBruening from TRUSTe. 8 between companies on the Net and are becoming
9 MS. BRUENING: Thank you. I'd like 9 increasingly complex.
10 to make two points, one that would speak directly 10 | think that our job isto as much as
11 tothe RealNetwork issue and one that probably 11 possible clarify what those relationships are and
12  speaks moreto the genera issue of relationship 12 what their implications are for consumers as it
13 that everyone's been talking about. 13 pertainsto collection and sharing of
14 First of al, without going into 14 information. We know that companies want to have
15 tremendous detail, RealNetworksisa TRUSTe 15 asmuch as possible seamless and hasde-free
16 licenseeand | think the people in this room and 16 experiencesfor their consumers on the web, but
17 definitely on this panel are aware of issues that 17 a the sametime we haveto assure that thereis
18 wereraised earlier last week about the 18 consistent notice that is going on as a consumer
19 collection and transmission of user dataviathe 19 istraveling through their web experience. And
20 RealJukebox consumer software. Asit turned out, 20 we know that they may be going to different URL's
21 dfter we made aninitia inquiry it turned out 21 that may be governed by different privacy
22 that, asour license agreement and program is set 22 policies.
23 upright, we were not able to act on that because 23 So what we're chalenged with is
24 our program governs information thet is collected 24 making sure that the consumer is clear as their
25 through aweb site and that was not the kind of 25 taking these travels on the web as to when
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1 information that was being transmitted. It was 1 they'rein safe space, when they're not, and when
2 not at issue in the RealNetworks instance. 2 their privacy policy has changed. Soto the
3 However, we have taken thisas an 3 extent that that mirrors what were seeingin
4 opportunity to look very closely at the issue of 4 online profiling and to the extent that Dr.
5 information that's collected in this manner, and 5 Westin'sfindings are an indication of what the
6 thisisour opportunity to expand the program to 6 consumer islooking for is notice and choice, |
7 includethat kind of data collection and 7 think it's our challenge as we move forward --
8 transmission. 8 and maybe thisisthetopic for the next workshop
9 We do believe that Rea Networks has 9 --tofigureout what is effective notice.
10 donetheright thing. They havetaken alot of 10 It's good to have principles. It's
11 stepsontheir own and with TRUSTe to address the 11 very important to have principlesand it'sa
12 issue, and we have worked closdly with them over 12 wonderful first step, but how do you go about
13 thelast week. Were going to be looking a some 13 implementing those in avery complex kind of
14 very specific things that we can work on with 14 environment wherered estateisvery valuable, a
15 RealNetworksto assure that our relationship with 15 seamless experienceisvery vauable?
16 themisgood and we can continue to be sure that 16 So we have to really decide, whose
17 they're doing the right thing and that our 17 responsibility isthis? Isit the advertiser's?
18 programis acting optimally. 18 Isittheonlinebusiness? Isit both? What's
19 | think for the future what we will 19 adequate and effective notice and how do you
20 belooking at is aprogram that deals with this 20 providefor opt-in and opt-out as you're making
21 kind of consumer software transmitted data, and 21 your way on the web?
22 that's going to be our project in the coming 22 MS. BURR: We'e going to go to John
23 months. Sol just want to get some clarity on 23 Kamp, then Evan Hendricks.
24  that aswe're going forward. 24 MR. KAMP: | don't have anything to
25 The other point that | wanted to make 25 say.
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1 MS. BURR: Thank you. 1 In terms of access, right now we have
2 Evan Hendricks. 2 leftit, because there are lots of different
3 MR. HENDRICKS: Thank you, John. 3 business models and not all the companiesin NAI
4 Asamatter of clarification, isit 4  gather personaly identifiable information. We
5 my understanding we're only here to ask 5 havenot explicitly addressed access at the NAI
6 questions\? 6 level. It'ssomething that werelooking at.
7 MS. BURR: | wanted to seeif there 7 With regard to non-personaly
8 were any questions about how the program worked. 8 identifiable information, once again, it is not
9 MR. HENDRICKS: Yes, | have one, 9 drictly true that access needsto be provided to
10 because\ somebody sitting in this seat at a 10 non-personally identifiable information. That
11 \Department of Commerce meeting on ratings, when 11 being said, let me comment on why many of the
12 hewas giving ratings one to ten, how good is the 12 companies do not provide access to non-personally
13 privacy policy, \, I'd say this one might be up 13 identifiable information-based profiles. The
14 toabouta2.5. 14 problem is authentication, because we don't know
15 One of the issues of fair information 15 who the consumer is. We have no way of
16 practicesthat everyone agrees on is accessto 16 authenticating that a person who's asking for
17 your own information, and | don't see that listed 17 accessto anon-personadly identifiable profile
18 here. Sol wanted you to address the accessto 18 isin fact the person associated with that
19 information. 19 prdfile.
20 Second of dl -- and | have a series 20 Because we've made a commitment to in
21 of questions, so you might want to jot them down 21  many cases keep that information secure and not
22 and I'll get them dll out of the way so we can 22 toshareit with other people, becauise we can't
23 moveon. Second of al, DoubleClick right now, 23 authenticate the consumer, we can't display that
24 clearly you'rein the business of collecting 24 information. We are very interested, however, in
25 persondly identifiable information. If you're 25 looking at new technologies and new techniquesto
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1 not, it certainly appears that you are, 1 solvethis problem, because we would like to
2 considering that you've acquired Abacus. 2 provideitif we can find away to solve the
3 So the question in all of our minds -- let 3 Catch 22 between not knowing who the consumer is
4 mefinish the question. 4 and being able to prove that they are who they
5 It looks like you're in the business 5 saytheyare.
6 of acquiring personaly identifiable information. 6 MR. MEDINE: Why not just usethe
7 Sol wonder, what is your projection? How many 7 consumer's own cookie to give them access to
8 files on how many individuals do you expect to 8 ther information?
9 gather information? The credit reporting 9 MR. JAYE: The concernisthat, once
10 agencies are willing to disclose they have 10 again, cookies are not a strong identification
11 records on 180 million Americans. So considering 11 technique. Wedon't provide typically the
12 that your opinion poll that you paid for shows 12 profiles out to any third party who has a cookie.
13 that you got aresponse that 52 percent of the 13 Sotheissueis, if we alow somebody just to
14 people support using personaly identifiable 14 enter acookie and say, show methis profile,
15 information for online and offline behavior the 15 thereare situations, for example in an office
16 tailor ads, so what are your projections on how 16 environment, where aco-worker might have easy
17 many individuals you expect to collect 17 accessto the cookie file of another co-worker.
18 information on? 18 So once again, it's an areathat we
19 MS. WANG: Y ou want to answer the 19 keep thinking about. We would like to provideit
20 first question? 20 if we can solve the security issues.
21 MR. HENDRICKS: Thelast questionis 21 MS. WANG: To your second question,
22 on access to information. 22 which hasto do with DoubleClick's impending
23 MR. JAYE: | would prefer to address 23 merger of Abacus -- and it's impending because it
24 the specific question about NAI principles and 24  hasn't happened yet -- we don't own the Abacus
25 then I'll hand the mike over. 25 database. And it's something that seemsto be -- we
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1 don't own the company, we don't have any new 1 wouldn't haveto dothat. | think it's the
2 products. 2 roleof the FTC or the Commerce Department.
3 But I will answer your question in 3 MS. WANG: Sowhenisyour survey
4 good faith, which is you want to know, you want 4 going to come out?
5 to know how many profiles we think we'll get 5 MR. HENDRICKS: How many files does
6 dfter the merger and whether or not we currently 6 Abacushave? | mean, you're going to merge this
7 collect personaly identifiable information. The 7 company. Can you give me aballpark figure on
8 answer iswe do collect personaly identifiable 8 how many people they havefiles on?
9 information through our Netdedls site, where we 9 VOICE: 99 miillion.
10 sponsor amillion dollar sweepstakes. 10 MR. HENDRICKS: How much?
11 Do welink that information to 11 VOICE: 99 million.
12 anything? No. Will welink it after we acquire 12 MR. KAMP: Thank you. | wanted to
13 Abacus? The answer isyes, and that's clearly in 13 respond to something, Austin's question -- |
14 the consent and notice, very easy to understand. 14 can'ttel if the microphoneison. Isit?
15 Sol don't redly think that there's anything -- 15 VOICES: No.
16 there'sno question or no confusion there. 16 MR. KAMP: | want to respond first to
17 Asto your question of how many 17 abit of Augtin's question about, what about the
18 people, how many profiles, do we think we'll get 18 lawinthisarea and | wanted to really sort of
19 that arelinked, well, it's always subject to 19 clear the decks and come back to this discussion.
20 clear notice. It's always subject to their not 20 Thiswhole sectionislabeled "The Role of Sdlf-
21 having opted out after they received the notice. 21 Regulation” becauseit reminded me of 1992, when
22 | don't know what the projections are. | don't 22 the Commerce Department first was working with
23 think we can project right now. 23 the White House on the National Information
24 But | sure hopeit'salot because, 24 Infrastructure Advisory Committee to the
25 asDr. Westin's survey and as you pointed out, we 25 President. Therewas athought in this building
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1 did sponsor their survey, but that doesn't make 1 and elsewhere that advertising would have no
2 it -- you seem to suggest that that's improper 2 placeinthismediumat all. It just wouldn't be
3 somehow. But redly what it demonstratesis 3 useful there.
4 DoubleClick's commitment to understanding in an 4 There were several of uswho cameto
5 academic and a precise way what consumer concerns 5 this building and made the argument that we had
6 ae 6 difficulty. They wereniceto us, but they were
7 Wheat the survey does demonstrateis 7 very skeptica that advertising does have aplace
8 that, given notice and consent, consumers are not 8 andinfact advertising may very well be the way
9 averseto, not averseto linking, the linkage of 9 inwhich this medium would be available to all
10 persondly identifiable information with other 10 people.
11 information, or the delivery of additional 11 Their concern about communication
12 marketing material online, and for those who are 12 have's and have-not's and ensuring thet all
13 adversetoit we provide avery easy to use, very 13 peoplein our society had this medium available
14 easyto understand opt-out. So really that'sthe 14 tothem, advertising was one of the responses to
15 answer to your question. 15 that. It waslong after that that therewas a
16 MR. HENDRICKS: Thank you. | don't 16 group caled CAIE created, Codition for
17 think that's improper at all for you to pay for a 17 Advertising and Information and Entertainment,
18 survey. That's clearly acongtitutionally 18 where we came and developed a set of self-regulatory
19 protected activity. | think if you're going to 19 guidelines and policies which,
20 makeasurvey likethat, paid for by the industry 20 interestingly enough, have all of the elements
21 to support its business practice, thenin the 21 that Andrew suggested there, and we continue to
22 public policy forum | think it's appropriate to 22 stand by them.
23 fund a study to provide some balance, so a survey 23 With that, we applaud the ad-serving
24 could be -- with differently structured 24 group coming forward this morning, this
25 questions, | think that you might actually find -- you 25 afternoon, and working on this and coming forward
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1 and saying we understand what we're up to, we 1 personadlyidentifiable. But you can't redly
2 planandweintend to doright. And | suggest 2 deny that this information has a very high
3 that we not worry about creating laws in this 3 potentid to be potentialy identifiable.
4 areauntil we have allowed this self-regulation 4 People have debated back and forth
5 toplayitsefout. 5 over the course of the day that it may be
6 | being aformer regulator at the 6 difficult, maybe, to find the person that this
7 Federa Communications Commission, cantell you 7 information correlatesto, but it can be done.
8 that whenin 1997 the Federa Trade Commission 8 MR. JAYE: It can be done?
9 diditsfirst sweep on privacy policy on sites 9 MR. SHEN: Right.
10 none of uswere particularly surprised to find 10 MR. JAYE: If you assume a set of
11 that under 15 percent of the sites that they 11 circumstances, at which point we would no longer
12 visited had privacy policies. 12 consider it non-personaly identifiable
13 But | think more of us were even sort 13 information. In other words, talking about what
14  of taken back by how one year later, when there 14 might happen and what might not happen, there are
15 wasasimilar sweep done after self-regulation 15 lots of different possibilities. However, with
16 had beenin place, fully in place for sometime, 16 regard to the information we gather, when we say
17 that nearly 80 percent of the sites had privacy 17 we gather information and useit in a non-personally
18 palicies on them of sometype. Asaformer 18 identifiable way, that is accurate,
19 regulator, | must say that that is something that 19 that that is how we are going to useiit.
20 could not have been achieved by the government. 20 Now, if our privacy policies change,
21  Government regulation mandates could not have 21 if weshould start to have different practices,
22 sped, gotten the industry there any faster than 22 there are different ways of interpreting that.
23 tha. Infact, | don't think it would have gone 23 But at Engage, at least, the way we would
24  that fast. 24 interpret it is the information we gathered under
25 So those who are very interested in 25 past privacy practices we would need to go out
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1 developing laws should recognize that the Federal 1 and get proactive consent from a consumer before
2 Trade Commission has taken theright stancein 2 we started to treat data that we gathered under
3 thepast by encouraging us to continue to do the 3 anassumption that it was non-personally
4 kinds of things that the people coming forward 4 identifiable as personaly identifiable.
5 with this program have today. 5 So | take issue with a position that
6 MR. MEDINE: Andrew isnext. | want 6 saysthat thereis no such thing as non-personally
7 tojust makeit clear to the pand that we're now 7 identifiable, because | think that it
8 open to the broad topic of self-regulation. 8 holds out the possibility that consumers will not
9 People arefreeto direct questions, but they can 9 beableto get the advantages out of the
10 alsodiscuss unrelated issuesto the NAI 10 Internet, the free services that are advertiser-
11 proposa. Andrew. 11 supported, if we draw abroad brush and say, now
12 MR. SHEN: I'll go ahead and 12 anything could be personally identifiable in some
13 apologize. I'm going to ask another question 13 circumstances, so let's not create that category
14 about the sdf-regulatory proposal. 14 for non-personally identifiable information at
15 VOICE: Move the mike closer. 15 all.
16 MR. SHEN: I'msorry. Can everyone 16 MR. HILL: Just aclarification,
17 hear me? 17 Danid. So areyou saying that, does the NAI as
18 VOICE: No. 18 agroup have a policy on fundamental change of
19 MR. SHEN: No? 19 notice? Soif you collect data under one
20 MS. BURR: Just talk louder. 20 practice and then change at alater date, you had
21 MR. SHEN: Anyway, acouple people, 21 mentioned that Engage believes you require
22 David and Elizabeth, have said you guys have gone 22 consent and an opt-in for that change of
23 the extramileto include some partia 23 practice. Otherwise you have to stay under the
24 implementation of fair information practices, 24  previoudy advertised policy.
25 even though thisinformation is not necessarily 25 Doesthe NAI asagroup have apalicy
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1 on how they approach change of practices, so if 1 lega speak that gets put in there by alot of

2 they have amerger or an acquisition and it's now 2 lawyers, but it's: wereservetheright to

3 insomeone's business interest to make it 3 changethis policy at any time without consent or

4 identifiable how would your group suggest desling 4 permission fromthe user. By agreeing to this

5 withthat? ‘ 5 policy, you're agreeing to all future privacy

6 MR. JAYE: Wéll, as David Medine 6 policiesthat this company may issue.

7 pointed out, when we make a public policy 7 That's generally a clause that'sin

8 dtatement his organization certainly has 8 most privacy policies. So I'masking, isthat

9 enforcement capabilitiesif we violate that 9 currently this group's practice, to include it?
10 privacy principle. Now, with regard to changes -- 10 MS. WANG: | think those members of
11 MR. HILL: Yes, I'mtalking about 11 our group that are members of TRUSTe and other
12 revision. 12 organizations probably have restrictions on what
13 MR.JAYE: Yes. Intermsof revision 13 they can say along thoselines. Again, | go back
14 withregard to prior data collection, that's an 14 tomyinitia answer, which is that everybody has
15 areathat we have not explicitly called out at 15 to comply with genera fair information
16 thistime. What | will say isthat thisisa 16 collection practices in how they would view that,
17 process we have gone through over thelagt, I'd 17 andthat'sreally the answer. | think | can't
18 say, about eight or nine months since the initial 18 without specifics --
19 meetings with the government. 19 MR. MEDINE: Tim has been waiting
20 There are anumber of areas that we 20 patiently over here.
21 will in the coming months as we look to expand 21 MS. BURR: And Steve seemsto have
22 thegroup to include other industry members, we 22 been pulling the microphone closer.
23 will need to tackle certain issues and we welcome 23 MR. LORDAN: On behdf of the Online
24 input about particular issues that people think 24 Privacy Alliance, | want to applaud the
25 might make abetter salf-regulatory framework. 25 advertising industry for this self-regulatory
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1 MR. HILL: Thank you. 1 initiative. It's particularly important and we

2 MS. WANG: | just want to -- you were 2 applaud you. Inresponseto Dan's comment that

3 taking, you say that if notice has been given or 3 welook forward to working with you as well, to

4 choice has been offered and the consumer had done 4  follow up on what John said with regard to the

5 onething and provided the information, if later 5 gpeed at which sdf-regulation can work, | think

6 onthe practice had changed, the answer is -- and 6 it'sremarkablethetimeit took for this group

7 it'snot an answer that's particular to NAL, it's 7  of companies to come together and put forward

8 redly an answer particular to fair information 8 thisinitiative.

9 collection practices generdly -- you need to 9 Lastly, I'd like to ask you, can you
10 ook at the original notice and see whether or 10 comment alittle bit further on how you plan to
11 not the new use was contemplated in the original 11 work with your business partners and share your
12 notice, because you had asked the consumer for 12 practices with them and how that's going to work
13 permission to do acertain thing and if you 13 asfar asnotice goes?
14 changethat thing or you add to it, then, 14 MS. OAKES: Yes, I'll be happy to
15 depending on what that thing is, it could be that 15 answer that question. Asan organization, asa
16 you need to go back and provide additional 16 group of companies, we individually have
17 notice. 17 participated in solutions that address your
18 MR. HILL: Just tofollow up on that, 18 question. But asan organization we intend to
19 do most of your guys privacy policies have the 19 work with our business partners to put
20 right to change the policy practices without 20 information specifically about the third party
21 consent or permission currently? 21 ad-serving relationships that they have in their
22 MS. WANG: | don't understand the 22 current privacy policy with alink directly
23 question. 23 ether to our individua web sitesif theré'sa
24 MR. HILL: Weéll, alot of privacy 24 oneon onereationship or to the NAI web site,
25 policiesI've seeninclude -- and | assumeit's 25 so consumers will understand thereis athird
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1 party relationship involved and access to our 1 of targeted advertising aswell as profiling.
2 privacy policies asindividua companiesand asa 2 Today we actualy announced the launch of asite
3 group. 3 cdled Myprivacy.org. The purpose of that site
4 MS. BURR: WEé're going to do Steve, 4 isagainto provide consumer education, but also
5 Jerry, Evan, then Fred. David told me that was 5 to provide an opportunity for consumersto
6 theright order. 6 gpecificaly request not to be targeted, both
7 MR. LUCAS: Thank you. 7 through the use of personally identifiable
8 | think that no one on this panel 8 information as well as to be tracked through the
9 would deny that today the practice of profiling 9 useof cookies.
10 has occurred without any real notice, any of the 10 Having said that, we think that all
11 magjor factors -- notice, choice, access, or 11 these efforts -- we applaud any effort that
12  consent, or the knowledge of consumers for the 12 bringstheindustry closer to afully
13 most part. And | think that we too applaud the 13 permissioned model, because we hear al thetime
14 work of this organization. 14 that the god of the industry -- in fact, someone
15 But | have some concerns over the 15 onthepand saidit -- the god isto send the
16 whole notion of not requiring an opt-in. Tome 16 right ad to the right person at the right time
17 anopt-out, if you start with an opt-out and 17 withtheright offer. | think it'stime that the
18 information is collected and then later on a 18 term "right" isthe right of the consumer to
19 person decides they don't want that information 19 determine when, where, and how any information
20 used any more, especialy when your privacy 20 that's being used, being collected and used --
21 policy saysthat we share information with third 21 they have the ability to control that.
22 parties, at that point | would argue that an opt-out, 22 Having said that, | do have a couple
23 whileit doesn't alow the company to use 23 of quedtions. That is, were seeing alot more
24 that data any further, you still have a 24 of companies out there on the web either
25 proliferation of data. 25 acquiring companies that have an offline presence
Page 255 Page 257
1 MR. JAYE: Steve, could you just 1 or weknow that there are practices out there
2 clarify. Areyoutaking about Pll information? 2 that sites collect data -- use data that's been
3 MR. LUCAS: Yes. 3 collected offline. Does your organization plan
4 MR. JAYE: Okay, but not non-personaly 4 on any disclosure that would require, outside of
5 identifiableinformation? 5 COPPA, which | believe does require some
6 MR. LUCAS: Right. We can get into 6 disclosure when datais being used from offline
7 thatinasecond. But | think that not having 7 datasources -- do you plan on disclosing the
8 theconsumer optinfirst -- | don't seewhy, if 8 fact that you're using data that's been collected
9 we're going to take a positive step, that we 9 from offline sources and that data has been added
10 don' take the whole step and say, let'sgo to an 10 tothat profile?
11 afirmative opt-in at that point as opposed to an 11 Without providing the consumer
12 opt-out.  If youtakealook at what's 12 access, the consumer has no way of knowing that
13 happening in Europe, that's required as opposed 13 you've created a profile with data that has not
14 to-- an affirmative action as opposed to an opt-out. 14  been collected from the consumer online and data
15 The other thing is, we do, we support 15 that hasn't been permissioned.
16 asdf-regulatory model. We believe that a seif- 16 MS. WANG: | guessthat's my
17 regulatory mode has the potentia to be the way 17 quedtion. Your first question, which had to do
18 togo. Wethink that if the industry doesn't 18 with consumer choice, and thiswould be
19 step up there may be aneed for somelegidative 19 DoubleClick specificaly.
20 mandatesto establish aframework which we can 20 MS. BURR: Elizabeth, can you pull
21 al work on. 21 themike up.
22 Having said that, we also have 22 MS. WANG: Oh, yes. Thanks, Becky.
23 decided that it's important both to provide consumer 23 The NAI principle provides for
24  education as well as the opportunity for 24  consumersto have choice at the time of data
25 consumersto be able to go to a site and opt out 25 collection, personaly identifiable data
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1 collection, and the opportunity to opt out, and 1 category of non-personaly identifiable
2 you're asking why we would not offer to opt in. 2 information isthe ad delivery data, and that's
3 Actualy, | want to clarify our opt-out, because 3 thedatathat's used for profiling and targeting,
4 if a some point aconsumer gave me an addressin 4 andthat we're providing an opt-out for across
5 connection with the sweepstakes with the full 5 the network.
6 noticethat, oh, we're going to connect offline 6 MR. MEDINE: So, using Elizabeth's
7 datatoyou -- and by the way, in answer to your 7 example, if | changed my mind and | want to go
8 second question, the answer is yes, DoubleClick 8 back, | can opt out of any future use whatsoever
9 would do that, would specify at the point of data 9 of persondly identifiable information?
10 collection that that information would be 10 MS. WANG: That's correct, yes.
11 connected, linked with offline data, more data 11 MS. BURR: Jerry.
12 from other sources. So that's the answer to your 12 MR. CERASALE: Thank you.
13 second question. 13 | wanted to commend NAI for their
14 But in answer to your first question, 14 effortshere. And Lynn, | really was pleased
15 if later, if I'm the consumer and | signed up, | 15 with your statement and | want to make sure |
16 did not opt out at that point, and then two weeks 16 understand it, because | think it agrees with
17 later it occursto me, hey, | redly didn't want 17 wheretheDMA is. that the best place for notice
18 that to happen, you can aways come to the 18 isright away and it's really at the initial web
19 DoubleClick site or go back to the site where you 19 dtewhereyougo. | guessit's, using aterm
20 origindly opted, where you originally provided 20 that's been used here, the publisher.
21 theinformation, the sweepstakes site, and get 21 And do | takeit that you're going to
22 linked to the DoubleClick site and opt out then, 22 make efforts, you the NAI are going to make
23 and that opt-out would be effective for aslong 23 efforts, to ensure that your -- the web sites
24 asyou have that browser or until you delete your 24 with whom you work are going to havein their
25 cookiefile. 25 privacy palicies a statement that would say: |
Page 259 Page 261
1 MR. MEDINE: Canl justask a 1 have an agreement with XY Z company that can
2 clarifying question on that. It wasn't clear at 2 collect information and have a hot link to your
3 thebeginning that the opt-out that appliesto 3 privacy palicy, so that the consumer would then
4  persondly identifiable information is as broad 4 know what the web site's palicy is and then what
5 asthe opt-out for non-personaly identifiable 5 your policy is, so you can then establish the
6 information, because as | understand it for non- 6 reationship there with the consumer to do the
7 personaly identifiable information it's for use, 7 opt-out?
8 wheress, just to clarify, for personaly 8 MS. OAKES: Couldn't have said it
9 identifiableinformation, | thought you could 9 better mysdlf, absolutely correct, and we look
10 only have achoice over third party transfers but 10 forward to working with your organization to make
11 not any control over internal use by your 11 that happen.
12 companies. 12 MR. CERASALE: And then acomment on
13 Could you describe if that's the 13 Austin'squestion. It's my view if you get a
14 correct interpretation? 14 change, at least it'sthe view | think of the DMA
15 MR. JAYE: No, that's not correct. 15 -- andI'll get apink dip tomorrow if that's
16 The opt-out on Pl data, personaly identifiable 16 not true -- the view of the DMA isif you change
17 information, isover al use. On non-personally 17 your privacy policy, information that you
18 identifiable information there are two 18 collected under the old privacy palicy, and then
19 categories. Ther€sacategory that's 19 try and use that old information in your new
20 effectively theinfrastructure of the web. The 20 privacy policy, which has avery materia
21 infrastructure of the web requires usto be able 21 difference, | think that subjects you, that
22 to, for example, be able to report on reach, 22 company, to FTC review, because you collected
23 frequency numbers, etcetera. So we cannot 23 information under one pretense and then start to
24 provide an opt-out to that. 24 useit under another pretense, and you have to
25 In that category or the second sub- 25 somehow give notice back to change that.
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1 So | think that thereis already a 1 MR. HENDRICKS: Further, | agree with
2 law that is out there that coversthat right now. 2 Jerry'sanaysis of the law in that situation.
3 MR. HILL: Most of the practicesin 3 Theonething that's missing from the law is the
4 thisarearight now under the original collection 4 right of theindividual to enforce his own rights
5 of that data, it usually comes with the right to 5 or have control over his own data, and that can
6 change and revisethe palicy later. I'm not sure 6 only be-- that's one of the main reasons
7 if the FTC would consider that in their mandate 7 legidation is necessary, because amagjor part of
8 if theorigina data collected had the clause 8 fair information principlesis aremedy when
9 attachedtoit that as part of giving usthis 9 something goeswrong. Protecting privacy is at
10 datawe havetheright to revise our palicy. 10 its zenith when something goes wrong.
11 That was my question. If the FTC 11 Now, in Europe where they are
12 does have oversight that would be very useful to 12 protected by lam\, they actually marvel at the
13  know. 13 progress we've madein this country at getting
14 MS. BRUENING: TRUSTE€Ss name came up 14 notices on web sites and at the self-regulatory
15 inthe context of this discussion and | just 15 progress. Soyou can definitely pat yourselves
16 wanted to say that our license agreement provides 16 onthe back because they look in admiration at
17 that if you do change your privacy policy you 17 us.
18 must inform consumers that you're doing it and 18 So privacy will only be protected
19 then give them the opportunity to opt out. 19 when you haveit covered by law and by self-regulation,
20 We're a so moving toward setting up a 20 if you define self-regulation by
21 dituation that was precisely aswas just 21 implementation. That'swhy | really congratulate
22 mentioned here, where if you have collected 22 theFTC onthisworkshop, because | think it
23 information under a certain pretense of a certain 23 showsthetrue determination to find away to
24 policy you have to continue to treat that 24 protect privacy, because this scenario that we
25 information in that manner even if you've ended 25 have so far with this self-regulatory program
Page 263 Page 265
1 your relationship with TRUSTe. 1 will never work. Itistoo far removed from
2 MR. MEDINE: I'm not surethisisthe 2 people. It putstoo much of aburden. It
3 forum for usto give FTC advice, but clearly 3 doesn't include enough fair information
4 there are deception implicationsiif there are 4  principles.
5 misrepresentations about use, and obviously we'd 5 If the FTC wasn't interested in
6 haveto examine on a case by case basis changes 6 protecting privacy, they wouldn't focus on this
7 inuse and what representations were made 7 sector, which contradictsits palicy that there
8 initialy and then what steps were made to obtain 8 should only be sdlf-regulation for the Internet.
9 consumers consent for subsequent use. 9 Sol congratulate the FTC for asking the hard
10 MR. CERASALE: | just want to respond 10 questions.
11 towhat Austin said. My view on that, and I'm 11 This has been afamiliar pattern.
12 not going to put words in David's mouth here or 12 Weve had FTC workshops. Different industries
13 any of the Commissioners mouths, isthat | can 13 have come up with sdf-regulatory programs.
14 change price any time | want to change price, but 14 Sometimesit's been like pulling arabhbit out of
15 onceyou sign up, you click on the web that 15 thehat. | don't know if anyone remembersthe
16 you've purchased something for 10 dollars, and 16 early years when Firefly was described as away
17 beforel fulfil | changethe priceto 12, | can't 17 of protecting privacy and areason self-regulation would
18 chargeyou 12 dollars. That's deception. 18 work. Wéll, that's one program
19 So | think that it doesn't -- the 19 or one example of something that's vanished once
20 fact that | have the ability to change doesn't 20 weve moved on.
21 change the matter of amaterial fact, that you 21 | think aredl problem hereisthe
22 got information from. That would be my view. 22 threat to e-commerce and the shaky confidence
23 That'smy view on that. 23 that's being engendered here. Y ou know,
24 MS. BURR: Wereinradica agreement 24  DoubleClick, you mentioned that you thought the
25 onthis: Evanand then Fred. 25 RedAudio situation worked really good because
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1 therewasapublic outcry and TRUSTekicked in 1 Similarly, if aTRUSTeweb siteinitialy told
2 and said they were going to look at it. But the 2 consumers that they only used non-identifiable
3 problemisinformation on millions of people was 3 information, but later wanted to change that
4 transferred in violation of a policy without 4 policy to onethat tied information collected to
5 people's knowledge and consent, and virtually 5 gpecificindividuals, what would TRUSTe require
6 nothing's going to be done about it. That is not 6 themtodo?
7 any way to guarantee confidence in the Internet. 7 MS. BRUENING: Let me start with
8 If you look at the Jupiter study and 8 Evan. Andwhat time are we finished?
9 theForrester study saying that we are lowering 9 Let'ssee. Firgt of al, the Hotmail
10 our projections for how much e-commerce will 10 dtuation involved a security breach that we
11 generateif privacy is not taken care of, | think 11 understood potentialy placed the privacy of that
12 thosearevery real thingsto look at and | am 12 information at risk. We asked our auditorsto go
13 very concerned that the existence of -- the way 13 inandtotakealook at it.
14 you're operating, if you're going to collect 14 We were not at liberty to announce
15 persondly identifiable information and useit in 15 who the auditorswere. There were particular --
16 thekind of schematic that you've described, 16 | believeit waswe were by law required not to
17 you're going to just do nothing more except 17 dothat, and | don't know what you can do. I'm
18 produce distrust about the Internet. 18 not certain about that. We werenotina
19 Thefind thing is the enforcement 19 position where we could do that.
20 program hereis flawed because you're hanging 20 MR. HENDRICKS: But we haveto know
21 your hat on the Alan Westin survey, which | think 21 why, because you're in the trust business and
22 we can tak an hour about why that should be 22 it'shardto trust if you don't know who's doing
23 challenged, but also on the issue of TRUSTe. 23 theoversight.
24 TRUSTe, when the first Microsoft example came up, 24 MS. BRUENING: Theimportant thing is
25 TRUSTe said they couldn't do anything about the 25 that we did have athird party auditor comein
Page 267 Page 269
1 information being transferred because it wasn't 1 andlook at that and gave Microsoft a clean hill
2 transferred from the web site. Well, consumers 2 of health. We can only operate under the rules
3 don't careif the information's not transferred 3 astheyexist. If there was a situation where
4 fromtheweb site. They just want to know that 4 that isn't enough, if we need to look further to
5 privecy's protected in relation to that company. 5 seeif there's another way we should do that,
6 The question | have for Paulais, 6 well look at that.
7 thislatest thing with Hotmail where | think the 7 MR. HENDRICKS: Could you say which
8 information on the e-mail of, what, 40 million 8 rules? Aretheythe TRUSTESsrulesor the
9 peoplewas at risk because of the technical 9 auditing company's rules?
10 dlitchin Hotmail. Y ou did an audit by athird 10 MS. BRUENING: The auditing rules.
11 party auditor. Y et you had to keep the name of 11 If therésaspecia provision and we decide at
12 theauditing company secret. 12 somepoint it's got to be donein adifferent
13 One of thethingsin privacy is you 13 way, well haveto look at that. But under the
14 haveto have a certain amount of openness and 14 rules asthey exist now, we did what we could do
15 transparency so you can breed trust. Yetinthis 15 toresolvethat. We haven't gotten any more
16 situation you could not reveal the name of the 16 complaintsonthat. | think it'sasituation
17 auditing company. | don't see how that squares 17 that has been resolved satisfactorily.
18 with engendering trust or fair information 18 Okay, the other two, do you have
19 practices. 19 those? Thefirst question, about how would
20 MS. BURR: I'mgoing to let Paula 20 companieslike TRUSTeredress or enforce
21 answer that question. We have two questions from 21 violations of the NAI practices. First of al |
22 theaudiencedirected to TRUSTE, so I'll just 22 haveto say, just because I'm sitting on this
23 readthemtoyou: Asathird party auditor for 23 sideof thetable, | have not had any prior
24  NAI, how will companies like TRUSTe redress and-or 24 knowledge of this announcement. | heard it when
25 enforceviolations of these NAI practices? 25 everybody ese heard it, so I'm operating with
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1 theinformationthat | heard inthelast half an 1 companieswho areinvolved in the fast pace of
2 hour. 2 change can kind of work at doing their best to
3 | think that, first of dl, TRUSTe 3 meet fair information practices and setting up
4 requires compliance with fair information 4 standards for future activities with new
5 practices and we would welcome working with these 5 technologies.
6 companiesto the extent that we think these 6 MR. HENDRICKS: | don't want to
7 companies are willing to work toward fair 7 crimindizeit. | just want to create acivil
8 information practices. | haven't looked closely 8 right of action so that if their wishes aren't
9 at the provisions that you've announced, but that 9 respected they can do something about it.
10 would be very important. 10 MR. CATE: Wadll, | a thislate
11 | think that, to the extent we could 11  moment would just like to briefly return to the
12 work with them, at this point, unless we look at 12 broader set of issues, although it's difficult to
13 your program and decide something else would be 13 do that without some reference to the discussion
14 necessary, that this would be such a specia 14 that'salready been had. Solet mebevery
15 case, | think that NAI would probably fall under 15 brief.
16 thesamerulesthat the rest of the licensees 16 Firgt, self-regulation seems like --
17 fall under where we have a dispute resolution 17 it'sfairly unremarkable to say that it's a good
18 process, that there are inquiries that we can 18 thing. That is, without regard to whether a
19 make with companies when there are questions 19 gpecific piece of self-regulation s, that it'sa
20 raised by consumers, that we can raise the level 20 good thing because it can ddliver, backed up by
21 of that inquiry of things aren't resolved, that 21 effective enforcement, it can deliver very
22 we canrequire audits. We have the ability to 22 effective privacy protection. It can befar more
23  refer to the FTC and we do ultimately have the 23 gpecific. It can befar more easily changed in
24 possibility to revoke a sedl if that's necessary. 24 response to changing conditions than, for
25 | have to reinforce, and | think that 25 example, the 60 years it takes Congress to enact
Page 271 Page 273
1 theincidents of the last week have made clear, 1 abill or eventhetimeit takesthe FTC to act
2 that wereliving and we're working in an 2 onamatter. So the sdlf-regulatory approach has
3 environment that's evolving and we have to keep 3 atremendous amount to recommend it.
4 evolving thisprogram. So | think that this may 4 The second point, of course, goes
5 well just present another challenge where that's 5 back redly in some ways to the last panel and to
6 what we haveto do. 6 theissues more specifically dealing with
7 MR. ZINMAN: Can| respond to just 7 profiling, which is thisissue of treating non-
8 oneof those comments. Just one of Evan's 8 personaly identifiable information as having
9 comments about after the Real Jukebox thing | 9 thisprivacy interest.
10 think happened. | think we weren't in the 10 The complexity or the oddity of this
11 offices of ReaNetwork, so we can't imagine the 11 ishighlighted by the very problem of how do you
12 scurry and fury that went around there when they 12 optout of itsuse. | want to tell you not to
13 found out this was happening, but | do know, 13 useinformation that's not about me or that you
14 being another company in the industry, when you 14 don't know if it's about me, and you said, well,
15 see something like that happen you respond 15 well put acookie on your computer. Well, again
16 immediately by taking alook at your own 16 were back to where| wasin thelast pand,
17 practices. 17 whichisnow my computer has aprivacy interest
18 So I'd say that there was alot of 18 andit'sopting out, but if | use my laptop that
19 response that happened within the industry, 19 opt-outisno good.
20 people making sure that they weren't making any 20 This at least raises one potential
21 similar mistakes. Thisis part of the dynamic of 21 problemand it's not anovel problemin self-regulation,
22 averyfast-growing industry. So the challenge 22 andthat isit'simportant that it
23 is, do we want to criminalize al this behavior 23 not create confusion. In other words, the goal
24  or what we need to do iswe need to work in a 24 of sdf-regulation presumably is to be clear and
25 sdf-regulatory environment where all the 25 direct and let people know what they are opting
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1 inor opting out of or what have you. 1 information practices. | think it'simportant to
2 Thisis one of the specific points| 2 look at fair information practices not as agoal,
3 would raise with this, to be very clear that if 3 not as something we should aspire to reach, but
4 wereletting people -- if we're giving the 4 assomething that consumers should have now.
5 impression that you can opt out of non-personal 5 Weretaking about information collected from
6 information, in fact we don't know redlistically 6 individuas and, whether companies believeit or
7 what that means. 7 not, thisisinformation that they may want
8 The point was mentioned earlier, opt-in 8 control over.
9 versus opt-out, whether -- | think it was you -- whether 9 I'm not going to refer to Dr.
10 this should be an opt-in 10 Westin'ssurvey. I'm actually going to refer to
11 dtuation. | just can't let the sort of 11 adifferent survey done by Georgia Tech. | have
12 reference pass without at least noting it's not 12 theresultsfrom 1997. Sorry | don't havethe
13 just six of one or half adozen of the other. 13 more current ones, but thisis based on more than
14 Theramifications of one versus the other are 14 14,000 respondents, which | believe Dr. Westin's
15 very significant, and even places like the EU, 15 survey was based on about 400.
16 which you mentioned, which have clear opt-in laws 16 It said that 87 percent of the users
17 onthe books, we see increasingly using opt-out 17 bdieve they should have complete control over
18 asthe defacto enforcement mechanisms, the way 18 thedemographic data. Now, | can attest that
19 inwhich they work. 19 complete control follows notice, consent, access,
20 Thisis particularly true, say, for 20 and security, not the sort of stripped-down
21 HRdatain Europe. We have not see data 21 measuresthat we often see, like notice and opt-out. So
22 protection commissioners saying you have to go to 22 | think it'simportant to keep that in
23 every employee and get them to opt in; they can 23 mind, that consumers want more and the government
24 continue working there but not opt into this 24  hasthe ability to provide it to them and that we
25 system. What we have seen is areguirement that 25 shouldn't rely on self-regulation as the only
Page 275 Page 277
1 you give notice and then give them a chance to 1 mode out there.
2 optout. Eventhough the law says the opposite, 2 MR. JAYE: Could | makejust one
3 inpractice opt-in just doesn't work in those 3 comment? If were going to bandy surveys abot,
4 Stuations. That's one of the reasons, of 4 therésavery interesting result that Professor
5 course, why we use opt-out amost exclusively, 5 Westin presented in Cambridge at the U.K. Privacy
6 with the exception for example of dealing with 6 LawsinBusiness Conference this summer. He
7 children. 7 referredtoit briefly this afternoon. But one
8 Finally, though, and very much on 8 of theinteresting results that came out in his
9 point with the panel, one has to wonder to some 9 presentation was the fact that consumersin the
10 extentif technology isn't about to put alot of 10 UK., even though they have regulation, felt that
11 theseconcernstorest. You know, we saw the 11 consumersin the United States had better privacy
12 presentation earlier. We al know about other 12 protection than they did.
13 types of technologies. We see new technologies 13 So theinteresting anecdote thereis
14 debuted al the time which make it increasingly 14 that regulation aloneisn't a solution, either.
15 easy and affordable to browse the Internet wholly 15 | think that self-regulatory frameworks are
16 anonymous, anonymous in every sense of the word. 16 absolutely essential. We believe at NAI that
17 | think as we think about self-regulation 17 thisindustry is so fast-paced, so moving, the
18 one of the components that necessarily 18 things we're talking about now almost no one
19 hasto bethrownin hereisthinking about the 19 understood three or four years ago.
20 availability of these technological solutions as 20 | think it would be very difficult
21 wall. 21 for regulations to be able to be enacted that
22 Thank you. 22 wouldn't necessarily hamper the growth of
23 MS. BURR: Andrew. 23 dectronic commerce and advertising on the
24 MR. SHEN: | just have acomment 24 Internet.
25 about regulation in general and about fair 25 MR. SHEN: Can | respond to that very
70 (Pages 274 to 277)

1111 14th Street, NW, Suite 400

Alderson Reporting Company

800-FOR-DEPO

Washington, DC 20005



On-Line Profiling Workshop

November 8, 1999

Washington, DC
Page 278 Page 280
1 quickly. | hear that argument alot, that the 1 don't include the notion of specific and
2 Internet ismoving very fast. We hear the phrase 2 unambiguous consent and don't include the notion
3 "Internet time" al thetime, that it's 3 of access, we till have countries outside of the
4 impossible for the government to regulate on 4 EU that have very strict data privacy laws.
5 gspecific issues, like online profiling and the 5 While I'm not suggesting that we fold
6 collection of information. But the fact is that 6 up thetent and agree with every data protection
7 fair information practices are never going to 7 law that's out there, most of the other countries
8 change. These arethe cornerstones for the 8 have similar types of fair information practices.
9 ahility of the consumer to control their 9 There'sover $500 hillion worth of e-commerce
10 information -- notice, access, security, consent. 10 that'sat stake here between ourselves and
11 | mean, these are never going to be 11 Europe, and at some point in time -- we can put
12 changed, and these can be enshrined into law. 12 it off for aslong as we want to and we can put
13 TheFTC recently did avery good job on the 13 4l the hope we want into safe harbor, and | have
14 Children's Online Privacy Protection Act. It was 14 4l the confidence in the world that well be
15 avery complex issue. They're dealing with how 15 ableto solvethisissue.
16 parents should beinvolved in the process of 16 But if we don't, at some point we're
17 giving up the information on their children, but 17 going to have to step up to these issues.
18 theFTC did avery good job and it did it within 18 They're not going to go away.
19 oneyear. Soitispossibleto do that and do it 19 MR. MEDINE: We havetimefor just a
20 effectively. 20 few more comments, but | know you wanted to
21 MS. BURR: Steve and then Jerry. 21 respond on information-based marketing.
22 MR. LUCAS: Just two quick comments. 22 MR. ZINMAN: That'sright. Just
23  We haven't talked much about the economics of 23 quickly, | have no doubt that advertisers will do
24 what we're doing from the perspective that we dl 24 whatever is necessary to improve the returns they
25 know that click-throughs are dropping through the 25 get from advertising. So | don't think we should
Page 279 Page 281
1 floor. But yet we see example after example of, 1 bedebating the effectiveness of one method of
2 when permission is asked, the acquisition rates 2 advertising versus ancther, because advertisers
3 dramatically increase. People like Seth Gotenin 3 aregoing to direct their money at the one that's
4 hisbook talk about the fact that when he asked 4 most effective.
5 permission from his consumers his acquisition 5 Soif you'reright and if we have
6 rate went from lessthan 2 percent to over 20 and 6 another pandl, next time everyone will be doing
7 hiscost of acquiring an individual name, if you 7 permission-based marketing.
8 want to cdll it that, went, in the case of one of 8 MS. BURR: Jerry.
9 theWall Street firms, from $300 to $25. 9 MR. CERASALE: Theonly thing, don't
10 So again, | just want to stressthe 10 force aspecific business model. | think that
11 notion that thereis clear evidence that 11 thered key hereisto give American consumers
12 permissioning works from our industry 12 the knowledge and they're going to make a smart
13 perspective. 13 choice. Theyre going to vote with their feet,
14 Now, we talk about that cookies are 14 orinthis case they're going to vote with their
15 anessentia fabric for the web, but they're an 15 mouseclicks.
16 essential fabric for maybe certain thingsand in 16 That'sthe real key here, isto have
17 certain peoplesviews. | would argue that 17 somefaith in the American public when you give
18 cookies are an essential fabric for advertisers. 18 them knowledge and you give them choice that
19 They are not required for the web to function as 19 they're going to make, they're going to make
20 theweb. That'sfirst of all. 20 their decision. They're going to vote and
21 Second of dl, | would also argue 21 companies are going to fail that don't provide
22 that, even though were looking at, say, hardware 22 what they need.
23 negotiations with the EU and if those go through, 23 | think that's really the important
24 if thefair information practices agreed on don't 24  thing here, isto try and make sure that we give
25 include the idea of an affirmative opt-in and 25 themnotice. The problem we had heretoday is
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1 that people didn't know what wasthere. It 1 theauction block ready to be sold to someone.
2 wasn't transparent. It wasn't arelationship. 2 Andif customers don't have away to say, you
3 Socreateit and let the marketplace go and put 3 know what, | never agreed to engage in business
4 thefaith back in the American consumer. 4 with this company, then | think we have a problem
5 MR. KAMP: Jerry just made about half 5 with our framework.
6 of mypointsjust there. | agree with him, but | 6 So | think there are other options.
7 dsothink that one of the things that's going on 7 MR. MEDINE: Our gpologiesto Cookie
8 hereisthisisan awfully complicated system. 8 No. 247. We weren't ableto get to your
9 Computersfor most of us are very fragile devices 9 question.
10 that crash on us and make us crazy, and one of 10 MS. BURR: That's emblematic of the
11 thewaysinwhich we get to where Jerry isiswe 11 day. Thishasbeenavery interesting pand and
12 makethesethingsalot simpler than they are 12 averyinteresting day. Clearly, our work in
13 today. 13 thisareais beginning and the companies here
14 | think the fact that our law 14 havetold usthat they are continuing to work and
15 professor was confused this morning doesn't 15 want input from the people around the table, and
16 surprise me, and we have to get to that 16 | imagine around the room as well, on the work
17 dmplicity in this area so that consumers can 17 that they are doing.
18 understand the choices that they're able to make. 18 So thank you for coming forward, and
19 MS. BURR: The last word. 19 welook forward to working with you on that.
20 MR. HILL: Just in response to 20 We are going to go to some wrap-up
21 Jerry'scomments, | think one of the things we've 21 comments, but before we do, since everybody likes
22 heard come out of thisisthisideathat alot of 22 toscoot out at the end, I'm going to give a few
23 theprivacy initiatives are anti-marketing. | 23  well-deserved thank-you's before we do that.
24 think that nothing could be further from the 24 Thistruly has been ateam effort of the Federd
25 truth. | know my company's going to spend $20 25 Trade Commission and the Department of Commerce.
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1 millionthisyear on advertising. Most of that 1 Whoever said federa agencies don't work together
2 or alarge percentage of that will be online. 2 wel waswrong.
3 For us, we're looking for partnersin 3 So I'd like to thank -- and thisis
4 our advertising initiatives that can mest the 4  for both David and mysdlf -- people that weve
5 same standard of customer relationship that we 5 worked with who have been instrumenta and but
6 havefor oursdves. And it's proving somewhat 6 for their hard work this event would not have
7 difficult, but thereisagrowth. This group 7 happened: Martha Landesberg at the FTC, Laura
8 does not represent al the advertising 8 Mozzardlaat the FTC; Wendy Later, Sandra
9 initiatives. There are groups like Y esmail, 9 Leonsis, and Christina Speck a NTIA; Don
10 Yoyodyne, Alladvantage -- different initiatives 10 Friedkin and Mary Street at the Office of the
11 that have consent, permission-based. 11 Genera Counsd here at the Department of
12 One of the problems with the sole 12 Commerce. And weve seenalot of AV guys
13 economic "let'slet it work itself out” is what 13 running around. The only one | recognized was
14 we saw with Firefly. Firefly camein and said: 14 Hershe Gelman, but whoever all therest of you
15 Were going to build consent tools, permission 15 are, you deserve our thanks. Thank you very much
16 tools. And at the end of the day, whether 16 toall those people.
17 through execution or bad timing, Firefly went 17 We spent alot of time getting up to
18 amost bankrupt. That technology was acquired by 18 speed on thistechnology and getting all of the
19 Microsoft and has been turned into the number one 19 various viewpoints that we heard around the
20 profiling tool on the Net. 20 table. Sotoall those people who worked onit,
21 So that's the danger, isif we set up 21 thank you very much.
22 these profiles and there's no redress for 22 (Applause)
23 consumers, when the companies that do fail 23 MR. MEDINE: Wed liketo ask the
24 because profiling wasn't in the best interest of 24 pandlists to keep their seats, and weld like to
25 customers, you've now got 80 million profiles on 25 invite up to the podium Jody Bernstein, who is
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1 theDirector of the Bureau of Protection of the 1 obvioudly carealot about the growth of
2 Federd Trade Commission, and Andy Pincus, whoiis 2 dectronic commerce. It'sadriver of our
3 the Generd Counsdl of the Commerce Department, 3 economy and the President has asked us to look
4  tomaketheir closing remarks. 4 over that issue. But we recognize that that
5 Asthey'rewalking up, | will briefly 5 won't happen if consumers don't fed that thisis
6 introduce Andy. He'sthe General Counsdl, again, 6 asafe environment in which to do business. So
7 a the U.S. Department of Commerce, and as 7 protecting privacy in al its manifestationsis
8 General Counsd heisthe chief legal adviser for 8 critical to that.
9 the Department. Beyond hislegal 9 Just as important, the FTC redlizes
10 responshilities, he also serves as the senior 10 thatinitsrole asthe chief consumer protector
11 policy adviser for the Secretary and the 11 of the government, protecting privacy isa
12 Department on a broad range of domestic and 12 critical element of that mission. Soit'srealy
13 international issues, including electronic 13 aninstance where both of our missions point us
14 commerce, internationa trade, banging the 14 inthe same direction and have really caused us,
15 microphone, and telecommunications, intellectua 15 not justin this endeavor but in the whole
16 property rights, environmental issues, export 16 privacy issues, to realy be working together in
17 controls, and technology. 17 lockstep, and it's something that were very
18 REMARKS OF ANDREW J. PINCUS, GENERAL COUNSEL, | 18 proud of.
19 U.S. DEPARTMENT OF COMMERCE 19 | don't want to rehash everything
20 MR. PINCUS: Thank you, David. 20 that's happened today. It seemsto me, asl
21 First of al, | want to reinforce my 21 sad, alot got put on the table and there'sa
22 thanks, not just to the peoplein the two 22 ot for everyoneto digest. | think it'saso
23 agencies, but al the people who participated on 23 important to remember, as with anything in the
24 pandstoday and the people who came and listened 24 world of e-commerce, we're dealing not just with
25 and participated in the audience. | think this 25 our own domestic situation, we're dealing with a
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1 workshop did just what we hoped it would do, 1 mediumthat'sinternational. So to the extent we
2 whichisto focus attention on anissue, a 2 candevise solutions that work in the cross-border world,
3 privecy issue that we fed has gotten less 3 we're going to devise solutions
4 attention than it should, to put out there the 4  that have amuch better opportunity of
5 business community's views, the privacy 5 effectively protecting consumers privacy.
6 community's views, some of the technology that's 6 That's one of the reasons that we
7 out there, and redlly to begin a conversation 7 have concluded that self-regulationisan
8 about what to do about it that was helpfully 8 important and effective way to go, because it
9 kicked off by some of the initiatives that were 9 provides consumers with an ability to protect
10 announced here by the business community. 10 themselves, not just domestically with respect to
11 But that's not the end of it, that's 11 lawsthat may or may not apply to any particular
12 the beginning; and we obviously hope that this 12 web site, since there's no way to be sure exactly
13 dialogue will continue and will result, as other 13 what laws govern any particular web site, but
14 diaogues have that started in workshops such as 14 through seal programs and other mechanisms,
15 this, with an approach to protecting privacy that 15 visud cues, give consumers away to protect
16  will work for the growth of the Internet and that 16 themsdves. Sowe think that's an important
17 will alsowork to provide real and concrete 17 methodology to pursue, with the cavest that that
18 protection to the privacy of consumers. 18 protection hasto beredl.
19 | guess Becky kiddingly said federal 19 So we look forward to participating
20 agencies don't often cooperate, but we have a 20 with al of you in the continuing discussions
21 very good cooperative relationship withthe FTC. 21 both of thisissue and the other issues relating
22 | think the reason for that is that both of us 22 toprivacy.
23 redlizethat addressing thisissuein area and 23 Now | introduce Jody Bernstein, who
24 concrete way is critical to both of our missions. 24 s, as David said, our colleague in this
25 For the Department of Commerce, we 25 endeavor. Jodieisatrue path-breaker in public
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1 sarvice. She'sserved in anumber of rolesin 1 thelaw wasto put parentsin charge of
2 the government, everything from Health and Human 2 protecting their own children, they were
3 Servicesto Environmenta Protection to the FTC. 3 immediately comfortable with what was happening
4 I'mproud to say she was a client of minewhen | 4 tothem. | think the samethingis probably at
5 wasin private practice and we had awonderful 5 issueinthisinstance.
6 working relationship then and we have a wonderful 6 A lot was accomplished today, |
7 working relationship now. Sheredly puts 7 think. A lot of sort of consensus issueswere
8 hersdf ontheline every day to protect 8 addressed that will serve usdl well. We were,
9 Americas consumers. 9 | think, to be encouraged by DMA and NAI in
10 Jodie Berngtein. 10 connection with an effort to achieve what's been
11 (Applause.) 11 achievedin other areas, and that is a sdlf-regulatory
12 REMARKS OF JODIE BERNSTEIN, DIRECTOR, 12 program that addresses what the
13 BUREAU OF CONSUMER PROTECTION, 13 problemswere today.
14 FEDERAL TRADE COMMISSION 14 I'm looking over at Evan because |
15 MS. BERNSTEIN: Thank you very much, 15 never agree with him, either, and he always has --
16 Andy, for avery niceintroduction. If | may say 16 luckily, they aways give me a chance after
17 &0, asothers have, what a pleasure it has been 17 Evan has attacked the FTC to at least be on the
18 towork with you and others at the Department of 18 platform. Inthat context, | would just add to
19 Commerce on this very, very significant issue. | 19 Evan and othersthat, while the FTC has been very
20 dothank all of you participants, both on the 20 supportive of sdf-regulatory programs, it is not
21 pandsandin the audience as well, because | 21 without the FTC's commitment to law enforcement.
22 think, once again, what we set out to do here 22 Thosethings are coupled together in this area
23 today we may have achieved. That isto openup a 23 andinother areas, and | think that isin my
24 process so that al of us could better understand 24 judgment and | think in others why self-regulation has
25 avery complex issue. 25 achieved the amount of
Page 291 Page 293
1 Now, | redly never dreamed that | 1 credibility, particularly in the online
2 would stand here before any audience and say, you 2 environment, that it has.
3 know, | agree with Jerry Cerasale about these one 3 | would make one other point that |
4  ortwothings. | never agree with Jerry Cerasae 4 don't think had sufficient stress today, and that
5 atthesethings, sotherehasto beacertain 5 isthat your program also included an education
6 uniqueness about any given one of these sessions 6 component. We also believe that that's an
7 that wehold. 7 essentid element of achieving an overall
8 But when Jerry said, and others have 8 comprehensive program that can -- and weve dl
9 saidit aswell, that therea problem herel 9 not seen al the details of everything -- can be
10 think that we were addressing today is no one 10 asuccessful one.
11 knew that this was going on, nobody knew -- | 11 | think the key word is
12 mean, us ordinary people didn't know what was 12 “transparency,” and if we all keep that in mind -- and |
13 happening. And at least from our experience, 13 think everyone has spoken for that
14 whenever Americans find out that something is 14 concept -- that we will have moved along way.
15 affecting them that they know absol utely nothing 15 We look forward to watching asthis
16 about, whether they had any ability to contral it 16 program develops as you get more experience with
17 or not, they get very upset and they want to know 17 it, asweall get more experience withit. In
18 what's going to be done abouit it and do they have 18 theend, | think that this forum which the
19 away of contralling it. 19 Department and the FTC sponsored will have
20 | noted that in connection with the 20 achieved at least aninitial beginning of
21 children's statute and the rulemaking that, 21 achieving what has been avery complex, very
22 happily, someone did point out that we did it in 22 complex set of issues.
23 one year because it needed to be done, and as 23 | would only add one more thing, and
24 soon as parents understood that the theory behind 24  that isthat when we talk about notice and
25 thelaw and the way we were going to implement 25 opportunity to opt out, among the words that |
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1 heard today was don't make it confusing, keep it
2 dmple, don't have it be so confusing that people
3 say, ohyes, it'sout there, but how do | useit.
4 That'sfor al of uswho would liketo have a
5 very simple program so that we can tell others
6 what's happening.
7 Thank you very much. Again, thank
8 everybody for coming.
9 (Applause))
10 (Whereupon, at 4:38 p.m., the
11 workshop was concluded.)
12
13
14
15
16
17
18
19
20
21
22
23
24
25
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